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SECURE COMPUTING: Stuff to keep you safe from harm!

--> NEW WORM QUICKLY SPREADS ACROSS THE INTERNET
W32/Sobig.A appeared suddenly and, by last week, had spread throughout
the Internet. At last report, it was the second most prevalent virus,
trailing only the ubiquitous Klez. It propagates as an attachment.
Sobig e-mails itself to everyone in your address book when you open the
attachment. It also attempts to download another program, possibly to
let a hacker grab control of the computer. Protect yourself by keeping
your e-mail and anti-virus programs up to date.

--> AOL FLAW OPENS INDIVIDUALS' ACCOUNTS TO STRANGERS
America Online subscribers' e-mail and other personal information has
been compromised by a security vulnerability. AOL's equipment failed
to check passwords, letting anyone in. Once in an account, an intruder
could look at e-mail or personal information. AOL confirmed that
hundreds of accounts were compromised. It closed the hole on Wednesday.
Unlike other threats, you really can't protect yourself against
something like this. The Internet service provider, whether AOL or
another company, must maintain security on its site.

--> THINGS TO THINK ABOUT FROM MICROSOFT
The software giant issued a flurry of security warnings Wednesday.
They are a reminder that we should keep Windows and Office updated.
Windows XP has automatic updates off the System icon in Control Panel.
ME and 98 also have updates, available off the Start button. They
require more user input. And don't forget to update Microsoft Office.
Do that at: http://office.microsoft.com/ProductUpdates/default.aspxage of a 
computer. And it removes lists
of visited Web sites, opened files, cookies and other information.

--> FLAW IN WINDOWS XP COULD ALLOW OUTSIDE ATTACK
A critical vulnerability in Windows could permit an intruder to attack
your computer. According to Microsoft, it could be done with a rogue
MP3 or WAV file. Those files generally are used for music. Microsoft
has posted details and a patch.
    http://www.microsoft.com/technet/security/bulletin/MS02-072.asp
    http://www.microsoft.com/security/security_bulletins/ms02-072.asp
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SHAREWARE PICK OF THE WEEK:
     (Try before you buy--smart software of all sorts...)

WINDOWS: Spybot – Search and Destroy
Spybot removes spyware and adware. It also removes keyloggers and
other programs that track usage of a computer. And it removes lists
of visited Web sites, opened files, cookies and other information.

MAC: MacScan
Remove spyware, keystroke loggers and Trojan horses. MacScan creates
a log file. You can read each item and discover how the spyware or
Trojan horse may have gotten there and the best way to remove it.

Find this week's Shareware Picks here:
    http://www.komando.com/showpicks.asp

--> NEW WORM WOULD LIKE TO INFECT YOUR COMPUTER
A new mass-mailing worm has been detected by anti-virus companies.
Symantec is calling it W32.Lirva.A, while McAfee has dubbed it
W32/Lirva.b@MM. Its subject line may reference singer Avril Lavigne.
It's the usual nasty thing, propagating itself by sending e-mails from
the victim's Outlook address book. It attempts to disable anti-virus
software, and sends the victim's passwords to the virus writer over the
Internet. Keep your anti-virus software updated. Also keep Outlook
updated. http://office.microsoft.com/ProductUpdates/default.aspx

--> BACKZAT HAS ALSO JOINED THE WORM COLONY
This worm, whose real name is W32.HLLW.Backzat.B, also uses the
Address book in Outlook and Outlook Express. In addition, it uses
file-sharing programs like KaZaA, where it purports to be screen
savers featuring Britney Spears and Eminem.

While you're on heightened alert, watch for Killboot. It spreads
through Microsoft Word macros. Killboot destroys the boot-up data
needed to start a computer. Hence the name.

None of these ghouls can hurt you if you keep your system up to
date and avoid opening attachments that you weren't expecting.
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