IDENTITY THEFT TEST

FS 101: Identity Quotient Test (co-written by ITRC and PRC)

ARE YOU AT RISK FOR IDENTITY THEFT? TEST YOUR "IDENTITY QUOTIENT"
· I receive several pre-approved credit offers every month. (add 1 point) Add 2 more points if you do not shred them before putting them in the trash. 

· I receive several convenience checks in the mail (from credit card companies) every month. (1 pt) Add 2 more points if you do not shred them before putting them in the trash. 

· I carry my Social Security card in my wallet. (3 pts) 

· I do not have a locked, secured mailbox or P.O. Box in which to receive mail. (1 pt) 

· I leave mail for pickup in an open box at work, clipped to a mailbox or in an unlocked box at my home. (2 pts.) 

· I carry my military ID or Medicare card in my wallet at all times. (1 pt) 

· I do not crosscut shred banking and credit information when I throw it in the trash. (2 pts) 

· I provide my social security number (SSN) whenever asked, without asking how that information will be safeguarded or why it is necessary for them to have it in the first place. (2 pts) 

· I don't check for people who might be listening when giving out information. (2 pts). 

· My SSN is publicly displayed or used at work or school. (timecards, receipts, badges) (1 pt for each violation) 

· I have my SSN or driver's license number printed on my personal checks. (2 pts) 

· My SSN is also my driver's license number and I have made no effort to change that. (2 pts) 

· I carry my insurance card in my wallet and either my SSN or that of my spouse is the ID #. (1 pt) 

· I have not ordered a copy of my credit reports for at least 1 year. (2 pts) Add 1 more point if it has been more than 2 years. 

· I do not believe people would root around in my trash looking for credit or financial information. (1 pt) 

· I am connected to the Internet but do not have (or know if I have) firewall software. (2 pts) 
Subtract 1 point from your score for each of the following positive steps: 
· I have opted-out of marketing lists through my bank or at the 888-5OPT-OUT number. I keep an eye on my credit cards whenever they leave my hands to avoid skimming. 

· I do not respond to Internet scams and hang up on telephone solicitors. 

· I keep personal identifying information in a locked or protected area of my home, one that visitors can't access. 
Each one of these questions represents a possible risk factor or protection against ID theft.
More than 20 points —You are at high risk. We recommend you purchase a paper shredder, become more security aware in document handling and start to question why people need your personal data. 

10-20 points —You understand identity theft crime trends but still have a ways to go. 

0-9 points —Congratulations. Keep up the good work and don't let your guard down now. 
Original ID Theft test provided by Utility Consumers' Action Network (UCAN) and Privacy Rights Clearinghouse. Modified by ITRC Feb 2003. All rights reserved. Copyright- Identity Theft Resource Center and Privacy Rights Clearinghouse. www.idtheftcenter.org 
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ARE THE BUSINESSES YOU FREQUENT OR WORK FOR EXPOSING YOU TO IDENTITY THEFT?

Developed by Linda Foley, Exec. Director of the Identity Theft Resource Center
All rights reserved, copyright 2000, revised July 2002. www.idtheftcenter.org

Assign 1 point for each YES answer. 

· It conducts a criminal or civil background check before hiring employees who will have access to personal identifying information. 

· It provides cross-cut paper shredders at each workstation or cash register area or uses a locked wastebasket and shredding company for the disposal of credit card slips, unwanted applications or documents, sensitive data or prescription forms. 

· It uses an alternate number instead of a social security numbers (SSN) for employee, client and customer ID numbers. 

· It never sends out mail that includes your complete SSN. 

· It requires its health insurance providers to use an alternate number rather than the SSN for membership numbers on health insurance cards. 

· It has trained designated staff about security procedures in sending sensitive personal data by fax, email or telephone. 

· When you are in the public areas of the company, you cannot see the sensitive information of consumers or employees on any item (timecards, badges, work schedules, licenses). That may include home addresses or phone numbers, SSN and driver's license numbers. 

· In the event of a computer breach of a database that contains sensitive information, affected individuals are notified in a timely manner. 

· If the company requests a customer give them an item for security (to get gaming equipment or a locker), the item is not a driver's license, SS card or other card with identifying information. 

· It places photos on employee business cards for better identification and security. 

· It keeps all personal data about employees and customers in locked cabinets. 

· It encrypts or password guards all sensitive data stored on computers AND it allows access only on a "need-to-know" basis. 

· It has trained employees in how to receive personal identifying information from customers and clients without jeopardizing their security. For example, pharmacists who do not ask you to repeat your SSN aloud in a busy store. 

· Consumers and employees are notified in advance as to the purposes of the data collection, to whom it will be distributed and the subsequent use after the fulfillment of the original purpose. 

· It never asks for more data than absolutely necessary. For example, a health club does not need a SSN nor does a vet really need your driver's license number. 

Each item illustrates what businesses can do to prevent identity theft. If they are not, it may be time for you to speak up. The Identity Theft Resource Center provides ID theft prevention consultations to companies upon request. itrc@idtheftcenter.org, 858-693-7935 

If you weren't sure of some of the answers-perhaps you should be asking more questions at work and where you do business. It's your responsibility to be an identity theft aware consumer as well.
Fact Sheet 103 (at PRC as FS 23): Online Shopping Tips
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E-Commerce and You: Online Shopping Tips
With just a click of the mouse, shoppers can buy nearly any product online - from groceries to cars, from insurance policies to home loans. The world of electronic commerce, also known as e-commerce, enables consumers to shop at thousands of online stores and pay for their purchases without leaving the comfort of home. For many, the Internet has taken the place of Saturday afternoon window shopping at the mall. 

The same things can go wrong shopping in cyberspace as in the real world. Sometimes it is simply a case of a computer glitch or poor customer service. Other times, shoppers are cheated by clever cybercrooks. 

This guide offers advice on how to make your online shopping experiences enjoyable and safe. 

1. Shop at Secure Web Sites 

How can you tell if a web site is secure? It uses encryption technology to transfer information from your computer to the online merchant's computer. Encryption scrambles the information you send, such as your credit card number, in order to prevent computer hackers from obtaining it en route. The only people who can unscramble the code are those with legitimate access privileges. 
You can tell when you are dealing with a secure web site in several ways. 

· First, if you look at the top of your screen where the web site address is displayed, you should see https://. The "s" that is displayed after "http" indicates that web site is secure. Often, you do not see the "s" until you actually move to the order page on the web site. 

· Another way to determine if a web site is secure is to look for a closed padlock displayed at the bottom of your screen. If that lock is open, you should assume it is not a secure site. 

· The third symbol that indicates you are on a secure site is an unbroken key. 

Of course, transmitting your data over secure channels is of little value to you if the merchant stores the data unscrambled. You should try to find out if the merchant stores the data in encrypted form. If a hacker is able to intrude, it cannot obtain your credit data and other personal information. Be sure to read the merchant's privacy and security policies to learn how it safeguards your personal data on its computers. (See tip 3 below.) 

2. Research the Web Site before You Order 

Do business with companies you already know. If the company is unfamiliar, do your homework before buying their products. If you decide to buy something from an unknown company, start out with an inexpensive order to learn if the company is trustworthy. 

Reliable companies should advertise their physical business address and at least one phone number, either customer service or an order line. Call the phone number and ask questions to determine if the business is legitimate. Even if you call after hours, many companies have a "live" answering service, especially if they don't want to miss orders. Ask how the merchant handles returned merchandise and complaints. Find out if it offers full refunds or only store credits. 

You can also research a company in Internet yellow pages, through the Better Business Bureau (see listing below), or a government consumer protection agency like the district attorney's office or the Attorney General. Perhaps friends or family members who live in the city listed can verify the validity of the company. Remember, anyone can create a web site. 

3. Read the Web Site's Privacy and Security Policies 

Every reputable e-commerce web site offers information about how it processes your order. It is usually listed in the section entitled Privacy Policy. You can find out if they intend to share your information with a third party or affiliate company. Do they require these companies to refrain from marketing to their customers? If not, you can expect to receive "spam" (unsolicited e-mail) and even mail or phone solicitations from these companies. 

You can also learn what type of information is gathered by the web site, and how it is, or is not, shared with others. The online merchant's data security practices are also often explained in the Privacy Policy, or perhaps a separate Security Policy. 

Look for online merchants who are members of a seal-of-approval program that sets voluntary guidelines for privacy-related practices. TRUSTe (www.truste.org) and BBBonline (www.bbbonline.org) are two such programs. 

Be aware that a strong privacy policy and membership in a web seal program do not guarantee that the web merchant will protect your privacy for all of time. Policies can change. The company can file for bankruptcy and sell its customer database. The web merchant might be purchased by another company with a weaker privacy policy. And the company's data can be subpoenaed for law enforcement investigations or civil cases. You have little control over the use of your customer data in such matters. 

Given all of these uncertainties, you will want to think about the sensitivity of the data that is being compiled about you when you shop online. We cannot prescribe the best approach to take. Each consumer has a different interpretation of what is considered "sensitive." 

4. What's Safest: Credit Cards, Debit Cards, Cash, or Checks? 

The safest way to shop on the Internet is with a credit card. In the event something goes wrong, you are protected under the federal Fair Credit Billing Act. You have the right to dispute charges on your credit card, and you can withhold payments during a creditor investigation. When it has been determined that your credit was used without authorization, you are only responsible for the first $50 in charges. You are rarely asked to pay this charge. We recommend that you obtain one credit card that you use only for online payments to make it easier to detect wrongful credit charges. 

E-commerce shopping by check leaves you vulnerable to bank fraud. And sending a cashier's check or money order doesn't give you any protection if you have problems with the purchase. 

Make sure your credit card is a true credit card and not a debit card, a check card, or an ATM card. As with checks, a debit card exposes your bank account to thieves. Your checking account could be wiped out in minutes. Further, debit and ATM cards are not protected by federal law to the extent that credit cards are. 

5. Never Give Out Your Social Security Number 

Providing your Social Security number is not a requirement for placing an order at an e-commerce web site. There is no need for the merchant to ask for it. Giving out your Social Security number could lead to having your identity stolen. (See PRC Fact Sheet 17, "Coping with Identity Theft," www.privacyrights.org/fs/fs17-it.htm.) 

6. Disclose Only the Bare Facts When You Order 

When placing an order, there is certain information that you must provide to the web merchant such as your name and address. Often, a merchant will try to obtain more information about you. They may ask questions about your leisure lifestyle or annual income. This information is used to target you for marketing purposes. It can lead to "spam" or even direct mail and telephone solicitations. 

Don't answer any question you feel is not required to process your order. Often, the web site will mark which questions need to be answered with an asterisk (*). Should a company require information you are not comfortable sharing, leave the site and find a different company for the product you seek. 

7. Keep Your Password Private 

Most reputable e-commerce web sites require the shopper to log-in before placing or viewing an order. The shopper is usually required to provide a username and a password. Never reveal your password to anyone. When selecting a password, do not use commonly known information, such as your birthdate, mother's maiden name, or numbers from your driver's license or Social Security number. Do not reuse the same password for other sites. The best password has at least eight characters and includes numbers and letters. 

8. Check the Web Site Address 

Above the web site at the top of your screen is a rectangular window that contains the web site address (also called the URL, or Uniform Resource Locator). By checking that address, you can make sure that you are dealing with the correct company. 

Cyber-thieves have created web sites that look convincingly like the web sites of well-known companies. These sites capture the credit card numbers of unwary shoppers. The thieves then use the stolen credit card numbers to make fraudulent purchases in the shopper's name. If these shoppers had checked the URL at the top of the screen, they would have noticed that it was not the same address as the real company. 

9. Always Print Copies of Your Orders 

After placing an order online, you should receive a confirmation page that reviews your entire order. It should include the costs of the order, your customer information, product information, and the confirmation number. 

We recommend you print out at least one copy of the web page(s) describing the item you ordered as well as the page showing company name, postal address, phone number, and legal terms, including return policy. Keep it for your own records for at least the period covered by the return/warranty policy. 

Often you will also receive a confirmation message that is e-mailed to you by the merchant. Be sure to save and/or print this message as well as any other e-mail correspondence with the company. 

10. Shop with Companies Located in the United States 

When you shop within the U.S., you are protected by state and federal consumer laws. You might not get the same protection if you place an order with a company located in another country. 

11. Pay Attention to Shipping Facts 

Under the law, a company must ship your order within the time stated in its ad. If no time frame is stated, the merchant must ship the product in 30 days or give you an "Option Notice." This gives you an opportunity to cancel the order and receive a prompt refund, or agree to the delay. 

Here are key shipping questions to ask: 

· Does the site tell you if there are geographic or other restrictions for delivery? 

· Are there choices for shipping? 

· Who pays the shipping cost? 

· What does the site say about shipping insurance? 

· What are the shipping and handling fees, and are they reasonable? 

12. Learn the Merchant's Cancellation, Return and Complaint-Handling Policies 

Even under the best of circumstances, shoppers sometimes need to return merchandise. Check the web site for cancellation and return policies. 

· Who pays for shipping? 

· Is there a time limit or other restrictions to the return or cancellation? 

· Is there a restocking charge if you need to cancel or return the order? 

· Do you get a store credit, or will the company fully refund your charges to your credit card? If the merchant only offers store credits, find out the time restriction for using this credit. 

Don't expect less customer service just because a company operates over the Internet. This is especially important if you are buying something that may need to be cleaned or serviced on occasion. 

· Does the merchant post a phone number and/or e-mail address for complaints? 

· How long has the company been in business? 

· Will they still be around when you need them? 

· Is there an easy, local way for you to get repairs or service? 

· Is there a warranty on the product, and who honors that guarantee? 

· What are the limits, and under what circumstances can you exercise your warranty rights? 

13. Use Shopper's Intuition 

Look at the site with a critical eye. And heed the old adage, "If it looks too good to be true, it probably is." 

· Are there extraordinary claims that you question? 

· Do the company's prices seem unusually low? 

· Does it look like the merchant is an amateur? 

· Are there a lot of spelling or grammar errors? 

· Does the company's phone go unanswered? 

· The use of a post office box might not send up a red flag, but a merchant who does not also provide the company's physical address might be cause for concern. 

If any of these questions trigger a warning bell in your head, you will be wise to find another online merchant. 

14. Be Wary of Identity Theft 

As e-commerce becomes more common, there will be more cases of identity theft committed over the Internet. Imposters are likely to obtain their victims' identifying information using low-tech means like dumpster diving, mail theft, or workplace access to SSNs. But they are increasingly using the web to apply for new credit cards and to purchase goods and services in their victims' names. 

The same advice for avoiding low-tech identity theft applies to shopping on the Internet. Many are mentioned in the above tips. Most important: Be aware of who you are buying from. And use true credit cards for purchases, not debit cards. 

We recommend that you check your credit card bills carefully for several months after purchasing on the Internet. Look for purchases you did not make. If you find some, immediately contact the credit card company and file a dispute claim. 

Order your credit reports at least once a year and check for accounts that have been opened without your permission. (See PRC Fact Sheet 17a , "Identity Theft: What to Do if It Happens to You," www.privacyrights.org/fs/fs17a.htm .) 

15. Be Cautious with "Electronic Signatures" 

A recent federal law enables shoppers to verify online purchases with merchants using an "electronic signature." Usually, this process is nothing more than clicking on a box that says you accept the terms of the order. 

The Electronic Signatures in Global and National Commerce Act, also known as the E-Sign Act, is a complex law. It states that electronic signatures and electronic records used in interstate and foreign commerce will not be denied validity just because they are in electronic form. Further, the law says that online purchases do not need to be accompanied by the more traditional handwritten signature on a paper document. 

Consumer advocates opposed the law because it lacks important safeguard against fraud. For example, the law does not require online merchants to comply with such standards as message integrity (security and accuracy in transmission), privacy of customer data, and authentication of sender. 

The faults of the E-Sign Act require you the customer to shop cautiously on the Internet. The tips offered in this guide will help you make sure the online companies you choose are secure and honest. 

Additional Resources 

Listed below are web sites that provide additional information about shopping online. 

	www.ifccfbi.gov 
	The FBI's Internet Fraud Complaint Center allows you to report suspected cases of Internet and e-commerce fraud. 

	www.safeshopping.org 
	The Online shopping tips provided by the American Bar Association. 

	www.bbb.org and www.bbbonline.org
	The Better Business Bureau certifies web merchants with a privacy seal of approval. You can research merchants through the BBB and also report e-commerce fraud problems at these sites. 

	www.bbb.org/alerts/cybershop.asp 
	The Better Business Bureau's holiday shopping tips. 

	www.ftc.gov/bcp/menu-internet.htm 
	The Federal Trade Commission's online shopping advice. 

	www.fda.gov/oc/buyonline 
	Created by the U.S. Food and Drug Administration to provide shopping tips for buying online prescriptions and over-the-counter drugs on the web. 

	www.fraud.org 
	The National Fraud Information Center, a program of the National Consumers League. Maintains information about online scams and lets you file complaints online. 

	www.www.shopthenet.org 
	The Direct Marketing Association's site of member merchants who comply with the federal "Mail or Telephone Order Merchandise Rule" that requires, for example, deliveries in 30 days. 

	www.ftc.gov/bcp/conline/pubs/online/auctions.htm 
	The Federal Trade Commission's tips on Internet auctions. 


The Privacy Rights Clearinghouse and the Identity Theft Resource Center acknowledge the assistance of intern Glenn Rivera in researching this fact sheet. 

	Privacy Rights Clearinghouse 
3100 - 5th Ave., Suite B 
San Diego, CA 92103 
Voice: (619) 298-3396 
Fax: (619) 298-5681 
E-mail: prc@privacyrights.org 
Web: www.privacyrights.org 
	Identity Theft Resource Center
P.O. Box 26833
San Diego, CA 92196
Voice: (858) 693-7273
E-mail: itrc@idtheftcenter.org 
Web: www.idtheftcenter.org 
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MY WALLET or PALM PILOT HAS BEEN LOST OR STOLEN: What should I do? 

While a lost or stolen wallet/palm pilot may simply mean the loss of your cash and credit cards, it may also be the beginning of an identity theft case. Let's hope for the best while taking steps to reduce your risk of identity theft. The return of the item does not guarantee that cards were not copied, so you need to proceed as if the items were stolen. 

This guide will serve as a starting point of what to do and whom to call. If the situation evolves into identity theft, please refer to our other self-help guides and/or contact our office. 

What Was In Your Wallet?
What Other Information Was In Your Palm Pilot?
Tips For Dealing With The Authorities And Financial Institutions
Priority Level One - Do Immediately:
Priority Level Two - Do Within 48 Hours 
Priority Level Three: All Other Cards
Preventive Tips:
Resources You Might Need:

What Was In Your Wallet? ** Social Security number (SSN) usually printed on card
___ Driver's license. Did it have your SSN on it? Yes/No
___ Credit cards (itemize)
___ Vehicle registration papers
___ ATM/ Debit cards/ Bank cards
___ Check cashing card, bank checks (your own account)
___ Your Social Security card **
___ Social Security cards or numbers for any other family members 
       (spouse, children)
___ AAA and/or auto insurance card
___ Library card 
___ Video store card (i.e. Blockbuster) 
___ Health insurance/prescription/dental benefit card. 
       Did it have your SSN on it? Yes/No
___ Employee or student ID card. Did it have your SSN on it? Yes/No
___ Military ID card **
___ Medicare or MediCal card ** 
___ Green card or immigration papers
___ Passport
___ Health club card. Did it have your SSN on it? Yes/No
___ Long distance calling card - pin number printed on card
___ Long distance calling card - pin number not printed on card
___ Prepaid phone cards - Nonrenewable
___ Prepaid phone cards - Renewable 
___ Any bills/statements you may have been carrying (i.e., telephone, electricity,      credit card)
___ Birth certificate
___ Store club cards (supermarket, Sams, Costco)
___ Professional licenses (doctor, nurse, etc.)
___ Discount cards or passes (movie, amusement parks)

What other information was in your Palm Pilot?

___ Any numbers or codes from the items above
___ Addresses, phone numbers, email addresses and birthdates for friends,  family, business 
       associates (some of these could lead to identity theft)
___ Codes, passwords, authorization information
___ Company proprietary information or intellectual property

Tips for Dealing with the Authorities and Financial Institutions
· Keep a log of all conversations, including dates, names and phone numbers. Start with the initial police report. Be sure to note time spent and keep receipts for any expenses incurred. In the event the thief is caught and you might be able to request restitution for these expenses. 

· Confirm conversations in writing. Request a written verification that accounts have been closed (including time and date), and/or a confirmation number. 

· Send correspondence by certified mail, return receipt requested. 

· Keep copies of all letters and documents that you send and receive. 

· Whenever possible, speak with a fraud investigator and not a customer-service representative. If you are not satisfied with the answers given, request to speak with a supervisor. Keep going up the chain of command until you reach a decision-maker. 

· Add passwords to bank, utility and credit accounts. This password should not be your mother's maiden name or a word that acquaintances might know (i.e., your dog's name). You might want to combine two words to make a new one- appleorange. While this may be excessive in some situations, it does provide some peace of mind. 

Priority Level One - Do Immediately:
1. Police report: Report the crime/loss to your local law enforcement agency. Give them a list of the items it contained (see above). Request a copy of the report. You might need it later. ITRC also recommends getting the business card or name of the officer who took the report, the report number and a phone number to call if you have additional questions. 

2. Workplace theft: If your wallet or Palm Pilot was lost or stolen at work, notify both the HR and Security Departments. You might recommend a notice be posted warning other personnel to take additional security precautions. For example, women should not be storing wallets or purses in unlocked, desk drawers. 

3. Credit Alerts: Contact the three major credit reporting agencies (CRAs) by telephone. Use the fraud division number rather than the general number. Place a fraud alert with each CRA stating: "On (date) my wallet/palm pilot was stolen/lost. Do not issue credit or allow address or name changes without my express permission. I may be reached at (home number) and (alternate number, such as your cell phone number )." 

While speaking with the CRAs, also order a copy of your credit reports. This allows you to check for any pending applications and verify that all the current information is correct. It becomes an accurate baseline for the fraud alert. For example, imposters might try to change your address. They can do so by applying for credit listing an address different than your current one. Differences in addresses are a warning flag for possible fraudulent activity. 

This is also a time to inquire if any new accounts have been opened recently or are pending. If so, get contact information for those creditors and contact them immediately. 

In 2 to 3 months you will need to order additional copies of your reports to check for fraudulent accounts. There may be a small charge for these reports if you are not yet a victim of identity theft. Again, keep records of these charges in the event of restitution. ITRC recommends ordering credit reports every 3-4 months the first year. If no criminal activity has occurred by then, you can go back to checking your credit reports on a yearly basis. 

Please be aware that fraud alerts are advisory in nature only and that credit issuers are not required to honor them. There are laws pending in several states and at the federal level that would make them mandatory (current as of July 2002). Fraud alerts are usually in place for 60 or 90 days. You will want to extend the time period to seven years; the CRAs require you do so in writing. You can cancel fraud alerts at any time. 

4. Driver's license or vehicle registration papers: If yours was taken, contact the state agency that issues driver's licenses. Place a stolen/lost card warning on your file. At this time, request for a replacement. If you discover that a thief is using your license, you can always request a license number change at a future date. If your state uses your SSN as your driver's license number, request an alternate number be used for the new card. If your vehicle registration papers are missing, notify them of this as well. 

5. Green Card or immigration papers: Contact the Immigration and Naturalization Service (INS), as well as your country's embassy. 

6. Passports: Notify the U.S. State Department. Web: travel.state.gov/passport_services.html In the event the passport was issued by another country, notify the issuing country's embassy. 

7. Credit cards or bills with credit issuers: Contact all credit issuers that issued the stolen/lost card(s). Request replacement cards with new account numbers. Ask the credit grantors to furnish copies of any fraudulent transactions that occurred after the card was stolen/lost. In California and Washington, they are required by law to give you these copies. Monitor your mail for collection notices, missing statements or bills. Check bills for evidence of new fraudulent activity. Report problems immediately to credit grantors. 

8. Checking account or saving account numbers, checks, ATM, debit cards used without pin numbers: Contact the bank and close the account. Open a new account with a new number. Add a password on the account. It sometimes helps to go directly to the local branch and speak face-to-face with a bank administrator or fraud investigator. Do not waste time explaining your case to a teller. Many victims report that this was a good relationship to establish, especially when it came to frequent (free!) required notary signatures. 

9. Check cashing card: Notify your bank immediately. Cancel the card and request assistance on what to do next. 

10. Supermarket club cards, including check cashing: Notify the store, cancel the card and request a new card. 

11. Long distance calling card with pin number printed on the card: Cancel the card immediately and request a replacement card. Do not have your pin number printed on the card. Change password on the account. 

Priority Level Two - do within 48 hours
1. Social Security number involvement: If any card had your SSN on it, you should be concerned about the possibility of identity theft. Follow the advice in Priority One- # 4 above. The thief may only have been after the cash in your wallet, but given the problem of identity theft, it is better to take certain precautions. 

2. Library and video store cards: Contact the issuing company/agency. Ask for that account to be closed and another opened with a replacement number. You may also want to add a password to the new account. 

3. All other cards with a membership or identification number printed on the card (SSN or another number): Contact the issuing company, school, or employer. Notify them of the loss and request a replacement card with a new account number. In the event that the SSN was the membership number, request that an alternate number be used or that a letter be added to the membership number. This will help to separate your usage from that of the thief. 

4. Auto insurance/AAA: Notify the insurance company immediately. You don't want someone using your information in the event of an accident. Request a replacement policy number. 

5. Military ID cards: Notify the personnel support detachment (PSD) and your immediate chain of command up to the commanding officer. Apply for a new ID card. In the event that a dependant's ID card is involved, notify your immediate supervisor, the PSD, and secure a replacement. 

6. Renewable long distance calling cards: Contact the company. Request that they transfer any remaining minutes to another card with a new account number. Close the account to the card. 

Priority Level Three: All other cards
1. Supermarket club cards, not for check cashing: Do not worry about these. 

2. Prepaid phone cards, not renewable: Say goodbye and write these off as a loss. 

3. Birth certificate: Notify the issuing county recorders office of the loss. Request that they flag your account. In the future, do not carry this on your person unless needed that day. 

4. Discount passes: Notify the issuing business and see if they have a replacement policy. 

Preventive Tips:
1. Wallets: On paper, itemize all the items including any cards in your wallet. Some people like to keep photocopies of all the cards they carry. Be sure to photocopy both the front and back since some companies list the number to call if lost/stolen on the back. 

2. Palm Pilots: Your Palm Pilot or other handheld PDA devices contain a wealth of information about you and your friends that could increase the risk of identity theft should it get into the hands of thief. ITRC recommends using password protection so that if your PDA is turned on by an unauthorized user, only a log-in screen will appear. You could also add instructions on how to contact you to return the device. Most password products range in features and price ($10-$30). Some of the more full-featured products offer data encryption, while others simply offer a password on startup, leaving the data in the device unencrypted. You should also keep a backup of the data on your PDA to use as a starting inventory should it be lost. 

3. Close credit card accounts you don't use on a regular basis. If you haven't used a card for at least 6 months, you probably don't need it. Only carry one or two cards on a daily basis. 

4. Purses with shoulder straps should also be tucked under your arm. Make sure that your purse is in your line of vision. Bookbags and other carry-alls that hang from your back (out of sight) are easy targets. 

5. For men and women: Use a fanny pack to store your wallet and valuables when you know you will be in large crowds. Place the pack so that it is in front of your body and always in your line of vision. Any fanny pack used should have a cable in the strap and reinforced bottom to prevent slicing, plus additional inside zippers to keep things compartmentalized. 

RESOURCES YOU MIGHT NEED:

Credit reporting bureaus

Equifax: P.O. Box 105069, Atlanta, GA 30348.
Report fraud: Call (800) 525-6285, and write to address above.
Order credit report: (800) 685?1111. Web: www.equifax.com 

Experian (formerly TRW): P.O. Box 9532, Allen, TX 75013.
Report fraud: Call (888) EXPERIAN (888-397-3742), and write to address above.
Fax: (800) 301-7196.
Order credit report: (888) EXPERIAN. Web: www.experian.com

Trans Union: P.O. Box 6790, Fullerton, CA 92834.
Report fraud: (800) 680?7289, and write to address above.
Order credit report: (800) 888-4213. Web: www.transunion.com 

Social Security Administration
Report fraud: (800) 269?0271. E-mail: oig.hotline@ssa.gov Web: www.ssa.gov
Social Security Administration, Office of the Inspector General, P.O. Box 17768, Baltimore, MD 21235.

To report fraudulent use of your checks

CheckRite: (800) 766?2748 
International Check Services: (800) 526-5380
Chexsystems: (800) 428-9623 
SCAN: (800) 262-7771 CrossCheck: (800) 843-0760 
TeleCheck: (800) 710-9898 Certigy/Equifax: (800) 437-5120

The information in this publication is the property of the Identity Theft Resource Center and not available for promotional purposes. Copyright 2002. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC . Privacy Rights Clearinghouse has permission to include this fact sheet on its web site. We thank Ronnie Wilson and Tracey Thomas for their insights and advice. Edited: Ronnie Wilson
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Effective Communication: Making Allies and Getting Results—A Tool For Identity Theft Victims 

Have you ever known someone who could sell ice to Eskimos? In working through your case, it may seem like this is exactly what you must do. Some victims complain that the people they talk with only know two phrases - "No" and "When will we get our money?" 

Over the years, the Identity Theft Resource Center has developed strong, working relationships with law enforcement, governmental agencies and businesses. In doing so, we have drawn upon some well-documented laws of effective communication. People admired for their diplomacy, success and magnetism have used these techniques for ages. They aren't difficult, and anyone can use them effectively. 

In order to be successful, you need to acknowledge and give up those styles that do not work, then embrace ones that will. So, prior to starting, take a moment to analyze your current communication style. 

When dealing with an obstructionist, do you bully, yell, stay calm, give up, or just keep talking until they hang up? Be honest and write down your answers. Almost all of us lose our temper on the phone at some time. Denying it only keeps us from being successful. Now go through that list. What techniques work for you? Put a star by those. Which ones don't get the results you want? Those are the ones you'll want to change.

This guide covers the following topics:
Strategize
Making Allies
Influencing Change

STRATEGIZE:
· Prior to any conversation, organize your thoughts. Identity theft cases can be complicated. Fact Sheet 17J will help you to be succinct and focused. Write down what points you want to cover and what you want to accomplish. This is/are your goal(s). 

· Prioritize your goals. If you have more than one, limit the issues so that you don't dilute your efforts. Make sure your listener understands that you have several issues and the order of their importance. Otherwise, they will deal with the little, easy-to-fix items and ignore the bigger ones. 

· Have a fallback position. No one always get exactly what they want. What will you settle for? What is your bottom line? You don't need to reveal it to the listener; just keep it in mind as he/she offers possible resolutions to your problem. 

· Analyze your listener's priorities and situation. What resistances or predispositions might they have? What will they need to hear from you to conclude that what you are saying is true? What is their day like? Is it pleasant? Do they hear complaints all day? 

· Will the person you speak with have limitations in how they can assist you? What decision-making powers do they have? 

· Only speak with those empowered to take action. If the person you are speaking with cannot help, respectfully ask for someone who can. 

MAKING ALLIES:
· Grandma was right - you attract more flies with honey than with vinegar. Anger never works; people stop listening. You want to engage this person and convert him/her to an ally. If you are angry, delay your call until you can redirect your anger into positive, calm, pleasant, effective communication. Be someone who acknowledges any attempt to help you. A "thank you" goes a long ways toward winning allies. 

· A conversation that just blows off steam only causes resentment and alienates your listener. This will also hurt future relationships with that person. 

· A shared sense of humor can lighten a difficult problem and turn listeners into allies. Recently we had a major phone problem. It wasn't getting solved. I reached a trouble-shooter and explained my problem, ending up with a sour laugh and the comment - "Murphy's Law has been working triple-time." Her response: "You're definitely having a bad day. Let me see what I can do." 

· Only share what they need to know to solve your problem. People stop listening to rambling. They lose focus of your goal. 

· Try to anticipate what the person will need from you and have it ready. 

· Logic usually wins. Develop your list in a logical progression. When you see inconsistencies in answers, point them out and ask for clarification. Listen to the logic in the responses you get. Use it to understand the situation and as a guide as to what else you need to do. For example: You may think you know where the perpetrator lives - that is where the computer was mailed. However, the detective will probably tell you that in his experience most criminals do not use home addresses to receive stolen goods. Logic says that is more than likely true. 

· Be an active listener. When the other person is speaking, it is not the time to plan your next question. If you listen carefully, the speaker may provide a hint or lead that could be important. Study how television "judges" question the defendant and plaintiff and LISTEN for inconsistencies or information that leads to the truth. People give away a lot of information when encouraged through careful questioning. 

· Ask questions and then stop talking. For example, "What do I need to submit to remove my name from this account?" If you start to suggest solutions, you dilute your request. Force the other person to respond to your question by sitting quietly until they do. 

· People basically want to please you and help. Speak quietly, acknowledge what is being said and ask for clarification if you don't understand. If the answer is not one that you want, explain your problem with the answer and ask how to achieve what you want. 

· Repetition works. If you ask a question, don't accept an answer that doesn't answer the question. Acknowledge their answer (confirming you heard them), then ask your question again. For example: 

You- "I have a problem. You are trying to collect money on an account I never opened. How do I remove my name from an account opened fraudulently in my name?"
Them- "We just want to know how to soon you plan to pay up." 
You- " I understand that you normally deal with people who haven't paid their bills. My case is different. How do I remove my name from this account?"

INFLUENCING CHANGE:
· Keep your head. Breathe, stay calm and controlled. Live in the moment, but as in chess, know where you are going. Look for openings and be flexible while focusing on the goal. Sometimes it doesn't matter which route you take, just that you arrive. 

· Be respectful. This is not the time to step on people. Explain your situation and how this crime has impacted you (briefly). Ask for their help. Provide an opening for the listener/ decision-maker to sympathize and bond with you. For example: In speaking with a credit issuer: "The collection agency said your company has to clear me. I spoke with one of your customer-service reps and she said the collection agency has to do it. I'm caught in the middle here. I didn't open the account and I can't find the right person to help me. Can you help me sort out this mess?" 

· Don't be an obstructionist. Have you ever tried to have a conversation with a "know-it-all?" No matter what you say, you are wrong and they are right. A conversation isn't a conversation without an exchange of information. 

· Pick your battles. You may win one argument but alienate a person so much that you lose the war. Typically, you will have several interactions with decision-makers. You need their cooperation and willingness to listen. <

· Recognize the limitations of the situation. In most cases of identity theft, making sure the person is arrested is "the frosting on the cake." Be realistic in setting your goals. 

The information in this publication is the property of the Identity Theft Resource Center and not available for promotional purposes. Copyright 2002. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC. Our thanks to Editor Ronnie Wilson.
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ORGANIZING YOUR IDENTITY THEFT CASE
Identity theft cases can become very complex. You may be dealing with multiple jurisdictions. There may be numerous instances of unauthorized and fraudulent use of your identity. And you have had more conversations about your case than you could possibly remember. 

In order to become an effective, strong advocate for your case, it is vital to impose a form of organization on your case from the first day. You need to track evidence, paperwork and contacts. You should keep a journal to help you remember what occurred, when you received documents, what documents you still need, as well as your costs and time lost. This documentation will help prove financial loss when requesting restitution from the courts. 

All of your papers are evidence in a criminal case and should be treated as such. Mari Frank, an attorney and ID theft victim, advises that you think like a police officer or an attorney. Keeping your records current, organized and protected may make a critical difference in a conviction or winning a lawsuit! 

Some victims like to keep everything in files, in a locked cabinet. I like to take my papers with me with court, so I found the easiest organizer is a thick notebook or two, with sections for each type of documentation. Buy a three-hole punch and just keep adding to the pile. Whatever you decide, keep everything in one place and stick to your routine. Don't allow them to pile up on that black hole called a desk, visible to everyone, safe from no one. 

There are three sets of organizers each victim is recommended to use:

Official Case Log
Personal Journal
Notebook Items
OFFICIAL CASE LOG: Chronological and detailed journal of events Best kept in a bound booklet or ledger-type book. 

· Case Log: Keep a dated log either on the computer or on paper. A bound booklet, like a ledger book where pages cannot be easily removed, carries a great deal of weight in a court case. Start with the first time you found out you were a victim of identity theft and continue from there. Make sure you have firewall protection if you use a computer. 

Avoid writing notes on little post-its; they will get lost. Write directly in your log , neatness does not count. You may choose to later input the notes on your computer either in a word processing or database program. 

· Journaling: Keep track of each person you spoke with, their title, employee number, phone and fax number, email address and the procedure you need to use to reach them easily (i.e., Punch 2, then *, then 41). 

Include what they said, any follow-up needed from that call and the date that follow-up should occur. 

· Confirm agreements and discussions: Whenever possible, ask for written confirmation of a discussion. If refused, send a "Confirmation of Discussion" to that person stating that if the information as you listed it is incorrect, they should contact you. When they don't, you have confirmation. Send this by return receipt requested mail so you have a paper trail. Fax or email is acceptable only if you get a written response of receipt. 

· Log items received and sent: Log in what you receive by mail, who it was from, what steps you took that day with that piece of mail or the phone call. 

· Telephone records: Start a separate telephone and address book, separate from the log, for ease in finding contact names quickly. However, also include this information in the official case log. Some victims like to use the last few pages of the log as a directory, working backwards as it grows. 

· Costs: Keep a log of every penny you spend, when it occurred, what it was used for. Attach receipts to the sheets of paper in your log if you want, documenting what it was for, just like for the IRS. If necessary, you can photocopy them later for court cases. 

Track phone calls, postage, mileage, , legal assistance, notarizing, court costs for documentation. Time lost from work - including vacation time you lost because you needed to spend that week on your case - is also considered an expense. If you decide to purchase any self-help materials (i.e., books, an organizer) or pay for assistance (i.e., babysitting, accountant, attorney), these costs may also be considered reimbursable by the courts. 

Document the time you spend working on your case. A good log is available in Mari Frank's From Victim to Victor(see footnote at end of this Fact Sheet). Your time is your largest investment. 

Did you need to see a doctor because of emotional distress, severe upset stomachs or headaches? Did you get arrested because of the imposter's actions or suffer from undue embarrassment at your job site because a marshal or collection agency contacted you there and your co-workers overhead the conversation? 

These costs - including the amount of time you spent on clearing your name - will become the basis of your request for restitution, but you hold the burden of proving these costs occurred. The judge has the right to refuse anything he/she deems unreasonable. 

· Court notes: If possible, we recommend you attend all court hearings from the Arraignment on. Take notes. Who was the judge? Who was the DA that day? What was said by the DA, the defense attorney, the defendant, and the judge? What is the next court date? What will occur then? Ask questions of the DA after your case is heard if you aren't certain about what happened or what will happen next. See ITRC Fact Sheet #109 (formerly 17F) for guidelines on what might occur. 

During the sentencing phase of my case, I noted that the imposter was prohibited from collecting personal data from any persons unless she provided to them a written notice that she was a convicted felon of false personation. Just before the review hearing, the police did a search of her home. They found more unauthorized employee applications. I reminded the DA of this probation requirement. While the probation summary didn't note it, the judge did order a copy of the transcript. The imposter ended up serving jail time for probation violations --- because I did my homework and acted as an extension of the DA's office. 

· Summary of case to date: Write a 1/2 page summary of your case every month or so. This will help you to focus on the primary points of your case, answer questions effectively and clearly explain what has transpired. See ITRC Fact Sheet #112 (formerly17J) for a guide. 

Should you decide to go public and talk with the media, this exercise will help you quickly summarize your case instead of rambling on. It will also help you explain your case to a DA or attorney who doesn't have time to chat. 

I faxed these summaries to each DA involved in my case (I went through four of them) to help them understand what I felt were the pertinent points of my case. My summary also became the basis of my victim statements. 

PERSONAL JOURNAL:

Some people also like to use this opportunity to vent, to write down their frustrations/ emotions/fears. Write down your suspicions and emotional outbursts in a separate journal from the official log of the case. As your case goes on, you will forget these small details unless they are documented. This may help an attorney show emotional distress if your case goes to court. 

NOTEBOOK ITEMS: 
Without a mentor or any prior experience in court cases, many of us start by throwing papers into a file or a box. This just doesn't work. It quickly turns into clutter and you chance having someone throw out your papers thinking it is trash. My husband became motivated one day while I was out of the house and didn't realize what the papers were. Thankfully, it was still early in my case and I could get additional copies of almost everything I had not filed away in a second location. 

You may decide to keep duplicates, especially if you are like me and tend to misplace items. We also advise that you file away all papers as soon as you receive them. I hate to think of all the papers I've almost lost because I didn't take that extra moment. 

· Police report: This item is of highest priority. It is not enough to just have a case number, though you may have to settle for that. Request a copy of the report or at least a summary of it. When that fails, get a letter from the detective on the case stating that he/she could not give you a physical copy of the report. Your case number may change as it moves through the judicial system. Keep track of them all, noting who uses which number. 

· Any applications, credit slips, credit cards, physical proof of the fraud: Keep everything you receive by mail that relates to your case or may relate to your case, even if you don't understand its significance at the time. Depending on the complexity of your case, you may even decide to keep a separate section for each credit grantor involved. 

As soon as you find out about a new credit card, purchase or crime, request all documentation regarding that action. Do not take no for an answer. If the first person will not help, speak with the supervisor. If he/she cannot help, keep going higher up. If you are listed as the "primary account holder," they have an obligation to provide you with copies. As of 2001 both the states of Washington and California passed legislation allowing this. Federal legislation is pending (Feb 2003). 

The police will be interested in seeing these, although in some jurisdictions they cannot use them as evidence. In some states they will need to request a search warrant and officially receive these forms from the credit grantors-chain of evidence requirements. 

In many cases, victims received information from grantors that the police could not access. It made a big difference in proving their cases because the police could then go back to the grantors and specifically subpoena information. 

· Credit reports: During the active phase of your case when a lot of activity is occurring, we recommend requesting credit reports about every three months. Keep these together to track changes as they occur. As things seem to quiet down, you may cut back to requesting reports every six months. 

· Copies of all letters you send or receive regarding this case: If you feel you are not up to the task of writing them from scratch, many good form letters are available in Mari Frank's From Victim to Victor (see footnote at end). 

· All court documents: This may include subpoenas, probation reports, and transcripts of testimony, if necessary. 

· Victim statements: We recommend that you submit a victim statement IN WRITING whenever a judge will hear your case. They are required to read any statements you submit. Please check out ITRC Fact Sheet #111 (formerly 17H) regarding what to include in a Victim Statement. 

SUMMARY:
As victims of identity theft, we are often left on our own, without a guide through the maze of reestablishing our good credit and name. The Identity Theft Resource Center cannot emphasize enough the need to stay organized. It helps you to appear more professional, prove possible violations of the law and sentencing, bring your case more quickly to a more positive place, and return a sense of order back into your life. 

As Mari Frank, a nationally recognized identity theft expert, said in her book From Victim to Victor, "If you can't keep track of what you've done, what you're doing, and what you need to do, you'll make the ordeal - and its emotional impact - twice as bad as it already is." 2 

The information in this publication is the property of the Identity Theft Resource Center (ITRC) and not available for promotional purposes. Copyright 2000, 2003. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC. 
E-mail: itrc@idtheftcenter.org We thank Mari Frank, Esq. and Beth Givens from Privacy Rights Clearinghouse for their insights, advice and, as always, a valued source of information. 
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REASONABLE REQUESTS a VICTIM MAY MAKE of the COURT - 

In an attempt to make you whole again: emotionally, legally and financially 

Most identity theft cases do not result in the perpetrator being arrested and convicted. So when my case (in which my employer stole my identity) went to court, I found myself in uncharted territory. There was no one to turn to, no one to ask about procedures or to help guide me through the legal maze. I learned to depend on district attorneys(though not the most consistent avenue of advice, since a case is typically assigned to a DA just 24 hours before court dates.) 

I approached this as I do many things - naively, and believing that everyone would be on my side. I found out that the legal system is a different world than the one I live in. My desires and wishes would not be even considered unless I understood the limitations of the game and how to play on their field. 

My reality check came when I had the opportunity to sit in a courtroom and see exactly what a judge deals with each day. Robbery, rape, murder, violent and brutal attacks on children and other helpless victims. They make identity theft look like a day at the zoo. Its victims don't have visible scars, they've been forgiven most of the financial loss and as one judge put it, "you really haven't been harmed." Some judges still see this as a victimless crime. It is up to us to show them otherwise. 

Along with your district attorney, you need to put a face to the crime, to show it in living color. It is your responsibility to educate the judge about your needs and your reaction to this crime. 

Since my court experience, I've talked with other victims that have gone through the court process. We have learned a lot and made many mistakes along the way. We hope that our trials and tribulations will make your life a little less stressed, and the way you approach your case and its trial more focused. 

Most of these requests will be made during the Sentencing Phase of your case. Please note: a judge may or may not listen. They have the final word. You may only request these options. You may be just wasting your breath. However, if you don't try, you'll never know if the judge agrees with you. 

We'll be referring to a book you may want to purchase. From Victim to Victor was written by Mari Frank, Esq., a nationally recognized ID theft expert and attorney. It contains some valuable information and forms that will help you organize this part of your case. This book is a great tool for those people who need structure and either don't have the time to construct letters or want a specific guide. It also has log forms that will help you keep track of dates, expenses and contacts. See footnote #1 at the end of this fact sheet for contact information. You might also refer to our Fact Sheet #106, "Organizing Your Case." (formerly17B)- 

The following points should be of help to you:
Victim Assistance Programs
Restitution
Credit Report Monitoring
Written Letter Of Clearance- Mis Id
Other Items To Consider Requesting
VICTIM ASSISTANCE PROGRAMS
Many District Attorney's offices have a victim assistance program. Ask to speak to a victim assistance counselor to help you prepare yourself for the various stages of the prosecution, hearings, requests for restitution, probation interview, hearings, etc. Each court and jurisdiction is different and most of the time the District Attorney doesn't have time or patience to help you. You can also read through the basic process in ITRC, Fact Sheet #109, "The Court Experience" (formerly 17 F). 

Make sure that you get all the pamphlets and procedures in writing so that you understand what is expected of you as a victim and witness. Keep a very detailed file of the information since this process may go on for many months. 

RESTITUTION
Restitution is paid to the victim(s) when the court orders the defendant to pay a certain amount of money to his or her victims to reimburse them for losses. While some judges are reluctant to order restitution, they are required to listen to your request and will consider reasonable and unavoidable costs. 

We suggest that you write a letter asking for restitution. You may use ITRC Fact Sheet #111, "Victim Impact Statements" or one of the sample letters from From Victim To Victor. 

Clearly explain: 

1. What happened to you as a victim, the summary of the case. 

2. The impact financially, emotionally and physically. 

3. The actual losses- out-of-pocket, hourly wages lost, doctor and therapy bills, etc. You may want to use ITRC Fact Sheet #106, "Organizing Your Case" as a guide for this section. 

One victim we worked with had to quit a contract job he accepted in Europe to return to the United States to clear up his case. He stayed here for two months, had lengthy phone calls around the United States and clearly could show lost income. He even decided to ask for his airfare. The district attorney told him that the judge would probably dismiss his requests. To his amazement, the judge granted all he asked and more. 

Another victim, in a different case, asked for phone bills, postage, and less than 20 hours of lost time and was denied everything. The point is that you lose nothing in asking, as long as you ask in the correct format and with respect to the courts. 

In all cases, you must keep receipts of legitimate costs. You should also keep a detailed log of all time spent on clearing your name (time spent, what you were working on, who you called, etc.) You should also try to project 10 years into the future, anticipating reasonable expenses you might incur. 

We also recommend that you look at our Fact Sheets regarding "The Court Experience and Victim Statements" to see examples of how to add requests to your statement. Do not present a long laundry list to a judge. Be selective in what you request and be succinct in your presentation. Remember: think like an attorney. Be respective of the judge's time and status. You're on their playing field now. 

Some expenses that judges might consider are: 

· Travel 

· Notarizing 

· Postage- to mail letters pertaining to your case to credit bureaus, credit card companies, banks, merchants, loan officers, etc. This really adds up, since many the letters are mailed "return receipt requested." 

· Phone calls - track who you talked with and why. Make a photocopy of your phone bill and keep that in a file. 

· Document photocopying 

· Fingerprinting fees 

· Costs incurred to replace identifying documents - for instance, to the Department of Motor Vehicles for a new driver's license. 

· Legal and private investigator fees - only if you can prove that you had no choice in your attempt to clear your name 

· Business supplies - be careful here and limit these costs to items used exclusively in your identity theft case. Your new computer will not impress the judge nor will any supplies that you can use for other activities. 

· Time lost. This is a touchy category for many judges. However, if you can clearly show loss they might consider it. Your log will come in handy here. Include time loss from work to clear your name and time you needed to spend in court as a witness 

· Doctor's bills and costs for prescription incurred only because of this crime. 

· Lost application fees if turned down for loans or credit because of this crime. 

CREDIT REPORT MONITORING
For a period of time after the initial victimization, you are entitled to get your credit reports without cost to clean up the credit mess and monitor the new inquiries. That varies depending on state laws and credit reporting agency policies. After that time, be sure to continue to monitor your reports at least every 6 months. 

Through studies, we know that identity theft criminals tend to be repeat offenders. Victims often say that while their perpetrators got off with 3 years of probation, they are servicing a life sentence. It is true that victims live with the fact that the imposter may reuse the information at any time. They might also sell it repeatedly for others to use. 

So, the question arises, how do you monitor your credit reports as effectively as possible? Some people prefer to subscribe to a Credit Monitoring Service. There are several currently in the United States. We do not promote or endorse any one particular company. In fact, we actively do not recommend these services. 

In California, victims may freeze their credit reports to prevent unwanted credit issuers from viewing them. For more information on this process, please visit www.privacy.ca.gov. 

Many victims choose to monitor their own credit reports. Costs for 10 years could be estimated like this - 3 reports every 6 months - 6 reports/year times 10 years. That equals 60 reports times $(your state cost). 

I was one of the first to request the imposter pay to monitor my credit for 10 years. My reasoning was that since the imposter caused this problem to occur in my life, she should be required to pay for monitoring. It serves to remind the convicted imposter that we are closely watching their activities. 

I projected 10 years into the future and asked the court to consider restitution for $1000--- 10 years of credit monitoring, notarizing, postage, etc. The judge in my case agreed! If your attorney needs case history, my case was in 1999, in San Diego, California-SCD #138381. 

WRITTEN LETTER OF CLEARANCE- MIS ID
FINANCIALLY AND/OR CRIMINALLY SEPARATING FROM THE IMPOSTER 

If the imposter has used your name as an alias while committing a crime or if you have difficulties proving you are you -- one of the tools you can request from the courts is a "Letter of Clearance - Mis ID." It is known by various names so ask the district attorney or sheriff in your area for the precise title. 

You will need to carry this form with you for years to come so make numerous copies of it. We also suggest you give a copy of it to a family member or close friend in the event you misplace the copy you carry on your person and you need it in an emergency. This document will save you countless embarrassing moments and potential visits to the local jail. 

If you are a victim of this type of theft, please read ITRC Fact Sheet #110 (formerly 17G) for the most recent info. 

OTHER ITEMS TO CONSIDER REQUESTING 
· That all documents containing your personal data currently in the possession of the imposter shall be returned to you or that you receive written notice from the court that either the court or law enforcement has possession of them and that they were properly destroyed -- shredded. You have the right to make sure the imposter does not just throw them in the trash, available for Dumpster divers to take. 

· Anti-theft counseling - we know that ID thieves are often repeat offenders. Once they learn how easy it is to steal an identity, the temptation may be more than they can fight. 

· Anti-drug, gambling or alcoholism counseling, if appropriate. 

· Psychological counseling -- In my case, the imposter truly did not understand how she had harmed me. After all, she was only "borrowing" my identity. She was going to pay all the money back, eventually. 

· Regular review hearings/probation - ITRC believes this is one of the most important tools we have. Most often ID thieves just receive probation. With probation officers handling sometimes 100 cases, Review Hearings become a way for the courts to regularly check in probation and make sure the imposter is following all court mandates. 

We recommend you request that a review hearing occur 6 months after sentencing. 

· That the imposter may never, from this day forth, have any personal information about you in their possession-electronically or on paper. 

· That the imposter must give written letter to anyone that they may be collecting personal data from that he/she is a convicted felon of (penal code-i.e., false personation). This letter serves as warning to potential victims. If they choose to ignore it, at least you have made sure that they were warned. 

The information in this publication is the property of IDENTITY THEFT RESOURCE CENTER. It is not available for promotional purposes. Copyright 2000, 2003. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to IDENTITY THEFT RESOURCE CENTER. E-mail: itrc@idtheftcenter.org ITRC thanks Mari Frank, Esq., Bronti Kelly, Elsie Strong (Victims of Identity Theft, Los Angeles) and Beth Givens from Privacy Rights Clearinghouse for their insights, advice and, as always, as a source of valued information .Editing: Ronnie Wilson. 1. From Victim to Victor: A Step-by-Step Guide for Ending the Nightmare of Identity Theft, by Mari Frank, Esq. with Dale Fetherling, Esq, page 38. Porpoise Press, 1998. Web: www.identitytheft.org Phone: (800) 725-0807. Please mention ITRC when ordering.
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IDENTITY THEFT - OVERCOMING THE EMOTIONAL IMPACT
You've been spending hours writing credit card companies, calling merchants and spending time on hold with credit bureaus waiting to report the crime and request your credit report. Each time you answer the telephone or go to the mailbox, you wonder what new bill will appear. The idea of dealing with yet another collection agency or a newly discovered credit card leaves you filled with dread, rage and helplessness. 

It is NORMAL for this crime to have an emotional impact on you and your family. In fact, it would be unusual if it did not. 

Identity theft is a complex problem. Therefore, it is not surprising that some victims react as survivors of prolonged, repeated trauma, much like battered women or prisoners of war. In fact, victims may compare the crime to rape or torture. Some feel like they are experiencing a form of "post-traumatic stress disorder" for a short time. 

At one point or another, victims of identity theft may feel overwhelmed by the psychological pain of loss, helplessness, anger, isolation, betrayal, rage and even embarrassment. This crime triggers deep fears regarding financial security, the safety of family members, and the ability to ever trust again. 

It is not uncommon for identity theft victims to shut down emotionally and withdraw from family, friends and co-workers. You might suspect that someone you know committed this crime. Perhaps you might feel that no one seems to care or understand how devastated you are by the crime. Let's face it: many friends and family members get tired of hearing about the crime after the first or second time. Unfortunately, it may take months for this to be completely cleared up, and you may need to talk about it for more than a couple of days. 

Dealing with the mess left by an imposter is only part of your job. This crime, like other long-term crimes that involve repeated emotional abuse, can affect not only your emotional stability but that of your family. So, while you take care of the paperwork, don't forget to leave a little time to work on healing your and your family's emotional wounds. 

This guide covers: 
The Moment of Discovery
Starting the Healing Process, Regaining Emotional Balance
Overcoming Feelings of Powerlessness
Take Time for Yourself
A Special Note to Victims who are the Financial Head of Household
Feelings about the Imposter(s)
Moving into Activism
Should You Consider Professional Help?
Clinical Symptoms of Crime Victims 
THE MOMENT OF DISCOVERY: 
Be prepared for a roller coaster ride of emotions. As the implications sink in you may well find yourself cycling between denial ("This is not happening.") and rage ("How dare they!"), endless questioning ("How is this possible?" "Why me?"), and hopelessness and vulnerability ("Nothing can protect me"). This is normal and should be expected. Few people are emotionally protected from the impact of identity theft. There is a profound loss of innocence and trust associated with this crime. You may also have to deal with the fact that someone you know personally may be involved in the theft. That's a lot to absorb. 

Finally, you may feel stonewalled by the very people you turn to for help: the police and criminal justice system. Identity theft is a difficult crime to solve, and the wheels of justice are still very squeaky. Be patient with yourself and with those who want to help. 

STARTING THE HEALING PROCESS and REGAINING EMOTIONAL BALANCE: 

While it might take some time to straighten out the paper trail, it is important for you to regain your emotional balance as quickly as possible. The feelings you have are valid. You have been harmed. Recognizing and accepting your fears, apprehensions and frustrations is the first step. They might even sneak up on you, unexpected, sometimes long after the original crime, triggered by a situation most people would just shrug off. Don't berate yourself. Such emotional floods are a part of the healing process. 

· Embarrassment is a waste of time and energy. Some people become embarrassed at becoming an identity theft victim. They feel ashamed and that they did something wrong or maybe deserved to have this happen to them. No one deserves to be a victim of identity theft. We'll say that again - No one deserves to be a victim of identity theft. We all do foolish things, moments we would give anything to get back and do just the opposite. That's in the past and beating up on you will not make this go away. It's wasted energy and you'll need all you have to clean up your records. The key to combating identity theft is not, nor has it ever been, up to the victim. We are not the first line of defense. It is up to the business community to protect us by practicing safer information handling procedures and safeguarding one of our most valuable possessions - our identifying information. 

· You are not alone. In 2002, there were more than 700,000 new victims of identity theft. That averages to about one every 40 seconds. While support and assistance is not as complete as we'd like to see it, there are many resources for victims of identity theft today. You don't need to be alone through this crisis, if you choose not to be. 

· Appreciate the value of a support team. The emotional damage and isolation you feel can be compounded if you believe family members or friends don't understand what you are going through. The reality is that people who have not gone through identity theft may not recognize the on-going nature of this crime. They may expect that after the initial crime, you should just go on with your life or they may simply tire of hearing about your problem. Many victims find that after they explain how they feel and ask for on-going support, their support team is more open to being there through the long haul. 

· Personality Changes. It's not surprising that something like identity theft may cause a certain amount of personality changes including the ways you relate to others. Identity theft attacks our belief in the trustworthiness of others. Some victims go through a period of time when they refuse to give anyone any information. We know of one victim whose employer stole her identity and refused to include her social security number and driver's license number on job applications. It took almost six months for her to find an employer who would interview this "uncooperative" applicant. 

Many victims never see the world with the same innocence again. Identity theft is life altering. However, if you feel the changes have gotten out of hand, or people on your support team raise some concerns, it can be very helpful to seek professional help from someone who understands identity theft response or victimization. 

OVERCOMING FEELINGS OF POWERLESSNESS: 
· Recognizing your emotions. An emotion is your reaction a situation. While it may not always seem like it, your reaction is under your control. When you say, "He made me angry," you are mentally giving another person your power over your reaction. He didn't make you angry - in that split second, without conscious thought, you chose to become angry. That awareness is a step in regaining control over the situation. 

· Be consistent and organized. In terms of paperwork, consistence and organization are the key. Keep track of whom you talk with and what needs to be done next. Keep a journal with a calendar of "things to do." If you can control the process, you will start to feel more on top of the mess. 

· Don't forget the rest of your life. Emotionally, at times, it is going to feel like everyone has control of your life but you. You might feel battered and bounced from one person or agency to another in your quest to clear your name. While identity theft seems all-consuming, it is important to acknowledge the other parts of your life that this crime has not touched. Focus on your accomplishments in life both in the past and currently. 

· Accentuate the positives. Finally, some victims find a gift in identity theft. They learn how powerful they truly are. They find an assertiveness they never exercised before. They learn how to talk with high level people and get what they want, sometimes with a boldness they never knew they had. In addition, they find who their true friends are. 

TAKE TIME FOR YOURSELF: 

· Be kind to yourself. Cleaning up the problems left by identity theft can become a full time job. Take the time to pamper yourself and your support team. Now is the time to take advantage of those two-for-one dinner coupons, offers from others to baby-sit your kids or help do carpools or even the housekeeping. This might even be a good time to enjoy a weekend away from town, maybe with someone you care about. This is not a time to start a new diet. Listen to your body. It will tell you what it needs - rest, a massage, a day at an amusement park, comfort foods (in moderation), a night at a comedy club, or a long bath. 

· Exercise. Exercise is a wonderful way to relieve stress and get away from the telephone. Take a long walk in the park, at the beach, or around your favorite lake. Play a round of golf or tennis or even go horseback riding. Swim some laps or go fly a kite. Learn a new sport or hobby. 

· Set limits. Finally, don't be afraid to say "no" to requests for your time. Don't be afraid to speak out when you feel taken advantage of. Identity theft cannot become the only part of your life that you see. 

A SPECIAL NOTE TO VICTIMS WHO ARE THE FINANCIAL HEAD OF HOUSEHOLD: 

Identity theft plays special havoc on those who are financially responsible for others or who are their only source of financial support. This crime threatens your credit rating, may affect your ability to get a loan or purchase a big-ticket item and even temporarily jeopardize your existence, as you know it. However, please know you have not let your family down. You did not cause this to happen. You are an innocent victim. 

We find that being honest with other members of the family takes the unbearable weight from your shoulders. You need to hear them say they don't blame you, and they don't. You have enough to deal with in the paperwork alone. Let your loved ones and friends help with the emotional burden and even some of the paperwork. Few of us can conquer this alone. 

FEELINGS ABOUT THE IMPOSTER(S): 

Whether you know the imposter or not, you may give a lot of thought to the person behind the act. 

If you know the imposter: You may feel more pronounced feelings of betrayal, especially if the person was a friend or family member. It may be very difficult to turn this person in to the authorities. The decision has many ramifications, for you and for those who know both you and the imposter. You might want to seek counseling, either to help you make your decision or live with its consequences. Please refer to our guide on Family Identity Theft (ITRC Fact Sheet #115). 

If you are a friend/relative of a victim, you need to be supportive. This victim is dealing with much more than a crime. They may feel in a no-win situation, especially if they are being pulled in two different directions- turn the person in and betray the imposter or don't act and betray the person insisting on action. 

If the imposter is still unknown: Victims often report a feeling of insecurity, wondering if the person standing next to them in the market or walking past them on the street may be the imposter. They may distrust everyone, feeling tremendously vulnerable. It's important to put the crime in some sense of proportion in order to function. This may mean focusing on the crime and not the criminal. 

To everyone: Making sure the person is arrested may not always bring you peace. Identity theft is epidemic and you are not immune to future crimes by other imposters. An arrest does not make the imposter accept guilt. Peace is yours to create, accept or deny. 

MOVING INTO ACTIVISM: 

Some crime victims find that by moving from their personal experience into a broader world, they begin the healing process. Here are some ways that you can help others while helping yourself: 

· Join or begin a identity theft support group 

· Help other victims 

· Work to change laws 

· Increase public awareness 

· Increase corporate awareness 

· Help to increase understanding of this crime with law enforcement, district attorneys and victim assistance personnel 

· Get involved in community volunteer policing programs 

The Identity Theft Resource Center can help you begin a support group, contact one in your area or become more active in creating public and legislative awareness. Contact us at itrc@idtheftcenter.org or by phone. 

SHOULD YOU CONSIDER PROFESSIONAL HELP? 

Without intervention, some victims can become so chronically dysfunctional that they are unable to cope any longer. They may be severely depressed - some symptoms are exhaustion, overeating, anxiousness, drinking, forgetful, or an unwillingness to leave home or their bed. 

Don't wait until you feel lost at the bottom of a pit. Even if you don't feel overwhelmed, talking to a trained professional who specializes in crime victims can be very beneficial. This could be a religious leader (i.e., minister, rabbi), a licensed counselor, psychologist or psychiatrist. Going to someone should never be considered a sign of weakness. You are going through a very stressful time and need to talk about your feelings. 

Victim assistance professionals have long recognized the value of support groups and counseling for victims of crime - and you are a victim of crime, whether your police department recognizes it as such or not. In some cases, you can seek restitution for the services of a professional therapist should your case go to court. 

The following is a partial resource list for those who may not be financially able to afford a private therapist themselves or who may need the name of a good therapy program. We also recommend you look in the front of your local phonebook under Crisis Intervention, Counseling and Mental Health. 

· Local religious leader- your pastor, rabbi or minister 

· Family Service Association 

· Ask for a low cost referral from your family physician 

· YMCA Family Stress Counseling Services 

· Your county Mental Health Association 

· Senior Citizens: The Agency on Aging and Independence and AARP have referral programs. 

· Many counties have Victim/Witness Assistance programs affiliated with your local district attorney or police departments. You might also look up a victim assistance unit of your state attorney general's office. 

· Many professional counseling associations refer clients to free or reduced cost programs. 

· Local hospitals often maintain lists of both governmental and non-profit assistance programs. Some sponsor clinics and support programs. Talk with the mental health department. 

· Many businesses have an employee assistance program. You may want to talk with your HR representative to find out about availability. 

· NOVA- the National Organization of Victim Assistance has a web site (www.try-nova.org) and can be contacted for referrals of victim assistance professionals in your area. 

CLINICAL SYMPTOMS OF CRIME VICTIMS: 

Many victims compare identity theft to rape, others to a cancer invading their lives. Many of the symptoms and reactions to identity theft victimization parallel those of violent crime. The following information is for understanding and, perhaps, to reassure victims that what they are experiencing is not abnormal. The reaction to identity theft can run the full spectrum from mild to severe. Clearly, the complexity of the crime itself will also define the severity of the impact, as will any other traumatic events that may occur around that same time frame. 

Impact: The moment of discovery. 

· Can last from 2 hours to several days. 

· Reactions include shock, disbelief, denial, inappropriate laughter, feeling defiled or dirty, shame or embarrassment. 

Recoil: 

· Can last for several weeks or months, especially as other instances of theft are uncovered. 

· Physical and psychological symptoms may include: heart palpitations, chest discomfort, breathing difficulties(i.e., shortness of breath, hyperventilation), dizziness, clumsiness, sweating, hot and cold flashes, elevated blood pressure, feeling jumpy or jittery, shaking, diarrhea, easily fatigued, muscle aches, dry mouth, lump in throat, pallor, heightened sensory awareness, headaches, skin rashes, nausea, sexual dysfunction, sleep disturbance. 

· It is not uncommon for victims to frequently search through events trying to pinpoint what they did to contribute to this crime. 

· Anger, rage, tearfulness, overwhelming sadness, loss of sense of humor, an inability to concentrate, hyperprotectiveness, and a deep need to withdraw are all part of the psychological reactions to identity theft. 

· You may misplace anger on others, especially loved ones causing family discord. Those who tend to lean on unhealthy habits such as under or overeating, smoking, alcohol or drugs may be drawn to those addictions for comfort. 

· During Recoil, victims may experience a sensation of grief. They may grieve the loss of: financial security, sense of fairness, trust in the media, trust in people/humankind and society, trust in law enforcement and criminal justice systems, trust in employer (especially in workplace ID theft), trust in caregivers and loved ones, faith, family equilibrium, sense of invulnerability and sense of safety, hopes/dream and aspirations for the future. 

· At one point or another, almost all victims will also grieve a loss of innocence, sense of control, sense of empowerment, sense of self and identity, and sense of self worth. 

Equilibrium/Balance/Recovery: 

· In identity theft, this phase may come as early as several weeks after the crime and for others may take months or years. It usually depends on how quickly the actions of the imposter are resolved and cleared up. 

· For all victims, achieving balance and entering recovery will take awareness and purposeful thought. 
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THE COURT EXPERIENCE
Since the majority of Identity Theft cases never make it to court, those victims whose cases do come to trial may not have access to local people who can tell them what to expect. 

Keep in mind, as you read this information, that each case is unique: How the imposter got the information; what he/she did with it; investigation results, the court process; sentencing; and the personalities in each trial. What one victim experiences may not be your experience, even with the same judge and district attorney. This general information is not meant to take the place of legal advice or a victim assistance counselor or attorney. However, it might help you understand the complexities of the judicial process. 

This Fact Sheet will cover the following topics: 

· Some Legal Definitions You Might Need to Know 

· Your Rights as a Victim/Witness 
· Redacting Information: Protecting Your Privacy and Information 

· Your Role as a Victim/Witness in the Courtroom 

· Explanation of Various Phases in the Judicial Process 

· What to Expect at Each Phase 
SOME LEGAL DEFINITIONS YOU MIGHT NEED TO KNOW 

Acquittal: A legal finding that the defendant has not been proven guilty beyond a shadow of a doubt. 

Action: The case, cause of action, before the court. 

Affidavit: A written statement of facts made under oath before a notary or court officer. 

Bail or Bond: A court-ordered monetary amount to be given by the defendant and held in trust by the courts to guarantee his/her future appearance in court. This is often done through a bail bondsman. 

Bench warrant: An order issued by a judge for the arrest of a person. 

Brief: A written summary and argument of the appropriate laws that pertain to this case, presented to the court by the attorneys in the case, biased to each point of view. 

Continuance: A postponement, for good cause, of the scheduled court date. 

Defense attorney: The lawyer hired by the defendant, or an attorney appointed by the court. This could also be a public defender. . 

Defendant: The alleged imposter (everyone is innocent until proven guilty). 

Deposition: An oral statement made by a person before a court reporter, captured in writing and considered advance testimony. 

Dismissal: The dropping of a case by a judge without further consideration. 

District Attorney or Prosecutor: The lawyer who will prosecute the case for the city/county/state. They do not represent you, the victim, and you cannot dictate their actions or decisions. However, they will help to make sure your feelings are considered in the sentencing and do look out for your interests in general. 

Docket: The list of cases on a court's calendar. 

Forgery: The act of making or altering a written document for the purpose of fraud or deceit, for example- the signing another person's name to a check. 

Fraud: Intentional deception which results in injury (physical, emotional or financial) to another. 

Libel: A false statement made in writing, print or picture, which injures the character or reputation of another or exposes them to public ridicule. 

Mediator: A person (often an attorney or retired judge, either appointed by the court or mutually agreed up by both parties) who listens to a case and facilitates agreements. An arbitrator has the authority to make a ruling. 

Motion: A written request to the court for an order/ruling in favor of the applicant. 

Overruled: In court, a judges' rejection of the attorney's objection to a question by the opposing side. 

Own recognizance (OR) - When a defendant is released without bail, after promising to appear, using his/her word as bond. 

Plea: The defendant's answer (guilty or not guilty) to the charge(s) made against him/her. (The combined complaint and answer are called "pleadings.") 

Probation: A period of time when the Probation Department monitors a convicted defendant. It requires regular meetings with an officer of the court to ensure that all terms of a sentence are met. 

Released on recognizance (ROR): When a defendant is released without bail, after promising to appear, using his/her word as bond. 

Remand: A court's ruling to send a case back to a lower court for further action. 

Restitution: The court-ordered payment by a defendant to victims for damages. 

Search Warrant: A judge's order that allows law enforcement to search for specifically designated items of/at the defendant's person, property or premises. 

Slander: Similar to libel, but applies to oral statements. 

Stayed: As in, "jail time is stayed." For now, that part of the sentence is not being executed; the defendant is not required to do that portion of the sentence. 

Subpoena: An order directing 1. a person to appear in court to testify, or 2. certain documents are brought to court. 

Summons: An order to the defendant to appear in court to deal with a legal issue. 

Sustained: In court, the judge agrees with the attorney's objection to the opposing attorney's question. The witness should NOT answer the question. In some situations, the attorney may try to reword the question and find another way to ask it so that the opposing attorney has no grounds to object. 

Tort: A wrong or injury that does not grow out of a breach of contract and for which one is entitled damages. (for example, fraud, slander or libel). 

Waive: To give up or relinquish, as in "do you waive your rights?" 

YOUR RIGHTS AS A CRIME VICTIM (from Roles, Rights and Responsibilities: A Handbook for Fraud Victims Participating in the Federal Criminal Justice System - U.S. Department of Justice, Material # NCJ172830, pg. 12). Please note: your rights may vary, determined on the laws that govern court cases in your state. 

In general, you have the right to: 

· Be treated fairly and with respect to your dignity and privacy. 

· Be reasonably protected from the accused offender, from verbal, written, implied or physical harassment or threat. 

· Be notified of court proceedings. 

· Attend all public court proceedings related to the offense, unless the court determines that your testimony would be materially affected if you heard other testimony at the trial. 

· Confer with the attorney for the government. 

· Request and have the court hear an order of restitution. 

· Prepare a victim impact statement about the crime's emotional, physical and financial impact on you for inclusion in the pre-sentencing investigative report. 

· Receive information about the conviction, sentencing, imprisonment and release of the offender. 

· Receive information and referrals to programs that can help you. 

REDACTING INFORMATION - PROTECTING YOUR PRIVACY AND INFORMATION 

Throughout the process of clearing your name, you have filled out a number of affidavits. On these forms is some information you might not want publicly known. This could be your new driver's license number, mother's maiden name, former addresses or names used, new address, birth date and account numbers. 

Many victims do not know that you may request that identifying information be redacted (blackened out) from documents being put into court records or given to the defense attorney during discovery. Unfortunately, we have heard of cases where the perpetrator has gotten these documents and now has even more information than he/she originally had. Please talk with the detective and DA on your case about your options. These will vary from jurisdiction to jurisdiction. 

YOUR ROLE AS A VICTIM/WITNESS IN A COURTROOM 

· Throughout the court process, take detailed notes. Note names of people who testify, the name of the judge, DA, court reporter and even the probation officer. Write down who said what, judicial rulings, anything the defendant says. Jot down your questions about things you don't understand or items you feel were ignored. You can ask the DA or victim assistance counselor about those later. 

· Dress in business attire. Impressions do count, and the judge/jury will be aware of your presence. Your attire will speak volumes about your seriousness, credibility and respect to the court. 

· Do not interrupt the attorneys or the judge. You are a guest in the courtroom. You may be the victim, but this is not about you. It's about the defendant. Keep any feelings, anger, frustration or pain well under control. If you must say something of vital importance to the DA during the hearing, write it down on a slip of paper and hand it to the marshal for delivery. Do not approach the attorney or the judge without an invitation. 

· Talk with the DA on your case before the trial or hearing begins by phone. Ask what to expect at that hearing and if your testimony or a victim impact statement is appropriate at that time. 

· Have your victim impact statement written and ready to present to court. This is the time to mention your out-of-pocket costs for restitution. Include a separate sheet with the financial statement of detailing costs. Attach copies of the receipts to your financial statement. 

· You might also say a quick hello in person to the DA when you arrive, just to let him/her know you are present. The marshal can point the DA out to you before all hearings begin. 

· If you are to testify, you usually will be told ahead of time and receive either a subpoena or summons to appear. Someone from the DA's office will usually go over your testimony prior to your appearance. 

· Finally, the judge will probably hear many cases that day. Any comments you are asked to make should be brief and concise. 

EXPLANATIONS OF VARIOUS PHASES IN THE JUDICIAL PROCESS 

The following are common steps in the process. However, each case is different and yours may vary from the outline below. 

Arraignment: This must be done within 48 hours of an arrest. This is when the defendant comes before a judge for the first time, to answer the accusations made by the "state." 

Pretrial Readiness Conference: Usually a meeting in the judge's chambers. This is when the prosecutor shows or discloses (disclosure) all the evidence they have collected in a case to the defense attorney so that they may adequately prepare the defense. It is also a time that the possibility of a plea bargain may be discussed. You probably will not be present during this phase. 

Plea Bargain: It may be made and accepted any time during the process, as long as a jury has not yet issued its verdict. 

Preliminary Hearing: The first hearing of the evidence before a judge. This judge determines if there is sufficient evidence to hold the defendant over for trial. 

Evidentiary Hearing: A hearing to discuss the validity of evidence that will be considered during trial. May be held at anytime during the trial. 

Judge or Jury Trial: The hearing of a case in front of a ruling body, either a judge or a jury. All defendants have the right to have a case heard before a jury of their peers or they can waive (give up) that right and agree to a hearing before a judge. 

Sentencing Hearing: This is the time when a judge sets the punishment if a defendant is found guilty. Prior to this hearing, victims in the case will be contacted by the Probation Department and interviewed. It is the Probation Department responsibility to determine emotional, physical and financial damages to victims and to consider that information in their recommendations to the court regarding sentencing. 

Review Hearing: Some judges maintain jurisdiction over a case after sentencing. This is a way to make sure that all terms of sentencing/probation are being met and that the convicted defendant is keeping to the straight and narrow. 

WHAT TO EXPECT AT EACH PHASE 

The Arraignment: 
Sometime before the arraignment, someone from the DA's office may contact you to let you know about the date of the trial. You probably will not be asked to speak at this hearing. 

Depending on your city/county, you should expect that this DA will not be the DA who later will try the case. Frequently, this is just an administrative function and DA's rotate this duty. If a DA does not contact you shortly after the detective tells you that the case has gone to the DA, call them and ask for the calendar coordinator. You may need to be persistent. 

It does not hurt to write a short letter to the court, briefly summarizing your case and how you have been damaged (financially, emotionally, and legally). However, this is not the time to discuss sentencing. (See ITRC Fact Sheet #111, "Victim Impact Statements") 

Typically, the defendant will go up to the front of the room along with his/her attorney. The court will read the charges and ask how they plead. Expect to hear the words, "Not guilty." Don't take it personally; this is just a legal process. The judge will quickly review the DA's case and ask if the defendant waives his/her right to a jury trial. Then the judge will set a preliminary trial date, a readiness hearing date and decide bail. 

The Trial:
Keep in mind, this is the prosecutor's case, not yours. The DA may not present the information you wish. He/she may not focus on points you think are important and may even settle for a plea bargain you aren't happy with. 

Many things figure into the way a prosecutor presents a case, what type of penalty to ask for and even how many counts (acts of criminal behavior) they may include in the case. For example, sometimes your case is just one of several cases that is being charged against an alleged imposter. 

The DA will focus on the crimes that have the best chance of sticking or that hold the highest penalty. That may not be yours. Sometimes a DA has a wealth of criminal activities to prosecute, but going after each incidence won't help his/her case. The judge might see it as persecution or a waste of time since the penalty might not change between 31 counts and 15 counts. 

Again, take notes. Keep your cool and act in a business-like way. You may not even need to say anything until the imposter is found guilty and the court moves into the sentencing phase. If you are called to testify, follow the directions given to you by the DA's office prior to trial. 

Sentencing: 
If the defendant is found guilty, the judge will set a date for sentencing. If a plea bargain is struck, the case will move directly to sentencing. You will be notified of the date of this phase and you should talk with the DA prior to this date. You should also talk with the Probation Officer assigned to the case. 

Typically, the Probation Department will talk with you, possibly by telephone, as well as with the defendant. The probation officer will want to find out how you have been affected by this crime, how you have been harmed and your ideas about sentencing. We suggest you look at ITRC Fact Sheet #107, "Reasonable Requests a Victim May Make of the Court" and #111, "Victim Impact Statements" 

You should be told that you have the right to submit a written Victim Impact Statement. If you want, you can also make a statement in court. The judge must read anything you submit to the court, prior to sentencing. Please keep in mind: a judge is extremely busy and juggling dozens of cases each week. 

Your written victim impact statement (as well as your oral statement) needs to be clear, well formatted, typed and free of errors, respectful, precise, and business-like. It should not run more than 2 pages long, double-spaced and in no less than a 10 point easy-to-read font. This is not the time to vent your frustrations, to accuse the system, to condemn the imposter to hell. If you consider this statement in the same light as a business letter, you'll do fine. You may attach a financial statement detailing your costs and expected costs; include copies of any receipts that verify expenses. 

REVIEW HEARINGS: 

Should the imposter be found guilty, the judge will pass sentence. That sentence may include probation with review hearings. This gives the judge an opportunity to monitor the progress (or lack thereof) of the defendant meeting terms of probation. The Probation Department will give a report to the judge regarding probation progress, and law enforcement is also permitted to search the convicted felon's residence, car, person and belongings for any probation violations. Before a Review Hearing, victims who suspect that the felon is breaking probation or the law should notify either the police detective that was on the case or the assigned probation officer. Review Hearings give victims another chance to address the court, especially if probation violations affect them. 
The information in this publication is the property of the Identity Theft Resource Center and not available for promotional purposes. Copyright 2000, 2003. All rights reserved. Any requests to reproduce this material, other than by individual victims for his/her own use, should be directed to ITRC. E-mail: itrc@idtheftcenter.org 
We thank Mari Frank, Esq. and Beth Givens from Privacy Rights Clearinghouse for their insights and advice. Mari Frank is a victim advocate and attorney. Her book and kit, From Victim to Victor, goes into further detail about this subject and provides letter forms for those victims who may wish this help. Ordering information: From Victim to Victor: A Step-by-Step Guide for Ending the Nightmare of Identity Theft, by Mari Frank, Esq. with Dale Fetherling, Esq, page 38. Porpoise Press, 1998. Web: www.identitytheft.org Phone: (800) 725-0807
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Criminal Identity Theft: What to Do if It Happens to You

This guide includes:
What is criminal identity theft?
Organizing your case
Criminal record databases
General steps to clear your name<br> Some additional action steps:
What is criminal identity theft?
Criminal identity theft occurs when an imposter gives another person's name and personal information such as a drivers' license, date of birth, or Social Security number (SSN) to a law enforcement officer during an investigation or upon arrest. Or the imposter may present to law enforcement a counterfeit license containing another person's data. 

Frequently, but not always, the imposter fraudulently obtained a driver's license or identification card in the victim's name and provides that identification document to law enforcement. Or the imposter, without showing any photo identification, uses the name of a friend or relative. In many cases, the imposter is cited for a traffic violation or for a misdemeanor violation and is released from the arrest. The imposter signs the citation and promises to appear in court. If the imposter does not appear in court, the magistrate may issue a bench warrant, but the warrant of arrest will be under the victim's name. 

The identity theft victim may not know there is a warrant of arrest issued under his/her name. The victim may unexpectedly be detained pursuant to a routine traffic stop and then subsequently arrested and taken to county jail (booked) because of the outstanding bench warrant. 

In some cases the imposter will appear in court for the traffic or misdemeanor violation and plead guilty without the victim being aware of this event. In other cases, the imposter is arrested and booked at the county jail for a felony such as a drunk driving or other serious public offense. The imposter provides the victim's name and personal information. This information is then recorded in the countywide data base and is usually transferred to the State's criminal records data base and possibly to the national data bases, the National Crime Information Center (NCIC) 

Some identity theft victims, unaware of the earlier criminal activity by the imposter, may learn of the impersonation when the victim is denied employment or terminated from employment. In these cases, the employer conducted a background investigation and had relied upon the criminal history found under the victim's name. Note that the employer is legally obligated to inform the victim of the reason for the rejection of employment. (See Federal Trade Commission information about this requirement at www.ftc.gov/bcp/conline/pubs/buspubs/credempl.htm.) 

Unfortunately, as with financial identity theft, the burden of clearing one's name within the criminal justice system is primarily on the victim. The victim must act quickly and assertively to minimize the damage. Yet, the responsibility to correct the erroneous data in the various criminal justice computer systems is with the officials working within the criminal justice system. There are no established procedures for clearing one's wrongful criminal record. 

This guide. The purpose of this guide is to provide information on the steps you must take to clear your name. Be aware that the procedures to correct the record within the criminal justice data bases are likely to be somewhat different from state to state, and even from jurisdiction to jurisdiction. This publication gives you an outline of steps to take. 

Organizing your case.
In dealing with the authorities, it is vital that you keep a detailed log of all conversations, including dates, names, phone numbers, and e-mail addresses. Note the time spent and any expenses incurred, as you may some day be able to request restitution for damages from the courts. Confirm conversations in writing, especially ones that directly deal with clearing criminal records. Send correspondence by certified mail, return receipt requested. Keep copies of all letters and documents sent by mail for your files. 

If you must correspond by e-mail, ask the recipient to verify receipt of the letter with the original message attached. However, we must remind you that electronic messages are not secure and should be used sparingly. Never send anything by e-mail that you would not want publicly published. 

We recommend using ITRC's Fact Sheet 106 (also listed as 17(b), "Organizing Your Case," to help you track your efforts (www.privacyrights.org and www.idtheftcenter.org ). Another useful guide is attorney Mari Frank's Identity Theft Survival Kit, (800) 725-0807 (www.identitytheft.org ). 

Criminal record data bases.
When an individual is first "booked" or a warrant of arrest is issued, that person's name is likely to be entered into the county database and the state's criminal records database. In California, this system is called the Criminal Identification Index (CII). 

In the situation of criminal identity theft, the name and other identifying information such as Social Security number that appear in the data bases are that of the victim. The information is also likely to be entered into the Federal Bureau of Investigation's (FBI) National Crime Information Center (NCIC) data base (www.fbi.gov). Victims of criminal identity theft should assume that information is maintained in local, state, and federal criminal history files. 

This presents a problem for the victim. The usual method of query by law enforcement into the various criminal justice data bases is by name, date of birth, and/or drivers' license number. Yet, law enforcement relies on the accuracy of such information for their investigations. 

Once the victim's name is recorded on a criminal record database, it will be unlikely that the victim's name will be totally removed from the official record. Should the imposters' true identity be determined, the victim should request a "key name" switch within the various criminal justice databases. This means that the record will reflect the imposter's true name as the primary name and the victim's name will appear as an alias (aka). Law enforcement insists on this record-keeping system because it reflects more accurately the criminal event. The dilemma for law enforcement - and for the victim -- is when the imposter's identity has not been determined. 

GENERAL STEPS TO CLEAR YOUR NAME
The following are general steps you must take to clear your name of the erroneous criminal records attributed to you. Please note that these procedures are likely to vary somewhat from jurisdiction to jurisdiction. 

1. What is the first step the victim of criminal identity theft should take? Contact the arresting or citing law enforcement agency -- that is, the police or sheriff's department that originally arrested the person using your identity, or the court agency that issued the warrant for the arrest. Explain that this is a case of misidentification and that someone is using your personal information. Insist that you are the victim. 

2a. Working with the arresting law enforcement agency: File an impersonation report. The law enforcement agency should first confirm your identity. This can be done by the police department taking a full set of your fingerprints, your photograph, and copying any photo identification documents such as a driver's license, passport, or U.S. legal presence documents. 

Once your identity has been established, the law enforcement agency should retrieve the booking record of the criminal event that you dispute. This will include the booking prints and booking photograph or the citation which may or may not have a thumbprint impression. Request that the law enforcement agency compare the prints and/or photographs to establish your innocence. 

Subsequently, the law enforcement agency should recall any warrants and issue a "clearance letter" or certificate of release (if you were arrested/booked) which you will need to keep in your possession at all times. Also, request that the law enforcement agency file with the district attorney's office and/or court of jurisdiction the follow-up investigation establishing your innocence which will entail an amended complaint being issued. 

Request that the law enforcement agency change all records from your name to the imposter's true identity (if the true identity of the imposter is known). Some but not all of the levels that must be cleared include city, county, state, and federal data bases. 

2b. Working with the court: You will need to determine the specific law(s) in your state that enable you to clear your name in the court records. In California, this is Penal Code Section 851.8, "Determination of Factual Innocence." Ask if something similar to Penal Code Section 851.8 is appropriate in your situation. A judge or magistrate will be required to make this determination. 

The declaration should say that you are factually innocent of charges based upon the follow-up impersonation investigation by the law enforcement agency, or declarations, affidavits, or other material and relevant information. This action will change the name on the arrest records and the warrant of arrest to that of the imposter (if the true identity of the imposter is known). Your name will then be known as an alias of the imposter. The court should be requested to provide written verification for you to carry. 

The following is a description of the process you are likely to encounter when working with the court to clear your name of the erroneous criminal records that exist in your name. We recommend that you first file an impersonation report with the law enforcement agency of jurisdiction and allow that agency to conduct their follow-up investigation and submit their findings to the court. However, depending upon the law enforcement agency's readiness for investigating this type of crime (criminal identity theft) or the county's prescribed protocols, you may need to proceed to the court to expedite this process. 

If you discovered that there is an arrest warrant or criminal conviction, you may visit the courthouse in the jurisdiction where the arrest was made to schedule a hearing. The office that you visit within the courthouse will depend on whether the warrant is for a felony or misdemeanor crime and/or traffic violation. 

It is best to call the courthouse before making the trip so you can verify the specific office, the hours they are open to the public, and what documentation you need to bring with you. Also, obtain the warrant number and/or case number ("docket") of the court. Most likely you will be asked to bring photo identification documents such as a driver's license, passport, or U.S. legal presence documents. 

Tell the clerk there is a docket and/or warrant in your name and you dispute the criminal event that appears in your name. Depending upon the court of jurisdiction's protocols, the clerk may copy your identification documents(s) and obtain other pertinent information from you. You will likely be instructed to have your fingerprints taken, which might be done at the District Attorney's office, sheriff's office, or at the courthouse itself. 

Arrangements will be made to schedule an "identity hearing" with the goal of obtaining a determination of factual innocence. At that hearing a judge will examine the evidence, whether it is proof you obtained on your own or subsequent police reports. If the court determines that you indeed are the wrong person named in the case/warrant, you will be issued a certificate that declares your innocence in this case. 

For this and any other "certificates of clearance" that you obtain, make several copies. Carry one with you at all times. File another at home in a secure place. Give others to relatives and/or friends who can be contacted in situations where you might have forgotten yours. If you are a California resident, see also step 8 below. 

Remember, this whole process can be complex. It involves the arresting agency, the court, and the administrators of the various criminal justice database systems including the motor vehicle data bases. In the best-case scenario you might be able to completely separate your name from the imposter. In most cases, your name will remain a known alias of the imposter indefinitely. 

3. What if the victim of identity theft lives in one county and the criminal event including the arrest warrant, traffic citation, or criminal conviction originated from another county or state? Go to the police or sheriff department in your own jurisdiction or residency and request they take an impersonation report. Obtain a copy of the report and report number. Ask them to take the report under the appropriate Penal Code Section for either identity theft or false personation. You can visit the Federal Trade Commission web site to determine whether your state has enacted an identity theft statute (www.consumer.gov/idtheft). 

In California, the law enforcement agency in the victim's own jurisdiction is now required by law (Penal Code Section 530.6) to take an impersonation report. It may begin an investigation or refer the matter to the law enforcement agency where the suspected crime was committed for an investigation of the facts. 

In states other than California that might not have a "local jurisdiction" law such as Penal Code 530.6, request your local law enforcement to take a "courtesy report." Mail the report, your fingerprints, your photograph, and any photo identification documents such as a driver's license, passport, or U.S. legal presence documents to the police department in the jurisdiction where the arrest warrant, traffic citation, or criminal conviction originated. Include any information you may have about the imposter, including but not limited to photograph, physical description, fingerprints, known alias and addresses. 

The best method to track and resolve your case is to establish direct communication with the assigned detective or investigator. Ask this person what additional steps you need to go through to obtain a letter of clearance from their agency. Also, consider that you may be requested to sign an affidavit under the penalty of perjury that you did not give any individual permission or authority to use your name, personal identifiers including birth date, driver's license number, and Social Security number. You may also be called to testify in court if the imposter is identified and prosecuted. 

You should also ask your local law enforcement agency if it can query your name through various law enforcement data bases (see item number 2a above) to see if there are any outstanding warrants, arrests, traffic violations, or convictions, that you do not yet know about. In some states, this step may be against system policies and/or may be unlawful - California, for example. But in such situations, you can ask law enforcement if they will determine simply if a record exists under the victim's name/identity, even though they may be prohibited from releasing this data to you, the victim. 

4. Should the victim contact the Department (Bureau) of Motor Vehicles? Determine if your driver's license has been compromised in your state, or the state where the imposter appears to be committing crimes in your name. Order a certified copy of your drivers' license record for your own review of possible discrepancies. The imposter might have fraudulently obtained a duplicate license under your name and license number but has his/her photograph on the license. Or the imposter may have applied for an original license in a particular state while you live in another state. Ask if your license record can be "flagged" for possible fraud. A directory of DMVs in all 50 states can be found at www.aamva.org , the American Association of Motor Vehicle Administrators. 

In California, if you can substantiate that your license number has been used fraudulently, you are entitled to a new license number. Check with your local DMV for their policy and procedures. The California DMV's toll-free fraud assistance phone number is (866) 658-5758. Its e-mail address is dlfraud@dmv.ca.gov. Its website is www.dmv.ca.gov/consumer/fraud.htm. 

5. What if law enforcement determines the victim's innocence but doesn't know the true name of the imposter? In the event that the imposter's true name is not yet known, request the "key name," or primary name, be switched from your name to the name "John Doe" with your name noted as an alias. 

6. What if the police agency does not believe that an imposter committed the crimes and arrests the victim? The first step is to ask the police to compare the arrest information - physical description, fingerprints, mug shots - to you. This should help prove your innocence. You may have to establish an alibi for the criminal event committed by the imposter. Check your date book: Can employment records establish your innocence? Do you have any receipts that prove where you were at the time of the criminal event. Is there someone who can vouch for your presence elsewhere? If this fails, you should give serious consideration to hiring a criminal defense attorney. 

7. What if no fingerprints were taken by the arresting officer when the imposter was arrested? This often happens, especially with traffic violations and some misdemeanors like shoplifting. If the citation(s) does not contain a thumbprint, the law enforcement agency can compare your handwriting or signature to that of the citation. Or a vehicle records check can establish that you were not the registered owner of the vehicle that was associated with the citation. (Caution: Some imposters have registered vehicles using the victim's name.) Or the traffic officer that issued the citation may be asked to look at a photo line-up to establish that you were not the person cited. 

8. Are there any agencies that might help the victim? In 2000, the California Legislature passed a law to assist victims of criminal identity theft, AB 1862. This law establishes an Identity Theft Registry within the California Department of Justice as a companion database to the Criminal Identification Index (CII), discussed above. Bona fide victims of criminal identity theft can register information about their case with this database. If they are wrongfully arrested for the crimes of their imposter, they can direct the arresting officer to the database, accessible by a toll-free telephone number. If the victim applies for a job and knows that a background check will be conducted, he/she can instruct the employer to access the registry in order to learn that the applicant is not the individual committing the crime(s). 

The toll-free number is (888) 880-0240. The program can also be contacted by e-mail, IEP.CommandCenter@doj.ca.gov. Information about the Identity Theft Registry can be found at the California Attorney General's web site at www.ag.ca.gov/idtheft/general.htm. 

Information about these legislative bills can be found at www.leginfo.ca.gov. You can obtain information about California statutes (the Motor Vehicles Code or the Penal Code, for example) at www.leginfo.ca.gov/calaw.html. 

The Identity Theft Resource Center actively works with victims of criminal identity theft as well. If you are aware of agencies and organizations in other states that provide assistance to victims of criminal identity theft, please contact the Privacy Rights Clearinghouse at prc@privacyrights.org. 

9. Should the victim hire an attorney? Competent legal counsel can be invaluable in helping you to clear your name. We have talked with several victims who were unable to attract the attention of law enforcement and court personnel until an attorney (a criminal defense attorney) contacted them. We have also spoken with victims who have been able to navigate the criminal justice system without legal help. However, it took them considerable time and they felt vulnerable to being arrested for the crimes committed by the imposter. 

10. Should the victim change their Social Security number or driver's license number? Not for most situations. Changing your Social Security number may cause more problems than it solves because you start with fresh records. You no longer have a financial history, work history, or even college records. A clean slate is considered negative by most lenders. These records are all linked by your old Social Security number. See ITRC's Fact Sheet 113 (at the PRC site as17(L), "Should I Change My Social Security Number." 

If your driver's license number was used fraudulently by an imposter in a scheme to issue bogus checks to businesses, the license number may have been recorded and flagged by one of the various check cashing verification companies, for example, Telecheck. This may result in your check cashing privileges being denied. In this case, we recommend requesting a new license number. Be sure to contact the appropriate check verification service to clear the erroneous record. 

11. In addition to working with law enforcement and the court system, are there any other steps the victim should take to clear his/her name? Yes. You must contact any information brokers who may have purchased your wrongful criminal records from the courts and/or law enforcement agencies. 

Just like consumer reporting agencies compile credit data on consumers for the purpose of selling credit reports, information brokers compile criminal record information on individuals. They sell such information to employment background checkers, private investigators, attorneys, debt collectors, and others. Information brokers purchase such records from courts and law enforcement agencies throughout the country. Your wrongful criminal record is likely to have found its way to one or more of these databases. The problem is that it may be very difficult to determine which information brokers have obtained the erroneous information and who they may have sold it to. 

You should start by asking the court administrator who they sell their data to. Similarly, ask the law enforcement agency who they sell arrest data to, if anyone, and who else might have access to that data. You will want to immediately contact these entities in writing and request that they remove the erroneous information from their records. Also ask them who, if anyone, they have sold the information to, or who else has access to their data base. Do not be surprised if these companies are less than cooperative. If you encounter resistance, you may need to hire an attorney. 

The information broker industry is, for all practical purposes, not regulated by federal or state law. There are no legally-mandated standards that they must comply with. Their trade association, the Individual Reference Services Group, has established a voluntary set of privacy principles (see www.irsg.com) in conjunction with the Federal Trade Commission (www.ftc.gov). Unfortunately, these guidelines do not give victims of criminal identity theft meaningful access to the records about them. 

12. What additional considerations should I be aware of regarding employment? You may have learned about your wrongful criminal record from an employer who conducted a background check on you, and who has decided not to hire you because of the criminal record that was found. That employer is obligated to give you a copy of the report and tell you the name of the investigative company that compiled the report. This is a requirement of the federal Fair Credit Reporting Act, discussed in the next section. 

Once you have learned the name of the company that conducted the background check, you should contact them and ask which information broker data base(s) they used in compiling the report. Then you must contact those companies to remove the erroneous data. Again, this is a situation in which the assistance of a competent attorney is likely to be invaluable. 

If you are a victim of criminal identity theft, and if wrongful criminal records are preventing you from obtaining employment, you might want to request a criminal record clearance search through your state Department of Justice criminal records unit. In California, the fee is $25.You would fill out an application and submit fingerprints to the California Department of Justice. Your local police department can assist you in preparing a set of prints that is acceptable to the DOJ. 

The DOJ then will conduct a criminal records search based on your fingerprints. If no matches are found, you will receive a letter from the DOJ stating that you have no criminal record based upon a fingerprint search. This could assist you in employment situations where wrongful criminal records are a barrier to finding a job. For more information about the California DOJ's criminal records search, visit their web site, www.ag.ca.gov/ag/publications/directory.pdf. (Look for "Criminal History Records" in the index.) Or call (916) 227-3832. For links to the Attorneys General offices (DOJ) in the 50 states, visit the web site of the National Association of Attorneys General, www.naag.org. 

13. Are there any precautions individuals can take to prevent becoming a victim of criminal identity theft? There is no "early detection" system to alert victims of criminal identity theft. However, there are some things that you can do as precautions. Besides ordering your credit history from the three credit bureaus each year, periodically obtain a copy of your driver's license record from your local DMV. Also, order a copy of your Personal Earnings and Benefits Estimate Statement from the Social Security Administration. Information about obtaining these documents can be found in Fact Sheets 17 and 17a at www.privacyrights.org and www.idtheftcenter.org. These fact sheets discuss credit-related identity theft. 

Most victims learn of the perils of criminal identity theft by indirect means. These include notice of citation(s) from the courts, collection agency calls, and notice of warrant(s) of arrest. During a routine traffic stop, a police officer might inform the victim that their license was suspended or revoked. Or the victim might be arrested for crimes committed by the imposter. 

We know of individuals who have been refused employment because of criminal identity theft. They learned of their wrongful criminal record from information obtained by the employer on the background check. Federal law requires employers to notify job applicants if they have been refused the job because of information on the background check. (For more information about the federal Fair Credit Reporting Act and "consumer investigative reports," see www.ftc.gov/bcp/conline/pubs/buspubs/credempl.htm.) 

We have learned of several instances where employers did not comply with this law, and left the criminal identity theft victims in the dark about their wrongful criminal records. If you have repeatedly been rejected for employment, you might want to conduct a background check on yourself. There are two ways to do this. First, you could hire an investigative firm that specializes in employment checks to conduct the search. Many such companies can be found in the Yellow Pages under "Investigators." Be sure to check for proper credentials such as a state-issued private investigator license. Ask if the investigator is a member of a professional or trade association. Costs and investigative methods vary, so do some comparative shopping. 

In California you can contact the referral services of two professional associations to obtain names of private investigators who specialize in employment background checks: the California Association of Licensed Investigators, at (800) 350-2254, and the California Institute for Professional Investigators, at (800) 400-2474. If you live in another state, find out if there is a private investigators professional association that makes referrals. 

For information about private investigative services in other states, visit the web sites of the National Association of Legal Investigators (www.nalionline.org/sponsors_associations.html) and the National Association of Security and Investigative Regulators (www.nasir.org/licensing.htm). 

Or second, you can use one of the online information broker services to conduct your own background check. These include: www.privacyscan.com, www.mybackgroundcheck.com, www.docusearch.com, www.ussearch.com, among others. Be aware, however, that professional employment investigators are skilled in conducting background checks. They may be able to find information that you are not able to uncover on your own. 

Some additional action steps: 

We hope that the above steps will help guide you in dealing with the struggles of criminal identity theft. Remember that the preceding steps to correct the record within the criminal justice system will be different from state to state, and even from county to county. If you become a victim of criminal identity theft, we recommend that you file a complaint with the Federal Trade Commission so they may more accurately monitor such crimes. This may be done online at www.consumer.gov/idtheft. 

Please also share your experience with us. We are compiling information from around the country on the steps victims must take to clear their names from wrongful criminal records. This guide has focused on procedures victims must take in California. We want to expand this guide to include information useful to victims in other states. Contact us at prc@privacyrights.org or voices123@att.net. 

You might want to advocate for the improvement of laws regulating employment background checks and the information broker industry. We recommend that the Fair Credit Reporting Act be amended to improve employer disclosure requirements to those whose backgrounds they are investigating. (FCRA, 15 USC sec. 1681, text available at www.ftc.gov) Victims of criminal identity theft should not be left unaware of the reason they are being denied employment. The following are two suggested amendments. 

· The FCRA should be amended to require that job applicants be given the results of background checks in every instance -- not just when the employer uses the report to make an adverse decision about them. For example, the employer could say that they did not use the results of the background check when making the adverse employment decision, but, rather, that the individual did not have the requisite skills, or that the job pool had other individuals with higher qualifications. 

· Right now, compliance with the FCRA is only required when the employer hires a third party, such as a private investigative firm, to conduct background checks. For employers who conduct their own investigations, the disclosure requirements of the FCRA do not apply. The laws in many states also contain this loophole. In this day and age of Internet access to public records data and to information brokers, employers can go online and do their own investigations. Several such online information brokers are listed in step 13 above. The FCRA and equivalent state laws should be amended to require that such employers disclose the results of background checks that they perform themselves and provide the source of the information to the job applicants. In California, the Investigative Consumer Reporting Act has been amended to include such requirements (AB 655, 2001 Legislative session, California Civil Code 1786). 

For additional information on the problem of criminal identity theft, see the PRC's June 2000 presentation on "The Growing Problem of Wrongful Criminal Records" on its web site at www.privacyrights.org/ar/wcr.htm. 

This publication was written by Linda Foley, Director, Identity Theft Resource Center; Beth Givens, Director, Privacy Rights Clearinghouse; and Paul Satkowski, state investigator. The information in this publication is the property of the Identity Theft Resource Center and Privacy Rights Clearinghouse. It is not available for commercial or promotional purposes without permission. Copyright 2001. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to the authors. Their mailing information is at the beginning of this guide. We thank Paul Johnsen (San Diego County District Attorney's office), Bronti Kelly (victim advocate), and Mari Frank, Esq. for their insights and advice. 
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VICTIM IMPACT STATEMENTS: Your Statement to the Courts

This guide covers: 
When to Use a Victim Impact Statement
What NOT to Say in an Impact Statement
What a Victim Impact Statement Accomplishes
Recommended Format
From the moment they discover the theft, most identity theft victims find they must take an active role in clearing their names and bringing the imposter(s) to justice. As in the other aspects of the case, ITRC feels it is important that the victim continues to be a presence in the case in the courtroom, either in person, through a written statement, or both. 

In the event that you cannot physically be in court, a written letter will suffice. But explore all options. One ITRC-aided victim was unable to travel to the courtroom and with the court permission's was allowed to videotape her victim impact statement. The prosecutor later said that it was well received by the court and may have made a difference in sentencing. 

As we said in Fact Sheet 109 (formerly 17F), "The Court Experience" there are few assistance groups that understand and can help victims of nonviolent crime clearly explain their issues. In many cases, victim statements help to educate judges about the long-term effects of identity theft, a crime they may not often encounter. 

Victims quickly find out that real courts are not like the ones we see on television. Judges deal with robbery, rape, murder, and violent and brutal attacks on children and helpless victims on a daily basis. These crimes make identity theft look like a day at the park. Identity theft victims don't have bruises to show, they've been forgiven most of the financial loss, and as one judge put it, "you really haven't been harmed." 

Some judges still see this as a victimless crime. It is up to us the victims - to clearly explain otherwise, in language that the court can consider. We need to speak in terms that a judge can include in his/her deliberations. And we need to remember we didn't lose a loved one: hysterics aren't appropriate, no matter how upset you are. Judges stop listening when victims become dramatic. They can't afford to get emotionally involved, nor would it be appropriate considering the types of cases they hear. Identity theft victims have been harmed, but we need to put it in perspective so that the judge can take us seriously. 

One ITRC victim, whose son was her imposter, said clearly in her statement: "Your honor. This is a difficult day for me. Please hear my words and ignore my tears. I know that this needs to be said, yet the mother in me is pained. My son has a problem. He is on the wrong path. I have tried to help. Now I depend on you to help him find the right trail." The judge listened carefully to her carefully constructed, unemotional accounting. And she did cry a bit, but stayed controlled throughout her statement. In his closing remarks, the judge addressed the mother and commended her on her courage and professionalism. 

Your victim impact statement will help the district attorney to put a real face to the crime, to show it in living color. It is your responsibility to educate the judge about your needs and your reaction to this crime. 

With the assistance of DAs, consumer advocates, consumer attorneys and victims, ITRC has put together the following guidelines for victim impact statements. We recommend you also refer to ITRC Fact Sheet 109 (formerly 17F), "The Court Experience" (-) to completely understand your role in the courtroom and what will occur. Fact Sheet 107 (formerly 17C), "Reasonable Requests a Victim Can Make of the Court" discusses restitution options. 

WHEN TO USE A VICTIM IMPACT STATEMENT
Typically there are two times a victim impact statement should be sent to the court: 

1. Arraignment Hearing: This is when the charges are first read to the defendant and they have the opportunity to plea guilty or not guilty. Typically, the defendant will go up to the front of the room along with his/her attorney. The judge will read the charges and ask how they plead. Expect to hear, "Not guilty." Don't take it personally. 

The judge will quickly review the DA's case and ask if the defendant waives his/her right to a jury trial. Then the judge will set a preliminary trial date, a readiness hearing date, and decide bail. It goes very quickly and is basically a formality. Typically the judge will be assigned many cases to hear, so unless you wish to be there and don't mind waiting for your case to be called, this could be one step you choose not to attend 

Should you decide to send a victim statement for the arraignment, it should be done prior to the hearing so the judge can read it along with the prosecutor's brief. Your statement may include a brief summary of the case and the financial and emotional harm you suffered. If you fear for your life, you should discuss this prior to the arraignment with the DA so he/she can indicate your fears to the judge in your letter. This is not the time to discuss sentencing. 

2. Sentencing Hearing: This is after the trial is complete. Again, we recommend you send the letter to the court ahead of time so the judge has time to read it before coming to the bench. You have a better chance of getting the full attention of the judge if you send it to him/her to read prior to the hearing. 

You may also choose to read it to the court yourself. Some victims both send a letter and make an oral statement. Should this be how you proceed it is vital that you limit your oral statement to about three minutes, highlighting the important points you wish to share. You should not read the same statement you sent to the court. Talk with the prosecutor to find out what he/she advises you to include as a sentencing request. You may even want the prosecutor to read your statement prior to sending it or reading it to the court and give you feedback. 

If you feel threatened by attending or are unable to get to court because of illness or distance, you do not need to attend unless you receive a court order to appear. Being there gives some victims the sense of closure they seek. 

WHAT A VICTIM IMPACT STATEMENT SHOULD NOT BE: 

· It is not an opportunity to vent your anger at the law enforcement and judicial systems. You must always show respect to the judge and the position he/she represents. (Don't bite the hand that feeds you.) 

· It is not the time to review the entire case; that's the prosecutor's job. 

· It is not a time to be wordy. Avoid repetition. Brevity is important; judges need to keep calendars moving. 

· It is not a time to explode with an emotional outburst at the imposter or be overly dramatic. 

· It is not a time to expect a confession from the imposter or to ask why did you do this? You won't get an honest answer anyway, and the "apology" might work against you if interpreted as remorse. 

WHAT THE VICTIM IMPACT STATEMENT IS: 

· It is a business letter that respectfully and clearly states the financial, emotional and/or criminal burdens this action has caused to occur to you and your family. 

· It is an opportunity to request reasonable restitution for out-of-pocket expenses you've incurred. 

· It is an opportunity to let the court hear from the victim of the crime. 

· It is an opportunity to recommend what reasonable sentencing you would like to see. It is a chance to suggest to the judge they consider requiring the defendant receive psychological counseling, anti-theft counseling, and/or long-term probation. 

· You should also strongly request the judge prohibit the criminal from ever having your personal information in his/her possession again, to prevent revictimization at a future date. 

· It is an opportunity to educate the court about identity theft and its long-reaching ramifications. 

· Most importantly, it is a time for you to get some closure. The very act of telling the court that you have been injured, knowing the judge has heard your pain, closes a door for many victims. 

RECOMMENDED FORMAT 

We recommend that you format this like a business letter, putting your name, address, phone number and date on the top of the paper or use letterhead stationery. Use short paragraphs, which are easier to read. Organize your thoughts to avoid repetition. Spelling and grammar definitely count. 

Address your statement to the judge in the case, using his/her name as the addressee. You may also send copies to the DA and probation officer. Ask the DA or the probation officer the best way and time to send this to the judge. In San Diego, they recommend that we submit our statements three weeks ahead of time to the probation officer who then directs it to the court. 

If you choose to present an oral statement in court, do not read this same statement. Take no more than three minutes to tell the judge how this has affected you and to briefly reiterate your requests about sentencing. You may also respond to some of the remarks made by the defense attorney, though for the most part, that is the prosecutor's job. You don't need to argue the benefits of the case, just how it affected you. Please also remember that all documents submitted to the court or read in court become part of the public trial record. If you don't want something publicly known, then don't include it. Talk with your DA about the best way to handle the situation. 

The Identity Theft Resource Center thanks Mari Frank, Esq. for parts of the following format. You can find a complete copy of it in her book, From Victim to Victor (footnote 1). We recommend the entire statement not exceed TWO pages. 

The Honorable____
County of (name) Superior Court
(2 lines)
Dear Judge (name):

First section —In your own words, thank the judge for the opportunity to present your statement. 

Second section —One or two paragraphs summarizing the next four sections. (This is a writing technique called "tell them what you are going to tell them about.") For example, "I am a victim of identity theft. On (date), (name) stole over $50,000 from credit grantors using my name. For more than 14 months he used my name and Social Security number, opening 15 accounts across the country. In doing so, he caused my family great emotional stress due to repeated calls from collection agencies, a loss of more than 180 hours of my time and required me to spend $350 in out-of-pocket expenses to clear my name. To this day, I have still not been able to resolve three accounts, and have been turned down for a loan on the home of our dreams." 

Third section —The Burden on the Victim. This is the time to summarize your efforts to clear up the problem caused by this crime. Tell about the hours you spent, the numerous letters and phone calls you made, fraud alerts on accounts, changing accounts, getting a new driver's license number, dealing with credit grantors and governmental agencies. Bring your victim notebook (see ITRC Fact Sheet 106 [formerly 17B], "How to Organize Your Case") to show the 4-inch thick binder needed to hold all the documents. Were there any long-term effects such as refused credit or the loss of a job due to a DUI by the imposter? Keep it short and be specific. 

Fourth section —The Emotional Impact. How did this affect you and your family emotionally, medically? How did this affect your family, relationships and employment? Did this crime cause a change in your lifestyle or your personality? Give examples and some details to prove your point, but don't beat it to death. 

Fifth section —State your respectful requests of the court in terms of sentencing (See Fact Sheet 17C). Then write a short conclusion. This is your final opportunity to briefly explain why you hope the judge will take this crime seriously and consider your requests. Don't vent. Be respectful and talk about why society should not tolerate this crime. What really made it so wrong? What trust did this person violate - for you and for society? This is the time to ask for a Letter of Mis-ID/Clearance should you need one or to ask for the court's assistance in clearing up any ongoing problems. It is also a time to request the court to prohibit the defendant from ever possessing any documents with your identifying information. 

Finally —Thank the courts for their attention and sign your name. Attach copies of any documents that you want the judge to consider, including time logs and receipts for costs and time expended. 

IN CONCLUSION
As more cases of identity theft get to court, judges will become more aware of the intricacies involved in these cases. They will become more attuned to victims of these crimes and what they suffer. Many of you will be pioneers in the courtroom, opening or closing judicial minds about identity theft. We are learning from others what works with impact statements and what doesn't. Your case, statement and demeanor will affect those that follow, and may make the difference in what type of sentence your imposter receives. 

In most cases, the sentence may not include jail time. While that may be your goal, it may not be realistic. Talk with the prosecutor. Find out what he/she would like you to say or do in the courtroom. They know the judges and what each judge will accept. Sentences will differ from judge to judge even in the same jurisdiction. Find out what a realistic sentence is from the prosecutor and be a team player. Working with the prosecutor, you will make the biggest impact on the courts. 

The information in this publication is the property of ITRC and not available for promotional purposes. Copyright 2001, 2003. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC. We thank Beth Givens, the director of the Privacy Rights Clearinghouse, and Mari Frank, Esq. for their insights, advice and, as always, a valued source of information. Recommended reading: From Victim to Victor was written by Mari Frank, Esq., a nationally recognized ID theft expert and attorney. It contains some valuable information and forms that will help you organize this part of your case. This book is a great tool for those people who need structure and either don't have the time to construct letters or want a specific guide. It also has log forms that will help you track of dates, expenses and contacts. From Victim to Victor: A Step-by-Step Guide for Ending the Nightmare of Identity Theft, by Mari Frank, Esq. with Dale Fetherling, Porpoise Press, 1998. Web: www.identitytheft.org Phone: (800) 725-0807. Please say that ITRC referred you. 
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ENHANCING ID THEFT VICTIM - INVESTIGATOR COMMUNICATIONS

Tools for Identity Theft Victims 

Note: Please see Fact Sheets 17(a) and #106 (Organizing Your Case) at www.idtheftcenter.org for step-by-step action guides. The goal of the following information is to enhance your working relationship with law enforcement and credit investigators. 

This guide includes:
Why it Seems Like the Victim Does All the Work
First Steps: Prior to Talking with the Investigator
Sample Summary/Narrative
Making Your Report to the Police 
Behind he Scenes of an Investigation 
Evidence Issues
What You Can Do To Help Your Investigator
One of the most common complaints we receive from identity theft victims is that they feel that law enforcement just doesn't care. Many also complain that fraud investigators at banks and credit card companies don't appear to have their best interest at heart. 

You may be right. But this also may partially be due to "a failure to communicate." We all adjust our communication styles depending on the environment. At work we talk one way, at home we could cover the same topic in a variety of different ways. The same is true in crime investigations. Victims can become overly excited, overbearing and anxious. 

Our victim support counselors have often listened to a victim talk about his or her case for 15 or 20 minutes -- without being told the pertinent facts or what the victim needs from us. That's why we are there, to provide the emotional outlet you might need. However, when you talk with a credit investigator or member of law enforcement, your communication style needs to adjust to their needs. 

The bottom line is that law enforcement does want to put the bad people behind bars or they would not work in this field. Likewise, banks, credit card companies and merchants don't want to keep losing money to imposters. 

This fact sheet will help you state your case in a way that is most useful to the police and to fraud investigators at financial institutions. The tips in this sheet will help you to focus on the pertinent facts and see your case the way they do. As Sgt. Joe Friday said on Dragnet: "The facts, just the facts." 

WHY SHOULD I HAVE TO DO MOST OF THE ORIGINAL WORK? 

Fraud crimes are very complicated. The person who knows the facts and details of this case best is YOU. 

The ability to solve these crimes is usually contained in the details. When one person tells another person a story, especially a complicated story, the person hearing the story usually gets a rough sketch of the story. This is often what happens when a police officer takes a fraud report from a victim who may not understand which points are the most important to the case and which points really can be left for another time or are just not relevant. After all, most of us are not professional investigators. 

The result is that a detective may determine that the case is not workable, when in fact it may be. This is why we suggest that you, as the victim, take the time to write down the story of how you became a victim. By writing down the story, you will also outline and organize the case in your mind so that you can easily tell the story quickly. 

FIRST STEPS:- PRIOR TO TALKING WITH THE INVESTIGATOR 
1. Prior to talking with an investigator, start a journal so that you can record details as they occur. 

2. Rough Draft: The next step is to outline the story, in chronological order, exactly the way that you discovered it. Put down anything you think is important. Don't censor your thoughts. You'll edit it later. For now, just put the information on paper. In the story, there are certain things that are very important to include. 

· How you first discovered the fraud/theft - whom told you and under what circumstances. 

· Any clues you may have as to the identity of the imposter - not guesses, but hard facts. 

· Locations (exact addresses) of where fraudulent applications were signed/submitted presented in your name. 

· Locations (exact addresses, including department of store) of where the fraudulent activity occurred and/or purchases were made. 

· Locations (exact addresses) where goods, services, utilities were delivered to in your name. 

· Locations listed as home addresses on those applications. 

· Telephone numbers listed on all applications and orders. 

· Names used either as primary or secondary account holders. 

· The entire account number of any accounts that are referred to in the story. 

· The full name, address, phone number and date of birth (if you have it) of any person referred to in the story. 

· The names of any companies, investigators or customer service representatives, phone numbers, emails and fax numbers of anyone you have contacted about a potential fraud. Include what dates and time you spoke to them and a brief summary of the conversation. You should ask each of these people for a letter to include in your file. 

· Photocopies of any letters, account statements, or correspondence received by you regarding this case. 

3. Working draft: Now write a concise narrative, removing any emotional response (for example, "He was very rude to me on the phone"). This draft will lengthen as you uncover more information. [See example that follows.] 

4. Be sure to include the following information in the opening section of your outline. We realize this may feel invasive, but you must provide this information if you want help. 

· First, middle, and last name 

· Any prior names you had that may be involved in the crime 

· Date of birth (DOB) 

· Home and business address 

· Home, business, cell phone, and pager numbers 

· Driver's license number 

· Social Security number 

5. These notes are now the basis of your discussion with any investigator. You have outlined the main details and have documented your case. Please note: You would give all these details to law enforcement. Credit card company investigators are primarily interested in their own company, but may ask about other accounts that were opened. Police investigators will also use this outline to help them determine where evidence might be found and whom to contact to receive it. 

EXAMPLE OF VICTIM SUMMARY or NARRATIVE

Name: Bob Victim 
DOB: 10/04/44 
DL# C0000000 
SSN 111-11-0000. 
I live at 1000 S. Main St. #115, Anytown, CA 90250 
Home phone 555-555-5454, wk phone 555-555-5544
Email 000000@buzz.com 
Best time to reach me- 6-9 pm at home
I have lived there 4 years 3 months. I am retired, so I do not have a business address or phone number.

Discovery of fraud: 
On 11/15/99, I received a phone call from Gary Woods at ABC Collections (800-555-5555). Woods told me that I owed American Express $17,000 and that the account had been sent to his collection agency. I told Woods that I do not have an American Express card, nor have I ever had one. Woods said that he would send me a letter in the mail. 

Activity to date (in chronological order): 

· On 11/18/99, I received the letter from ABC Collections, a copy of which is attached. The letter indicated that Bob Victim had opened American Express account 1234567890123456, and had accumulated $17,000 worth of charges. 

· On 11/18/99, I called American Express at 800-555-1234 and spoke to Betty Jones. Jones told me that the account was opened on 08/15/99 and all the charges were made within two weeks of the account being opened. Jones said that she would not be able to provide me with a copy of the statements, as I was reporting it as fraud. She said that she would send me an Affidavit of Forgery to complete and return to her. She told me that the bills were mailed to 123 Main Street, Center City, Ca. 90001 and my home telephone number listed on the application was 001-555-1212. Application made by telephone. 

· On 11/18/99, I contacted Experian at 888-397-3742 and requested a free copy of my credit report, as I had been a victim of fraud. I put a fraud alert on my report. On 11/22/99, I received the copy of my credit report from Experian (in file). 

· On 1/15/00, I found out that a cell phone was ordered in July 1999, 5 months ago, from Pacbell Mobile. Received final collection notice. Contacted fraud department, spoke with Gina Hicks at 555-777-8888. She finally confirmed that George Bell opened the account with his name and my SSN. After receiving a note from me, sent me copy of application (in file). Account closed by my request on 1/15/00. Application done at a PacBell Store -- signature forged. 

· Contacted CA DMV on 11/25/99 to flag my driver's license. They said that no one has applied for a duplicate license in my name nor tried to change the address on the license. 

Affected Accounts: There are three credit cards that I have never opened on the Experian report. 

· American Express account 1234567890123465 $ total charges to date 

· Visa account 2345678901234567 $ total charges to date 

· Discover account 4567890123456789. $ total charges to date. 

Facts about the imposter:

· I believe that my identity was stolen from an application for a cell phone because I used my middle initial, which I have not used on any other applications in the last 2 years. The thefts started within 2 weeks of my filling out the application and all used that same middle initial. 

· Or - I believe that my information was stolen when I left my purse unattended at a party at New Years. I was carrying my birth certificate that day, and that may have been how they found out about my mother's maiden name and birth location. No one ever remembers the city where I was born because it is such a small town. 

· Or - I don't know how they got my information. I've filled out about 15 rent applications, 3 utility applications in the last few months and go to school where they use my SSN as my ID number (This gives the police a starting point). 

· Or - Union Bank, La Mesa branch mgr., said that the imposter showed a driver's license to withdraw money from my account. Fraud investigator Matt Scott, 555-773-3388, said they may have videotape on the activity. 


MAKING YOUR REPORT: - LISTEN, QUESTION
Law enforcement officers carry large caseloads. They need to get the information as quickly and as accurately as possible. After all, the point is for them to catch the bad guys, not spend the afternoon with you. Remember Joe Friday -- The facts, just the facts. 

1. Listen and Participate. 

· Give the investigator a paper copy of the narrative you have prepared (example above). This may save everyone some time and avoid forgotten details. Find out a secure way to send a copy to them if you only talk by phone. 

· Listen to the questions asked and direct your answers to those questions. Usually investigators have a specific form that they need to fill out. A great deal of time and experience has gone into this form. It is designed to cover all the information, without details falling between the cracks. You may have more to tell them, but let them lead the way. 

· If there is an area you feel has been left out once the preliminary form has been completed, NOW is the time to add the details you feel are relevant. If you give them the outline, you can just point out the area. 

· Provide copies of any documentation you have. Let the investigator know of any evidence you think might be available. 

2. Question and Communicate. Write down any questions that you want to remember to ask your investigator prior to his/her arrival or phone call. Take notes. The more you know about this process, the better prepared you will be. 

· What are their procedures from this point forward? What are their priorities on the case? 

· How many cases are they handling right now? (This gives you an idea of how much time they can dedicate to your case). 

· How long do their investigations normally take? 

· Will you always have the same investigator on the case? (You want to know whom you can always contact.) 

· What should you do if you find out more information that may help them, or what to do if you get another collection notice? Should you call, email or mail it to them? 

· How soon until you can get a copy of the police report (or a letter of investigation from a credit card company)? What are the procedures for getting it? 

· When will you hear from them next? 

· What can you be doing in the meantime? Is there something you can do to move things along faster? 

· Is there any action you might take that would harm the case? 

· What chance does the law enforcement officer think they have in catching this person? (Maybe you need to reestablish your priorities. For example, instead of thinking about taking this case all the way to court, maybe you need to just focus on cleaning up the mess.) 

· Can they provide any written documentation you can use to show you are not the imposter (for instance a letter of clearance)? 

BEHIND THE SCENES IN SOME LAW ENFORCEMENT FRAUD DIVISIONS
· The first thing that will happen is that your case will be referred to a fraud investigator. Depending on caseload size, this might take several days. 

· You will be called and told who will be covering your case. You may be interviewed by phone or asked to come in. If this is not possible due to work or distance, tell them so and try to arrange for an alternate way to gather information. 

· The detective will triage your case by reading the initial report, trying to determine the potential of moving forward with the case. Remember: the better you communicate the crime, the better the opportunity for action. 

· As time permits, the detective will start to gather evidence IF they think there is a chance that they can make a case and find the imposter. 

· Your case will sit in a pile of other cases. Detectives rarely work on one case at a time. Many times your case will sit while they wait for a credit card company to send them the official copy of a fraudulent application or while they wait for someone from the bank to return a call. Some banks and credit card companies take several weeks and several reminder calls before sending out requested information. 

· The detective might have to get a court order to get information; that will take additional time. 

· Your case might also get put on a back burner if a detective is given a case where the criminal has just been arrested. Many states have laws regarding a 48-hour rule. This means that the officer has one day to put together a case to present to the prosecutor on a suspect who has been arrested so the suspect can be arraigned on the charges within the second court day of his arrest. If not, the suspect must be released and cannot be re-arrested for the exact same incident at a later date. So those always have priority. 

· Detectives rarely close an open case. It may seem like nothing is happening but they do have your case in the back of their minds. Sometimes cases may sit months with no activity and suddenly the imposter does something foolish and evidence is found to tie them to the case. 

On a personal note: I knew the person who stole my identity. The police got a search warrant within three weeks of my first report to them. During the search they gathered more than 3 boxes of evidence. It took 11 months for them to sort that information, get official copies of documents and build a solid case before it went to arraignment. I was not thrilled, to say the least. I feared she would skip town and all would be lost. She didn't leave town, and is now a convicted felon. The moral: Even the most clear-cut cases take time. 

EVIDENCE ISSUES 

What might seem to you to be clear-cut evidence might not help your case due to various evidence laws. Law enforcement must clearly prove a chain of evidence that connects the crime to the imposter. These examples might help you see the problem. For a more detailed look at "The Evidence Trail," please read Fact Sheet 114. 

31. "I threw some old checks in the trash. I saw the person who took them out. He lives 3 doors down the street. Why won't you arrest him?" Taking paper from your trash does not prove that this person passed the bad checks. The police must have conclusive proof. Examples include a witness or videotape of the transaction that attests to the identity of the person writing and passing the bad checks. 

32. "The only place I left an application with my middle initial was at the phone company. It must be the employee who took the info." Again, the police must prove that the person who received the information either sold it or used it herself to commit a crime. 

33. "The thief used a credit card to get a computer. I know the address it was delivered to." The police must prove that the person receiving the merchandise committed the crime. Haven't you ever had a package delivered to you that you didn't order? The address listed might also be a temporary address, inhabited only a few days. The criminals might be long gone by the time you find out. 

34. "I know the person who took my identity. He stayed at my house a couple of days." The police must first prove that you didn't give the suspect permission to take the info and that this "friend" actually committed the crime. That means videotapes, talking with store clerks, comparing signatures on applications and credit slips, etc. 

35. A criminal uses your stolen driver's license. Police have to prove that he/she knowingly used false ID. The imposters may claim, "I must have picked this up from the bar instead of my own. I thought it was mine." 

36. Getting the paperwork for court orders for evidence takes time and must be done with a limited focus. It is not unusual for an investigator to call several times over several weeks to get one application form from a utility company. 

37. Many times documents that are requested are archived on microfilm by the credit issuers or utilities. This adds time to the retrieval process. 

WHAT YOU CAN DO TO HELP YOUR INVESTIGATOR 
This is their case. They must be in charge of the investigation, or you could taint the case. However, you can ASK how you might help and work with them. Remember, however, that your theft is not their only case. Please respect their time and be succinct in your phone calls. Get right to the point. Finally, rudeness never works. They don't deserve your anger and it does not give anyone incentive to work harder for you. Usually, law enforcement is as frustrated as you are when they hit a wall in a case. Credit card and bank investigators want to retain you as a valuable customer. Identity theft cases are slow and may take months to complete. 

38. Keep updating your outline, documenting your case. 

39. Contact the detective when you have new evidence, but no more than once a week during the active period of the case. 

40. Contact your detective once every 3 - 4 weeks even if you don't have evidence to share. Do NOT telephone them more frequently than this. Ask about the status of the case. 

41. Don't use law enforcement or investigators as a therapist or a person to dump emotional frustration on. 

42. Ask what you can do to help move the case forward. Is there anything they are waiting for? Maybe a call to your fraud contact at the bank or credit card company might help. 

SOME FINAL THOUGHTS 

As much as we would like them to, most ID theft cases do not end in arrest. Usually, this is not the fault of law enforcement; they are overworked and understaffed. Leads may not pan out, and evidence we thought might be perfect doesn't prove a case. 

We hope that by following the advice we have provided, your case will end in an arrest and conviction. Should it not, however, please know you did everything humanly possible. And please note that many detectives leave unsolved cases on their desk hoping that sometime, somehow, a new piece of evidence will finally prove to be the imposter's undoing. 

Until legislation is passed and industry practices are changed such that the crime is more difficult and less appealing to commit, criminals will continue to commit identity theft. Hopefully, your state is one that has passed laws that help you to clear your records and provide assistance for any emotional distress or financial loss you have incurred. 

The information in this publication is the property of ITRC and not available for promotional purposes. Copyright 2002, 2003. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC. ITRC email: itrc@idtheftcenter.org We thank Beth Givens from Privacy Rights Clearinghouse, Det. Joseph Dulla (Los Angeles Sheriff's Dept.), Detective Paul Libassi (San Diego Police Department, Regional Fraud Task Force) for their insights, advice and, as always, as a valued source of information. Editor: Ronnie Wilson. 
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SHOULD I CHANGE MY SOCIAL SECURITY NUMBER? 

A Question Often Asked by Identity Theft Victims

The purpose of this fact sheet is to help you make an informed decision - should you get a new Social Security number (SSN) or will a new SSN cause more problems than you have right now? 

Topics covered include:
Relevant Facts
The Regulations: Under what circumstances Social Security Administration (SSA) will consider such a request.
Case histories and feedback from actual victims who have gotten a new SSN: Would they do it again? Why or why not?
The ITRC Position on this subject
Advice IF You Decide to Proceed
Resources 

When your identity is stolen, an immediate response is to get new credit cards, close bank accounts and completely separate yourself from your current identifying information. In some cases, some of those steps are warranted. For instance, if the perpetrator has already tried to take money out of your checking account, you should change your checking account number. If the criminal has applied for a duplicate driver's license under your name, you should ask your state Department of Motor Vehicles for a new number. 

Changing numbers in the above situations is fairly easy and relatively risk-free. However, since most identity theft cases involve the SSN, some victims express a desire to apply for a new number. While it might seen to be a logical step, getting a new SSN is fraught with consequences, not always apparent at the beginning. 

SOME RELEVANT FACTS: 
1. The vulnerability of the newly issued SSN is not significantly different from the compromised number, unless the SSN holder scrupulously protects it. Unlike the measles, becoming an identity theft victim does not provide immunity to becoming a victim again, in a completely unrelated situation. Clearly, the SSN is one of your most valued, and valuable, possessions. Don't entrust it to the care of, or expose it to, anyone with whom you wouldn't gladly share your money, jewelry, auto, or other property. 

2. Seeking and/or receiving a new SSN is not a guarantee that the problems associated with the compromised number will be remedied any faster, if at all. 

3. Your original SSN will remain assigned to you and linked through SSA computer systems to the new number. The new SSN will be cross-referred to the old number for integrity reasons and so that earnings can be properly credited. SSA does not void, delete or cancel SSNs. 

4. When SSA determines that the same SSN was accidentally assigned to two different people, and consequently assigns a new number to one of these individuals, the numbers are not cross-referred. 

5. A new SSN may not resolve the individual's problems because SSA does not have authority to control the use of the SSN by other agencies, organizations and credit bureaus. These organizations may have records under the original SSN. The Social Security Administration is neither responsible for, nor can SSA control, how these organizations use the original SSN. The following are examples of some, but not all, such agencies/organizations: 

· Internal Revenue Service, IRS 

· Banks 

· Departments of Motor Vehicles 

· Insurance companies, especially health insurance companies 

· Schools, universities and colleges 

· Credit bureaus 

· Other Federal and State agencies 

· The military 

· Medicare, Medicaid 

6. Credit bureaus use the SSN in conjunction with other information (for example, the individual's name, year of birth, address(es), and spouse's name) to identify a record. When the individual uses a new SSN, he/she is not guaranteed a fresh start, particularly if the other identifiers remain the same. This is not a way to hide from poor credit history you have caused. A credit bureau may combine the credit records from the old SSN with those from the new SSN. 

7. In the case of identity theft, a new SSN may actually create new problems. Even when the old credit information is not associated with the new SSN, the absence of any credit history under the new SSN may make it more difficult for an individual to get credit, continue college, rent an apartment, buy a big-ticket item, open a bank account, get health insurance or get a job. 

8. Inquiries on a credit record do not always mean someone has used the victim's SSN or applied for credit. Up to 1/3 of all credit reports contain misinformation not attributed to identity theft. When misinformation or an apparent fraudulent account appears on an individual's credit record that does not always mean someone else misused that individual's SSN. Some credit bureau records are incorrect because of errors either caused by the reporting company (ie. department store) when providing the information or by the credit bureau when adding the information (e.g., an SSN was incorrectly keyed or the records of two individuals with similar names were combined). 

THE REGULATIONS: 

UNDER WHAT CIRCUMSTANCES MAY I APPLY FOR A NEW SSN?

Although SSA does not routinely assign new numbers, they will do so when a victim requests a new SSN and provides evidence that he/she has tried to resolve the problems brought on by identity theft but continues to experience problems because of SSN misuse. The following information comes directly from the SSA (as of 4/01). It is provided to give you an idea of the strict standards you must meet for consideration as a candidate for a new SSN. Please keep in mind that even if you are eligible for a new SSN, it may not be the best choice for you. 

Examples of SSN misuse by a perpetrator: 

· Applying for credit using another person's SSN. 

· Using another person's SSN to work. 

· Furnishing another person's SSN to a police officer when stopped for a traffic violation. 

· Using the victim's SSN to learn his/her whereabouts in order to carry out harassment/abuse or otherwise endanger the victim's life. 

Examples that are not SSN misuse: 

· An apartment complex manager who uses a potential renter's SSN to check the person's credit history or criminal background. 

· Applying for credit using another person's name and other identifying information, but not his/her SSN. 

· Furnishing another person's name, but not SSN, to a police officer when stopped for a traffic violation. 

· A credit bureau or other entity using a person's SSN as an identifier for record keeping purposes. 

Examples of disadvantage by misuse of the SSN: 

· Past SSN misuse causes a recent application for a home mortgage to be denied. 

· The IRS questions a tax return because of unreported earnings, a result of someone using another individual's SSN to work. 

· An individual's SSN was misused to obtain credit several years ago, but documented attempts to correct his/her credit record have been unsuccessful. 

· Past SSN misuse causes an individual to be arrested whenever he/she is stopped for a traffic violation. 

Examples that are not disadvantage by misuse of the SSN: 

· An individual's SSN was misused to obtain credit 2 years ago. The credit bureau corrected the credit report and/or added a cautionary statement to contact the victim first. The victim's SSN has not been used subsequently, nor has the victim been denied credit. 

· An individual who has been a victim of identity theft in the past, and has had fraud alerts placed on his/her credit record, has to wait while a store employee verifies his/her credit card with a bank before processing the transaction. 

· A credit card holder, who has had identity theft problems in the past and opened new credit, receives a call from the credit company to verify that he/she charged a large purchase recently. 

SHOULD I OR SHOULDN'T I? CASE HISTORIES FROM THOSE WHO DID
All case histories have been written by actual victims who received new SSNs. Except in Case 3, their real names have been changed to preserve their privacy. 

Case 1: Banks refused to deal with Andrew because he had a creditless SSN. 

With nearly $80,000 of bad debts, more than 30 delinquent accounts and a court judgement against my wife due to identity fraud, our attorney suggested we try to get new Social Security numbers. After showing all the data we had (credit reports, false applications, affidavits from employers and friends, proof of actual address against the address where the credit report claimed it occurred) we were granted new Social Security numbers. 

To be honest this action has brought almost no benefits. In fact, it caused a lot of problems. It was easier to get a mortgage with bad credit (albeit at 10.5% interest) rather than a creditless Social Security number. At work the change in my SSN affected my ability to do payroll direct deposit, cancelled my telephone card, changed my medical policy and my 401K allocation. 

At home it meant I could not get cheaper car insurance, even though I have no tickets or accidents. It also meant banks refused to deal with me and one opened up fraud investigations on me as they could not get a credit record for me (they also refused to return my deposit that opened the account). One of the credit bureaus cross-referenced the old and new Social Security numbers (they refuse to say how they did this) and so all the old bad credit moved to the new numbers. In the meantime most of the bad credit has been removed from the old Social Security numbers, mostly due to constant calling of the companies fraud departments. 

In retrospect it would have been better not to get new Social Security numbers. It is always possible to prove the bad credit isn't yours and most companies were very sympathetic to the phone calls that you have to make each day/week/month. It is not that easy to prove you are a good credit risk if you have no credit -- no matter how much you call. 

Case 2: Debbie was young and had not yet built up a credit history so changing the SSN worked well for her. 

While I was in college, someone applied for and used a fraudulent duplicate California Driver's license under my name. By the time I found out, she had been using it for almost a year and there had been a warrant for "my" arrest for nearly 6 months. Had I been pulled over for any reason in that time, I would have been taken to jail on the spot. A DMV search proved that the "new photo" on my record was of a person of a distinctly different ethnic descent. Additionally, the investigators found that mine was not the first identity stolen by this same woman. Under the circumstances, they issued a new driver's license (after questioning me for a while to make sure I hadn't allowed her to use it). At the time, I thought that was the extent of this person using my identity. 

It wasn't until about 6 months later when my roommate moved out and I tried to change the utilities to my name, that I found out she had been using my Social Security number as well. A look at my credit reports showed that she had set up at least 3 telephone numbers in the Northern California region, to which collect calls were made from a women's prison. The bills totaled over two thousand dollars over a two-month period. Additionally, she had attempted to get a bank loan and a number of credit cards. Fortunately for me, at the time I had no work history and no credit cards of my own, and thief was unable to get approved for any credit or loans. 

There were two factors that ultimately helped me prove that I was not the person using my Social Security number. First, I had already received a new driver's license number and a letter from the DMV explaining the criminal activity by the woman in Northern California. Second, all of the SSN activity was also happening in Northern California. Because I was in school and maintaining a residence in Southern California, I was able to prove that I could not have been in Northern California doing all of the stuff the thief was doing. 

Using supportive letters from the credit reporting companies, the utilities and the DMV along with my original birth certificate, I was able justify the need for a new Social Security number. 

By the time I got everything cleared up, I was 22 years old, and as I mentioned earlier, I had no work history or credit history at the time. I feel that this was a definite advantage in being able to get rid of the old SSN, because I was not losing anything personal to me; I had not yet begun to build my credit. The whole ordeal lasted about two years, and I don't know to this day how she got my information. I can only guess that it was from a credit card application that I sent in to Nordstrom, but that I never heard back from. I know I'm lucky to have had it happen at a time that I could change all of my "public identity records" and move beyond the damage that the thief caused. 

Case 3: A clerical error mixed Scott's SSN with that of an accused murderer. 

Changing my SSN based on poor advice was absolutely the worst thing that I could have done. I thought it would distance myself and my family from an accused murderer that had several DUI arrests. This person became associated with my SSN because of an order entry error (supposedly) that linked me to that man. It was then distributed through the police network and the credit reporting agencies. 

No matter where the problem came from, I was now this man's alias and my jobs (potential and existing) were ruined. This cascaded into a bad line of credit due to my inability to obtain regular employment and eventually my marriage failed. When I discovered the problem, it was too late to repair the damage quickly enough and I was advised (quite poorly might I add) that I should change my SSN. 

At the time, I felt lucky and thought that my life would now turn around. I was completely wrong. My credit records now appeared to have a fraudulent SSN and the alert could only be seen by the creditors and not myself. Now I have problems making the transition between the numbers and have a great deal of trouble with my credit. Having changed my SSN now requires continual explanations and makes everyone suspicious of me. Furthermore I will never know until I retire if all of my benefits will transfer. My entire future is an unknown.....my life is in shambles. I hope and pray that I can help others in my situation so that they do not have to lose everything like I did. Especially their families. My transcripts can be looked up on MSNBC's web site under a search of Scott Lewis or Identity theft. (permission given to ITRC to use victim's name) 

THE POSITION OF THE IDENTITY THEFT RESOURCE CENTER (ITRC):
In most circumstances ITRC does not recommend obtaining a new SSN. The following are some of the exceptions to this rule. Obviously, each case must be evaluated by its own merits. 

1. You are an individual just starting out in life. You have not yet established a credit history and will not lose college or financial records. 

2. Your case is life threatening and it has been strongly recommended by the FBI, Secret Service or another law enforcement or criminal justice agency to take this step. If this is the case, please ask them to assist you in establishing a "false" personal history. 

3. If a new SSN is requested because of harassment/abuse, the decision to assign a new SSN must be made by SSA central office. This is to ensure that additional safeguards are placed on the SSN records to protect the safety of the victim. If this is the situation, the victim should make this known to SSA at the time he/she applies for a new SSN and SSA will assist the victim to obtain the necessary evidence. 

4. Your case is so extreme that an attorney who has a great deal of expertise in the area of identity theft or Social Security law recommends this action. 

5. If you live in California (http://www.privacy.ca.gov/financial/cfreeze.htm ) or another state that adopts a credit freeze law , tried to freeze your report and still had no success or this is primarily a case of criminal identity theft. 

Should you decide to get a new SSN or if you have already gone through the process, please contact ITRC about six months after it goes through. Information about your experiences will add to our body of knowledge and assist us to better advise others. Your testimony will be treated with complete confidentiality per our privacy policy. Thank you. 

ADVICE IF YOU DECIDE TO PROCEED: You must apply in person at your local Social Security Administration office. They will help you complete a statement explaining why you need a new number and the application for a new number. 

The following information has been provided by a victim of ID theft who was able to change his Social Security number without it affecting his personal or financial status. Please be advised that it took a lot of work, years of time, extensive research and that your final results may not be the same. Also, if the person who stole your information is one of those who is able to learn about your new SSN (workplace ID theft, for example) you have just placed your new number in jeopardy. 

"Managing a New Social Security Number"
By Theodore Wern, Esq. 
A few victims of identity theft have chosen to change their Social Security number in an effort to repair their credit and distance themselves from an identity thief. I have been a victim of identity theft and I chose to change my Social Security number. It was an extremely risky decision and I would NOT recommend it to others. However, for those of you who have changed your number or who plan to do so, below is an outline of the strategy I employed after I received my new number. The primary goal of this strategy was to replace my old Social Security number on all of my personal and financial records. It was a difficult and time-consuming process, but after years of hard work, it was ultimately successful. 

First, I wrote a letter to each of my creditors (I simply looked at my credit report for a quick checklist) stating that I have changed my SSN and that all future credit reporting MUST be made under that new number. For verification, I attached a police report and a copy of my old and new Social Security card. I sent a similar letter and set of attachments to my employer and to my college. Send all correspondence certified, return receipt requested. 

Second, I sent letters (with attachments) to each of the three major credit reporting agencies Experian, TransUnion and Equifax. Among other things, I instructed the reporting agencies to reject all future uses of my old SSN as fraudulent. Initially, the agencies would not reject my old number because they still showed credit records with that number. However, when all creditors began reporting under my new number, the credit agencies would (upon my vehement request) erase credit entries containing the old numbers. Once all the references to my old number were erased from my credit report, any attempted use of that number would be rejected because there was no credit history to support it. Finally, I changed my driver's license and any other cards displaying my old SSN. 

One more thing I would strongly suggest (but that I did not consider at the time) is to request from the Social Security Administration a letter indicating that your number was changed from "XXX-XX-XXXX" to "YYY-YY-YYYY" due to fraud. When I changed my number, I only received a new card without any supporting correspondence. Such correspondence could be invaluable when a prospective creditor or employer is staring at you with suspicion and disbelief (as they often do). 

I would also suggest that you consider the timing of your transition to the new number. In my case, I received new number in February of 2000. I immediately began to send the above letters in order to prepare for the transition. However, I was moving to another city in May of that year, so I waited until then to actually start using the new number in day-to-day affairs. For every new account I established in the new city (utility, bank, etc.), I would use the new number. I never had to change the numbers on the old accounts because they would be paid off and/or cancelled anyway. 

Of course, the above strategy is not foolproof, and you must be prepared to deal with many unexpected obstacles. The first problem I encountered is that some creditors continued to report under my old number, or in some cases, under BOTH my old and new numbers. The effect of dual reporting can be even more damaging because it creates the appearance of twice the amount of debt. My biggest problem arose from the credit reporting agencies. Even after I sent my notice letters, the agencies simply opened a new data file and kept the old one alive. Effectively, there was two of "me," and a credit search under the new number would usually pull both files, thus leading to many embarrassing and confusing situations. 

I must point out that it is somewhat misleading to suggest that the credit reporting agencies will actually "do" anything in response to a notice letter. Unfortunately, the agencies are often passive participants -- they simply report what they get from creditors. They prefer not to expend any resources sorting or verifying the information they receive. Furthermore, their computers are "flexible" systems that are designed to locate a particular credit file even when the creditor reports imperfect data. 

For example, if the creditor flips a number in a debtor's SSN or date of birth, or misspells a person's name, the reporting agency's computers will nonetheless match it to the most similar file. Despite this flexibility, it was still possible in my case to distance myself from the old number. As discussed above, once all references to the old number were erased from my credit report, the old number would get rejected. In fact, about 6 months after I changed my number, I accidentally used the old number in applying for a credit account. Thankfully, the number was rejected as invalid. 

Another important point I must emphasize is that once you have received your new number you cannot, and should not, use your old number under any circumstances. Although the accidental presentation of my old SSN had the effect of confirming that my old number was dead, such action could have been perceived as fraud on my part. According to my conversations with the Social Security Administration (which were not independently confirmed), you never officially rid yourself of an old SSN. The Administration will always have that number on file and it will always be yours. Therefore, at least according to the Administration, I was probably not acting illegally by accidentally using my old number because it still belongs to me. However, if I were to use an old number to enrich myself, I SHOULD and WOULD be guilty of fraud. 

As you can see, the process of managing a new SSN is extremely complicated, and in many cases, dangerous. However, if you have already changed your number, the above strategies might be helpful to you as a last resort. But remember, the transition is not a smooth one and you must be vigilant with creditors and reporting agencies. If they fail to report or record properly, you must remind them (preferably in writing) that you are the victim and you have a right to a clean record. 

Once again, however, I would not recommend that anyone change their number, except under the most extreme circumstances. Even under such circumstances, the current credit reporting system is not adequately designed to protect those with new numbers. Although I hope to change that someday, someday is NOT today. 

Good luck! 

The author of this letter can be reached by email at: idthefthelp_chicago@yahoo.com.

RESOURCES: 

Social Security Administration General information: 
1-800-772-1213; TTY number 1-800-325-0778; www.ssa.gov. 

Social Security Administration Fraud Hotline: 
1-800-269-0271 or oig.hotline@ssa.gov to report any SSN fraud.

Social Security Administration Publications: www.ssa.gov 
No. 05-10064, "When Someone Misuses Your Number" 
No. 05-10002 "Social Security: Your Number and Card." 

Federal Trade Commission: 1-877-IDTHEFT, www.consumer.gov/idtheft
Privacy Rights Clearinghouse: www.privacyrights.org An excellent resource on privacy and identity theft. For more information on Social Security Number security we recommend Fact Sheet 10 (My Social Security Number: How Secure Is It?), Fact Sheet 11 (From Cradle to Grave: Government Records and Your Privacy), and Fact Sheet 24 (Protecting Financial Privacy in the New Millennium).
The information in this publication is the sole property of ITRC and not available for promotional purposes. Copyright 2001. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC. E-mail: itrc@idtheftcenter.org We thank Beth Givens from Privacy Rights Clearinghouse, the Social Security Administration, Mari Frank, Esq, Theodore Wern, Esq. and the victims who provided the case histories for their insight and advice. 
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The Evidence Trail for Identity Theft Cases: What Is Available and How Might It Help Victims and Law Enforcement? 
Most victims agree - the burden of proving their innocence typically rests solidly on their shoulders. Many law enforcement agencies are receiving more budget money for financial crimes these days, allowing them to upgrade training and add staff. But they continue to struggle to keep up with their caseload. 

Currently (January 2002) there are laws in both Washington and California that assist victims to obtain documentation on the fraudulent financial accounts opened in their names. A legislative bill was introduced in the U.S. Congress at the end of November 2001 addressing this same matter. The Identity Theft Resource Center (ITRC) will keep you informed about pending legislation as it becomes known to us. 

Now that victims are being permitted access to documentation about their cases - such as photocopies of application forms -- it is important to know what evidence is "out there" and how it might help your case. 

With this fact sheet, the ITRC is not encouraging any victim to take the law into his/her own hands. The primary investigator in a crime is and needs to remain law enforcement. Well-meaning victims can taint evidence, can undo the work of weeks or months of an investigation, and can undermine a case so much so that the imposter, if caught, might be allowed to go free. 

When I became a victim of identity theft (September 1997), I was fortunate in that the first credit card company I called shared the application information with me. I was able to immediately identify my imposter. It was my employer. She had used her business address, which I recognized as the mailing address for the account. The second credit card company provided me with a copy of the application, which I turned over to the police. Armed with evidence, the detective could then get a search warrant to her home. That search turned up further evidence and led to her conviction. This happened only because I stepped out of the picture and allowed the investigator to do his job. 

In our work with victims, we have found that many are unaware of what information is collected by credit card companies, utility companies, and merchants that can help law enforcement prove a case of identity theft. Again, we remind victims to coordinate their efforts with the investigator assigned to their case by law enforcement. Photocopies of all documents a victim is able to obtain should be turned over to his/her investigator immediately. 

WHAT EVIDENCE IS OUT THERE 
Financial Identity Theft Cases 

1. Application forms if the account is opened via postal mail or in person, or application information if done online or by phone. 

2. Signature cards - for any checking or bank account. 

3. Credit history records, found on your credit report. 

4. Transaction records - the individual purchase slips for any goods bought on a credit card. 

5. Billing statements. 

6. Records of calls made from a specific telephone number - part of the billing statement for a cell phone or telephone utility account. 

7. Shipping records. 

8. Videotapes - often part of a security system monitoring cash registers. Most tapes are of poor quality and are only kept 2-4 weeks and then reused. 

9. Bankruptcy records. 

Criminal Identity Theft Cases 

1. Department of Motor Vehicles records. 

2. Arrest records and outstanding warrants, criminal database searches. 

3. Passport records. 

Identity "Cloning" Cases (where the imposter uses your information to create a new life for himself/herself) 

1. Social Security benefit records. 

2. Federal IRS tax records, state tax records. 

3. Employment records. 

4. Employee photos. 

5. Department of Motor Vehicles records. 

6. Credit history information (see financial identity theft, above). 

7. Credit card and bank account records. 

8. Bankruptcy records. 

9. Mortgage and property records. 

10. Fictitious business name applications and records. 

11. Business licenses. 

12. Passport records. 

HOW THIS INFORMATION FITS INTO AN INVESTIGATION
The above documentation can provide the following information that the victim and law enforcement can use to prove a case: 

1. These records can help the victim to identify the imposter, especially if the suspect is someone personally known to the victim. In some cases, this information reveals a family secret that leads to counseling and expert help. 

2. These records can provide proof that the signature on the form is not that of the victim. 

3. Photo records can prove the true identity of the imposter and show conclusively that it is not the victim. 

4. Records can shows trends, valuable to police and to victims. 

5. Records can provide names and addresses where merchandise was shipped. Keep in mind that this does NOT prove the person who received the merchandise is involved. He/she might be an innocent bystander whose address is used because they are at work during delivery times. 

6. They can pinpoint the possible location of the imposter, for example, through a business license or traffic tickets. 

7. Phone records or transactions could point to potential witnesses to the crime. 

8. Records can establish the location of transactions and the number of imposters. For example, if the information is used in several locations at the same time, this may indicate several imposters are involved. 

9. Such records can establish the method of theft. 

10. The records might point to information that establishes how the original information was obtained. Examples include a middle initial that was used only on a cell phone application, a legal name only used for payroll purposes, etc. 

11. Multiple fraudulent accounts might help to convince a bank or credit card company that this is a genuine act of identity theft and not just a customer finding a way to not pay a bill. 

12. Finally, since many financial institutions and credit card companies require subpoenas prior to the release of information to law enforcement, such records could help investigators to specify exactly which documents are needed for court evidence in their warrants. 

It would seem logical that when an account is opened in your name, both law enforcement and the victim should have access to the information that is associated with that account. However, many companies refuse to provide copies of application and other documentation to victims claiming that it would be a violation of the imposter's privacy. They claim that once a victim says it is not their account, they lose all rights to information about it. Often companies are concerned about legal problems in releasing information to victims and/or law enforcement. 

The reality is that once an account has been identified as fraudulent, there is no expectation to privacy by the thief. The financial institution or credit issuer is a victim in this crime and should turn over account information to law enforcement in solving that crime. They may need your encouragement to do so. 

Keep informed of current legislation and be assertive when necessary. However, stay polite and don't let your frustration show. It will only distance you from the person who can help. Speak only with fraud investigators or supervisors, the decision makers who can best help you. Access to account information is vital to clearing financial records. The ITRC will continue to advise legislators about this need. 

The information in this publication is the property of the Identity Theft Resource Center and is not available for promotional purposes. Copyright 2002. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to the ITRC. We thank the Beth Givens of the Privacy Rights Clearinghouse and the San Diego Police Department, especially Sgt. Brian Blagg, for their assistance in the creation of this fact sheet.
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WHEN A FRIEND, FAMILY MEMBER, CO-WORKER OR EX-SPOUSE STEALS YOUR IDENTITY: WHAT ARE YOUR OPTIONS WHEN YOU KNOW THE IMPOSTER?
Case 1: "My adult daughter used my information without my knowledge to open several credit cards and buy a car. She hasn't paid on any of these accounts and now the bank and credit card companies want me to pay. What do I do? I don't want to see her go to jail." 

Case 2. "My father has a gambling problem. He opened several checking accounts in both my name and my brother's name. Then he wrote bad checks for his debt. He's 68 years old and my family thinks we should just pay off the debt. I know that if we do, he'll just do it again. What do you advise?" 

Case 3. "My ex-husband is using my 8 year old son's SSN to open credit cards. He even got a driver's license using his information. How do I stop him?" 

Case 4. "My friend apparently went through my papers one day and found my SSN. She has several credit cards that she applied for in both of our names. I found out when I applied for a card and it was denied. She says she will pay off the cards but can only afford $20 a month. The credit card companies want all of it now. I can't afford to pay these off. It is more than $10,000. What do I do? She won't sign a letter saying these are really her cards because she is afraid they will arrest her." 
This guide covers the following topics:

The Reality of the Situation
What If You Suspect the Imposter Is Someone You Know?
Your Options - from tough love to mediation

Letter Forms You May Use

1. Letter From Victim To Credit Issuer 

2. To Be Written By Imposter Accepting Responsibility For Accounts Or Charges 

3. To Be Used When Both Parties Privately Reach An Agreement With Each Other 

Identity theft is a complex crime at best. When the imposter is someone you know, the impact of the crime magnifies dramatically. How do I prosecute my own mother? What kind of father would I be if I allowed the police to arrest my son? Should I practice "tough love?" What will the other family members think of me? What will my friends say? If the imposter is an ex-spouse, the crime borders on abuse and harassment. 

In the event that you wish to deal with this situation as a typical identity theft crime, please refer to the self-help guides: Fact Sheets 17(a), 106 (formerly17b) and 112 (formerly 17j) (www.idtheftcenter.org or www.privacyrights.org). This involves reporting the imposter to the police and following through in helping law enforcement eventually arrest and prosecute the imposter. 

However, some victims who contact us want to resolve the situation without getting the friend or family member in trouble with law enforcement. They just want to restore their good credit and good name. This guide will address some of your choices and possible solutions. 

THE REALITY OF THE SITUATION 
Let's look at this situation from various points of view. 

The law. If you are the victim of identity theft, you now have the right under federal law and in most states to be considered a victim. If you do not report it, there will be no police report, and no investigation. If you want the protection of the law, you must make a report. You are not an accomplice or co-conspirator unless you knew about the fraud and did nothing to stop it, or if you participated in the fraud yourself. If you refuse to make a report, you may appear suspect when you try to clear the fraud activity (civil or criminal). 

Credit card companies and financial institutions. The credit card companies and financial institutions want their money back. That is a reasonable expectation. They know a percentage of people will claim a crime was committed (stolen card or identity theft) in order to get out of paying a bill. One of the standards they have adopted to separate the "deadbeat" from a true case of identity theft is that a person will probably not file a police report if they are making a false claim. 

It is your task to convince them that another person has taken over your accounts and/or opened new accounts in your name - all without your permission or knowledge. You will have to prove that you have not benefited financially from these accounts. Unfortunately, without a police report, which some victims do not wish to get, your job will be much tougher. Credit card companies do not take victims as seriously without a police report. 

The imposter. There are as many reasons to steal as there are imposters. The imposter may have an emotional problem or addiction that forces them to seek more money than they can afford. Examples are gambling, drugs, shoppaholic, or the need for attention. The imposter might be in severe financial straits and decide this is the best way to balance things out. 

Some imposters use identity theft to abuse the victim, as in the case of an ex-spouse, former boyfriend/girlfriend or an angry child. 

Some imposters do not believe that they have actually harmed the victim. They rationalize that the credit card company will absorb the loss and the victim will be forgiven the debt. The imposter does not realize the emotional and financial impact of this crime or the extensive hours and cost of clearing up compromised financial records. We know of a case of an adult child where the mother has used her identity, and she is now unable to even rent an apartment. She is forced to live at home, with the imposter who created the problem. 

The victim. When you personally know the individual who has used your information, the emotional impact of identity theft dramatically increases -- the sense of violation and betrayal, embarrassment for yourself and the imposter, the abuse of trust, even your feeling of how you evaluate others. You may feel that this decision is not cut and dry. It has many ramifications, for you and for those who know both you and the imposter. And those who know both of you may put pressure on you to assume the responsibility for the crime to protect the criminal. 

One victim put it this way: 

"The person who stole my identity was a friend. When I first found out, I was angry at what she did to me, apparently without concern for my feelings or financial security. I reported the situation to the police and then spent the next few weeks worrying about her safety. Would she be arrested? Would she be angry with me? She did get arrested and pled guilty. 

The day they took her from the courtroom in shackles was a very difficult day for me. I had a lot of mixed feelings. I knew she would not be able to hurt me for a while, that she would pay for her crime. People told me I should be celebrating. But how do you celebrate when you get to walk in the sunlight and the person you thought was a friend is behind bars, on a cot, alone and unable to feel the breeze on her face? 

It took me a while to stop identifying with her. I also had to make peace with myself. I was not the cause of the crime. I was simply a way for her to get money. By going to the police, I had actually given her a gift. A chance to change her ways and get her life together. I finally realized this crime was not about me. It was about her and her problems. I was just an innocent bystander. She was not capable of understanding friendship." 

WHAT IF YOU SUSPECT THE IMPOSTER IS SOMEONE YOU KNOW? 
What steps can you take to gather the proof you need? 

1. Let's assume you found out by having a credit card refused or having a collection agency call you. The first step is order copies of your credit reports from Experian, TransUnion and Equifax (see Factsheet 17a at www.idtheftcenter.org or www.privacyrights.org). We recommend you place a fraud alert at the same time that your order these reports. These reports are free if you believe you might be a victim of financial crime or have been refused credit or a job. 

2. Next, call all the companies or collection agencies that list an account that you have not personally opened or that show a pending application. Let them know this is a case of identity theft and find out what steps you must take to clear their records. Ask these company(ies) for photocopies of the fraudulent applications and credit slips for purchases made. This is very important. With those, you can show that the signature is not yours. You might also recognize the writing, the address used, the purchases made, or the location of purchases. At this time both California and Washington have laws requiring they provide those to you (1/1/02). 

3. If the company refuses to give this documentation to you, we suggest that you obtain an identity theft victim's guide written by a co-author of this document, victim and attorney Mari Frank (From Victim to Victor, www.identitytheft.org ). It contains letters for many kinds of identity theft situations, including the request for photocopies of the credit applications. These letterforms are different than those provided at the end of this sheet and may be of benefit because you will be dealing with this case as a typical identity theft case. You may also find some of the other self-help guides at ITRC's web site beneficial. 

4. Remember, you are not liable for this debt, and the company is taking advantage of the fact that you are a family member if they insist that you pay. We hope you have not paid a penny of the fraudulent credit card accounts. If you have, your case is much harder to fight. Please do not be tempted into paying any of the debt. 

5. Keep trying to get the company to remove the debt. If they won't give you the photocopies of the applications, and if they won't remove the debt from your credit reports, you may have to consider hiring an attorney. 

6. California residents: If you have a police report listing all the fraud accounts, the credit bureaus must block the fraudulent accounts from your credit reports within 30 days. That's the law (California Civil Code 1785.16k). But that means you must file a police report first. You may also freeze your report to prevent the imposter from getting further accounts. For information on that process, go to www.privacy.ca.gov/financial/cfreeze.htm Office of Privacy Protection, Dept. of Consumer Affairs). 

7. If you don't live in California, you should still send a police report to the company(ies) with an attached listing of the fraudulent account(s) demanding that they remove the fraud in 30 days. Once the fraud accounts are removed, they can only be reinserted in your credit profiles if the creditors prove the accounts are not fraudulent. There is a federal law being considered to take this concept nationwide (S1399 Feinstein, March 2002). 

YOUR OPTIONS
There are many ways in which you can handle this situation. (1) You can deal with it by deciding not to shield the imposter and report him/her to the credit issuer(s) and to law enforcement. (2) You can seek mediation, when a third party is hired to help you arrive at a solution that both you and the imposter agree to. (3) You can also encourage the imposter to seek mental health counseling. (4) You can deal with the credit issuers yourself. (5) You can seek legal help. Or you might choose a combination of all these approaches. 

1. Dealing with the situation: The following are several situations in which you, the victim decide to deal with the matter by not shielding the imposter. 

Situation One: Treat this like any other case of ID theft: Go to the authorities. The person who used your information showed a lack of concern for your safety and financial good health. The old saying, "I didn't think it would really hurt you; the credit card companies just write off the loss," cannot be allowed as an excuse. If you have approached that person and told them you have a problem they caused and they don't respond with an offer to make it completely right immediately, you have been given a loud message. Why would you continue to protect someone who is putting you at risk? 

It is difficult, but sometimes the best gift we give someone is to practice "tough love." By contacting the authorities and cooperating fully, you have not caused this person to be arrested. They caused this by their own actions. They have entered a life of crime and by stopping them you may actually prevent them from moving into a more dangerous situation, one that is life threatening. Identity thieves are often repeat offenders. They move from crime to crime, escalating as they continue their behavior. 

The imposter will not recognize this gift you have given them now. After therapy and dealing with the court system, they might. They also might never forgive you. In your heart, you must understand you did the right thing, sometimes the most difficult action you will ever take. 

Please be careful if you think this person may become violent. Do not confront him/her. Speak to law enforcement and make sure you protect yourself. 

Situation Two: The imposter admits guilt and will sign a form transferring responsibility from the victim to himself/herself. Contact the credit card company(ies) and let them know about the situation. Send Form Letter 2, below, with the affidavit the creditor sends you. We recommend that the imposter provide you with a check in their name for at least 15-25% of the debt to mail with the documents. The check should be made payable to the credit issuer, not you. This shows good intent to the creditors. 

Situation Three: The imposter admits theft but will not sign forms. You can try mediation and hope the imposter repays the creditor. To protect yourself, gather documentation about the crime and send Form Letter 1, below, or use the standard fraud form provided by the Federal Trade Commission along with your police report (form available at www.idtheftcenter.org). 

Situation Four: The imposter will not admit guilt and you have conclusive proof of the crime. To protect yourself, gather documentation about the crime and send Form Letter 1, below, or use the standard fraud affidavit provided by the Federal Trade Commission along with your police report. 

Situation Five: The imposter will not admit guilt, you have conclusive proof and the imposter is a repeat offender whom you have confronted prior to this new theft. See Situation One above. 

Situation Six: Your whole family tells you to forgive the imposter and they will help you pay off the bills slowly together. Seek mediation and family therapy. Have the family work out an agreement in writing, signed by all parties, to put the debt in the imposter's name to pay it off. See Form Letters 2 and 3 below. 

Situation Seven: The creditor denies that an imposter has stolen your identity despite the proof you have provided or despite admission by the imposter. You believe that the creditor is going to continue to go after you since the imposter does not have any money and you do (the deep pocket theory). In this case we recommend you speak directly with the vice-president of customer service for the company. You might also ask for help from your state attorney general's office or Better Business Bureau claiming unfair business practices. 

Situation Eight: The perpetrator is your ex-spouse or soon to be ex-spouse. If the person has opened up credit cards in your name, without your authorization, we recommend that you have your divorce attorney address this as part of the divorce proceedings or settlement. If the divorce is final, you may choose to deal with this as in Situation One above or go back to your divorce attorney for additional court assistance - such as a cease and desist order and an order that the perpetrator spouse pay off the debt. Unfortunately, many law enforcement agencies will see this as a continuation of domestic civil action and may not be willing to get involved. Your determination and professionalism in how you deal with the police may sway them to take action. Send a copy of the divorce decree with a cover letter to the creditors and let them go after your ex-spouse. 

2. Mediation. In this situation, you decide to inform your friend or family member that you don't want to be forced to take legal action and therefore are willing to go to a mediator to work out a structured solution and legally binding agreement as to the circumstances. (There are some low-cost community mediation services.) Work out an agreement in writing, signed by all parties, to put the debt in the imposter's name to pay it off. See Form Letters 2 and 3 below. If the party refuses to cooperate, take whatever action is necessary to protect yourself (for example, a police report). 

3. Therapy. Whatever option you choose, you may want to look into emotional counseling, for yourself, the imposter, and for your family if the imposter is a family member. This is a challenge and all involved must learn "boundaries." 

For the victim:It often benefits victims of familial identity theft to talk with a professional, either to help you make your decision or live with its consequences. 

For the imposter: This person has issues that need to be identified and dealt with. Possible therapies could include anti-theft counseling, anti-substance abuse counseling (for example, alcohol, drugs, gambling), responsible financial management, developing a conscience, accepting responsibility for one's actions, etc. 

For the family or between the victim/friend: The bottom line is that you will eventually all have to live with the consequences of the actions taken by the imposter. You need to talk out your anger (and you will experience anger), open new lines of communication, and see how interactions might have led to this action. You also need to establish boundaries to avoid new cases of abuse/identity theft. 

4. Dealing directly with the credit card companies and/or collection agencies. In this situation, do not lie at any time to any of the companies. If you are not absolutely certain of your imposter's identity, you should not make an accusation. It is sufficient to provide all necessary documentation to show that the accounts are not yours. 

Situation One. If your imposter admits that he/she obtained the credit in your name, and will take over the account, and if the imposter has no means to pay and has poor credit, the creditor may pressure you, the victim, to keep the account in your name. You must refuse to do this. If the creditor will not transfer the account, it will have to absorb the losses. 

Situation Two. If the imposter refuses to accept responsibility, and the creditor knows it is a family member, they cannot force you to make a police report, but they may refuse to accept it as fraud. So you may be forced to file an informational report with the police, or the creditor or company(ies) involved can be the one(s) to file the report. You have the right to ask the creditor to file the report instead of you. However they may refuse to get involved. You must provide evidence of your innocence to law enforcement and the creditors. 

5. Seeking legal assistance. If your impostor has committed crimes in your name, you should definitely contact a criminal defense attorney and have him/her help you to clear your name from the FBI and state criminal records databases. If your family member committed financial fraud, and the creditors will not remove the fraud after you have written letters, you may need to hire a consumer law attorney. For referral, contact the National Association of Consumer Advocates www.naca.net, phone: (202) 452-1989. (See The Identity Theft Survival Kit available at www.identitytheft.org. It provides additional attorney-written letters on diskette dealing with this situation.) 

The following are Form Letters that can be used to attempt to clear your records. These Form Letters are suggestions only and should not take the place of forms or letters provided by your attorney, by law enforcement, or by creditors. All letters should be send certified, return receipt requested. 

This information is the property of the Identity Theft Resource Center and Mari Frank, Esq., and is not available for promotional purposes. Privacy Rights Clearinghouse does have permission to include this publication on its website. Copyright 2002. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC E-mail: itrc@idtheftcenter.org or Mari Frank, Esq. at mjfrank@deltanet.com . We thank Beth Givens, Director of Privacy Rights Clearinghouse, www.privacyrights.org for her assistance on this guide. 

Form Letter 1: Letter from victim to credit issuer

Word Format
This form may be used when the imposter will not cooperate and will not sign Form Letter Two below. Send a separate form to each creditor. Keep copies copy for yourself. All letters should be sent certified, return receipt requested. Affidavit of Fact:

Victim Information

1. My full legal name is:________________________________ 

(If different from above) When the events described in this affidavit took place, I was known as: ________________________________________

2. My birth date is (day/month/year): ____________________

3. My Social Security number is________________________________

4. My driver's license or identification card number is: State________ #________________

5. My current address is: ________________________________________________________

City: ___________________________ State:_________________Zip Code:____________

6. I have lived at this address since _____________________________(month/year)

7. (If different from above) When the events described in this affidavit took place, my address was: ________________________________________________________ 

City: ____________________________ State:_________________Zip Code:_________

8. I lived at this address from __________ until __________(month/year)

9. My daytime telephone number is (____)___________________ Cell (___) ______________

10. My evening telephone number is (____)___________________ 

11. My e-mail address is _________________________ 

How the Fraud Occurred (Check all that apply):

___ I did not authorize anyone to use my name or personal information to seek the money, credit, loans, goods or services described in this report. 

___ I did not receive any benefit, money, goods, or services as a result of the events described in this report. 

___ My identification documents (ie., credit cards; birth certificate; driver's license; Social Security card, etc.) ? were stolen ? were lost on or about _____________(day/month/year) 

___ I have proof that the following person(s) used my information (for example, my name, address, date of birth, existing account numbers, Social Security number, mother's maiden name, etc.) or identification documents to obtain money, credit, loans, goods, or services without my knowledge or authorization: (only fill out if you are certain) 

_________________________________ _____________________________________
Name (if known)                                     Name (if known) 

________________________________ _____________________________________
Address (if known)                                   Address (if known) 

_________________________________ _____________________________________
Phone number(s) (if known)                      Phone number(s) (if known) 

_________________________________ _____________________________________
additional information (e.g. relationship)      additional information 

A report has been made with the following police/sheriff's department. If you are unable to obtain a report or report number from the police, please indicate that by checking here _____. 

Name of agency: _________________________________________________
Name of investigator if known: ______________________________________
Contact information for law enforcement: _____________________________

Signature of victim: _______________________________ Date _______________

I declare under penalty of perjury that this declaration is true and correct to the best of my knowledge.

Knowingly submitting false information on this affidavit could subject you to criminal prosecution for perjury. Have one witness (non-relative) sign below that you completed and signed this declaration.)

Witness:

___________________________________ __________________________________

(signature) (printed name) ___________________________________ _______________________

(date) (telephone number) 

Form Letter 2: To be written by imposter accepting responsibility for accounts or charges 

Word Format

Use a separate letter for each creditor you are contacting. Keep a copy of each for your records. We recommend that each form (one per fraudulent account) be notarized when the imposter signs it. The imposter should pay for that charge. Make enough copies for each account needed and a few extra for your files. Attach any documentation (e.g. police report) that will help the creditor to deal with this situation. 

My name is (full legal name). _________________________________________________

This is to notify you that:

____ I opened the following credit account(s) in the victim's name. 

____ I added charges onto an existing credit card account owned by the victim. 

____ I took over a bank account or checking account owned by the victim. 

____ I opened a bank account or checking account in the victim's name. 

Account Number of fraudulent account(s): ____________________________________

Date Opened for Each________ Approximate amount of charges to date: ___________

Social Security number used to open account: ________________________

Legal authorization: (have imposter initial each)

___ The victim did not authorize me to use his/her name or personal information to seek the money, credit, loans, goods or services described in this report. 

___ The victim did not have any knowledge of my actions described in this report. 

___ The victim did not receive any benefit, money, goods, or services as a result of the events described in this report. 

___ A police report has been filed about this situation. ___ Yes (attached) ___ No 

___ I wish to assume full financial responsibility for all charges made by me in the name of the victim and contact me exclusively to make arrangements for repayment of these charges. I also request that a written confirmation be sent to the victim showing: 

1. That all fraudulent charges have been removed from their records within your company.

2. That the credit bureaus Experian, Equifax and TransUnion have been contacted to remove the fraudulent account/charges from their records. 

Imposter Information:

My full legal name: __________________________________________ 

When the events described in this affidavit took place, my name was: _____________________ 

My Social Security number is________________________________ 

My driver's license number is: State and number _________________________________ 

My current address is: ___________________________________________________________ 

City: ___________________________ State:_________________Zip:____________ 

I have lived at this address since _____________________________(month/year) 

(If different from above) When the events described in this affidavit took place, my address was:

City__________________________________State_____________Zip:____________

My daytime telephone number is (____)___________________ Cell (____) ________________

My evening telephone number is (____)___________________

My email address is ____________________

Victim Information:

Victim's full legal name: ______________________________________________________

Victim's address: ____________________________________________________________

Victim's phone number: Home (____)_______________ Work (____) _______________

Victim's Social Security number: ________________________

Signature of victim: _______________________________ Date ________________

I declare under penalty of perjury that this declaration is true and correct to the best of my knowledge.

Signature of imposter _____________________________ Date _________________

Knowingly submitting false information on this affidavit could subject you to criminal prosecution for perjury. 

(Have this form notarized; the imposter should pay this cost.)

Form Letter 3: To be used when both parties privately reach an agreement with each other. The following are suggestions only. This form will need to be adjusted to reflect your agreements. I, _______________________________(name of imposter), admit that I made charges in the 

name of ________________________(name of victim) in the amount of ____________(insert dollar amount).

I hereby agree to repay this debt in the following way: 

The total amount I will repay is:______________________

I agree to make monthly payments of _________by the 15th of each month for a total of ____months to _______________(Creditor at specific address). 

I will provide the following collateral to the victim until payment in full is made __________. (If it is possible to get a few valuables to secure payment that would provide motivation.) 

I acknowledge that this debt will be transferred to my name and I will indemnify the victim for any payments or out of pocket costs he/she has made as a result of this use of his/her credit. 

I assume full responsibility for this debt and will sign a letter asking the creditor to transfer this account to name, Social Security number and address and that this account be reflected on my credit profile with the major credit reporting agencies. 

I hereby agree to enter into emotional counseling or a mental health program, ______________ (name of program), for ___________ (how often, how long). (Options include but are not limited to: AA, residential substance abuse programs, gamblers anonymous, private therapy.) 

I hereby agree that I will provide ______________________ (name of victim) proof of my attendance of program listed above. (AA and other programs have forms that get signed each time they attend.) 

I hereby acknowledge that this is a legally binding agreement that is enforceable in a court of law and know that any breach of this agreement is subject to the laws of this state. 

Signature of victim: ___________________________________ 

I declare under penalty of perjury that this declaration is true and correct to the best of my knowledge. 

________________________________ ____________ (Signature of imposter) (date signed) 

Knowingly submitting false information on this affidavit could subject you to criminal prosecution for perjury. 
 (Have this form notarized.) 

Fact Sheet 116 (formerly 17q): Collection Agencies and Identity Theft

 Resource Material of: www.idtheftcenter.org 
Email: itrc@idtheftcenter.org, 
Copyright: Identity Theft Resource Center, Inc. and Linda Foley, Sept. 2002. Revised 2/03. All rights reserved. 

Co-written by: 
Linda Foley, Executive Director, Identity Theft Resource Center
Robert Tavelli, Past President CA Association of Collectors, Current ID Theft Chair, www.calcollectors.net Tena Friery, Privacy Rights Clearinghouse (PRC), Web: www.privacyrights.org 
The text of this copyrighted document may not be altered without express authorization of the Identity Theft Resource Center. This fact sheet should not be used in place of legal advice. 



COLLECTION AGENCIES and ID THEFT:
How to Effectively Clear Identity Theft Accounts from Collection Agency Records 

Many victims first find out about a case of identity theft when a credit issuer or a collection agency contacts them to collect money. It is distressing to receive a call or letter from a collection agency when the debt was created by an identity theft criminal. Further, many people become fearful that their financial reputation will be ruined for a long time. Fortunately, collection agencies are businesses that are regulated by a number of laws. 

This guide is broken into five sections: 

· General advice about corresponding with creditors and collection agencies 

· A step-by-step guide to stopping and reversing the collection process 

· Your rights under the law, a summary of the Federal Fair Debt Collection Practices Act, and some appropriate state laws that may apply 

· Possible solutions for "worse-case scenarios" 

· Resource numbers and websites 

· Section E: Sample letter forms 

· To the merchant 

· To the collection agency 

In cases of identity theft, the consumer, creditor and collection agencies are all victims of the crime. Creditors and collection agencies are not going to get paid by a victim of identity theft. Unfortunately, there are individuals who claim identity theft but in reality are trying to avoid paying a bill they actually did incur. This makes it even harder for true victims of identity theft. 

In addition, the federal and state laws that guide collection agencies do not adequately cover the problem of identity theft cases. The laws need to be updated, with a separate set of guidelines created for this unique crime. For now, giving the creditor and collection agency sufficient information to prove the claim of identity theft is the key to getting the matter resolved. 

Section A: General advice
1. Always keep a detailed log of all communication with the creditor or collection agency, both written and by phone. Your log should include the following: 

· Date and time of conversation 

· Name, phone number, email address and fax of the person(s) with whom you spoke 

· Summary of discussion 

· List of any steps you must take from this point forward 

2. Ask for a written statement confirming any agreements or decisions told to you either in person or by phone. If the creditor or collection agency refuses, send them a "Conversation Confirmation." This is a letter outlining with whom you spoke, the date/time and a summary of the conversation. You should include the following line: "Unless a written statement is sent from your company by (a date about 20 days from day of conversation) disagreeing with my representation of the conversion, I will proceed in reliance on our verbal understanding." 

3. Send all correspondence to a collection agency, creditor or business by certified, return receipt requested mail. You may fax if your machine provides a log of all outgoing faxes and it shows that the letter has been received. A third choice is to email the letter only if they agree to reply, resending you the original letter showing "received, date and by whom." This is not the best choice since it can be argued that it was manipulated. 

4. Keep a copy of all correspondence for your records. 

5. Maintain a professional demeanor when speaking with a creditor or collection agency. The more professional you come across, the more likely they will take your requests seriously. Losing your temper is counterproductive and frequently causes people to stop listening. 

6. Most people hit a wall when speaking with a customer service representative. When possible, speak with a fraud investigator or supervisor at the creditor or collection agency. Rarely do service reps have decision-making powers or have been trained on identity theft cases. 

7. Do not tell the collection representative that you "dispute the account." When a collection agency hears the word "dispute," you become someone who is arguing the price requested by the creditor, the quality of the services rendered, the quality of the product, or making an excuse for not paying the bill. Instead, clearly state this is a case of identity theft and why this is true. For example: you either never opened the account, the charges on the account were not authorized, or other factual statements showing the identity theft. 

8. Finally, the collection industry has not yet developed a general identity theft situation protocol. As with the credit industry, once you claim this is not your account, you may be considered a third party and not privy to certain information. ITRC and PRC are currently working with collection agency associations to help standardize procedures to correcting identity theft accounts. Please check this sheet for revisions which will reflect new policies as they are created. 

Section B: Preliminary steps to stopping and reversing the collection process
1. A collection agency must send you a written notice of a collection notice within 5 business days of first contacting you by phone. This primarily applies to the true debtor who is the account holder (see #8 below). A different approach may be necessary once the account is identified as a case of identity theft. If you didn't get the name and number of the contact person during the first call, recontact the agency now. Let them know this is a case of identity theft and find out the following: 

· Name, address, email address, phone and fax numbers of the agency and your contact there 

· Name, address and phone number of the referring credit issuer or merchant, preferably the fraud division 

· Account number as recorded by the referring credit issuer or merchant 

· The amount of the debt 

· The dates of charges, the date the account was first opened, any transaction or application information the collection agency may have 

· How are they affiliated with the referring credit issuer or merchant? For example, are they a collection agency assigned the debt, the law firm that represents the creditor or are they the finance or collection department of the creditor? 

· What steps must you take and information provided to the creditor or collection agency to support your claim of identity theft and have this account closed permanently as such? 

· Do they have a specific form they require or will they accept the FTC Standard Fraud Form? 

· Do they require a police report? 

2. If this person is unable to answer any of the above questions, politely thank them for his/her time and ask for a supervisor or fraud specialist. Remember, this is not the time to vent your frustration. You need this person to help you. 

3. Contact the three Credit Report Agencies listed in Section D. Request copies of your report and place a fraud alert with each one. As a victim of fraud, there should not be a charge for these reports. We do not recommend requesting this initial report over the Internet. You will get a more comprehensive report by calling. 

4. Once you receive your reports, go over them carefully. Look for any inaccuracies in the heading (name, address, date of birth, Social Security number), any accounts you may not have opened, and any applications currently pending that you did not initiate. 

5. Contact the police or sheriff where you live. Report you are a victim of identity theft. Request an investigation number and a copy of the initial report. Keep the original and make copies to send along with your fraud affidavits. A copy of a police or sheriff's report will help substantiate your statements that the debt arises from identity theft. You may add evidence to the file as you collect it. 

6. If you are dealing with a collection agency, also contact the creditor or merchant who claims you owe the debt, preferably the fraud department, not customer service. Tell them this is a case of identity theft and request copies of the application and transaction information for the account. Find out the steps and all forms they require to remove this account from your name and Social Security number (SSN). Remember: this is not a "disputed account," it is a case of identity theft. CA and WA law now require companies to provide this information to you. A federal law is pending. (9/02) 

7. Contact the fraud department of each credit issuer, merchant, collection agency or financial institution that has reported an account you did not open. Find out what steps they require to clear these records from your name and SSN. Follow the information given in Fact Sheet 17(a) at www.idtheftcenter.org or www.privacyrights.org 

8. Follow phone conversations with letters or affidavits of fraud to each collection agency, credit issuer and merchant with whom you spoke. Also send a list of accounts that are associated with the identity theft case to the credit reporting agencies. (name of credit issuer and account number) 

9. Request a written confirmation that you do not owe the debt, that the account has been closed (by the creditor), that your name and SSN has been removed from the account records, and that credit reporting agencies will be instructed to delete previously reported information as it applies to you. Keep this letter along with all other correspondence on this case in your files for at least 10 years. 

10. The Fair Credit Reporting Act prohibits companies from sending collection reports to the Credit Reporting Agencies when an account is "challenged" unless it is reported as disputed. Sec 623 (15 USC 1681s-2). It also imposes responsibilities on those who furnish information to a credit bureau. While this usually applies to a dispute, it should also apply to a case of identity theft. In short, this section says that if the consumer tells a collection agency that they are a victim of ID theft, the agency should include that "contest" as part of the files sent to the CRAs. 

11. Check your credit reports again in about two months, allowing time to process the changes. Continue to monitor your reports at least twice a year for the next five years to make sure that this account has not reappeared because it was sold or reopened for collection. 

Section C: Your rights under the law. 
This section is not intended to be a complete or official summary of the Fair Debt Collection Practices Act. The FDCPA is enforced on the federal level by the Federal Trade Commission. The law regulates professional, third-party collection businesses, agents and attorneys, but not "in-house" collectors or employees of creditors who collect their own debts and provides the legal framework for collection agencies to do business. There may be regulations in the state where you reside that provide further consumer protection. State laws vary. For example, in California, "in-house" collectors are included in the group that must follow these laws. 

Keep in mind that these laws were intended for use in resolving honest debts with consumers and was not meant to deal with ID theft. They were written long before identity theft became so widespread. Nor were they intended as a tool for the person to avoid paying a valid debt. Unfortunately, some unscrupulous consumers are claiming identity theft to avoid their true obligations. 

1. A debt collector is a person (or agency) who uses interstate commerce or the mail for the collection of a debt. This includes those who regularly collect or attempt to collect, directly or indirectly, debts owed or due or asserted to be owed or due to another. This collector can be an independent company, attorney or a division of a larger company (i.e., the hospital, store or bank). Debt collectors may work on a commission basis or purchase the debt outright. 

2. A creditor does not have to tell you when an account is referred to a collection agency (an exception is heath clubs in California (See California Civil Code §1812.88). 

3. Notification: The collection agency must notify you in writing within 5 days of a first phone call. The written notice must include: 

· Amount you owe 

· The name of the creditor and address, upon written request 

· A statement that you have the right to dispute the claim, and that unless the consumer disputes the debt within 30 days, it will be assumed to be valid 

· How to dispute the bill 

· The identity of the collection agency and collector. 

4. If the consumer notifies the debt collector in writing within 30 days, the collector must stop collection actions until the debt is verified with the original creditor and a copy of the verification is mailed to the consumer. 

5. You can stop a collector's contacts by written notice; after that, the collector can make one final contact to tell you about a planned action, e.g. filing court case. However, telling a collector to stop contacting does not stop further collection activity, such as credit reporting and filing suit. 

6. A collector can contact people who aren't directly involved in your debt to get information on where you live and work, as long as it is not a communication about the debt. The collector must state his name, but only give the name of his employer if the person specifically asks him to. He may only contact each person once, unless he believes that the person gave incorrect or incomplete information at the time, but now has complete or updated information. 

7. You may send a written request that the collector stop all contact with you. The collector may then contact you only once more, to advise you as to what legal or other action the collector or creditor intends to take, or to inform you that you will no longer be contacted. Be aware, however, of the possible consequences of invoking this provision. Once you have stopped communication with a collection agency, the agency may initiate legal action or return your account to the original creditor for legal action, depending upon the type, circumstances and amount of the debt, the policies of the creditor and the laws in your state. If a court enters a judgment against you, the judgment creditor may pursue remedies such as repossession, liens or wage garnishment. The cease communication provision can protect you from an abusive collector. It won't, however, resolve the problem of the unpaid debt. 

8. A collection agency cannot: 

· Pretend to be someone else 

· Contact you by postcard 

· Call before 8 A.M. or after 9 P.M. (unless the collection agency has reason to believe that another time is more appropriate, such as when the consumer works the swing shift), or at a time known to be inconvenient to the consumer 

· Threaten prosecution or physical harm to the consumer or his/her property 

· Use obscene language 

· Publish or advertise your name 

· Cause your phone to ring or engage any person in conversation repeatedly with the intent to annoy, abuse or harass any person at the called number 

· Contact you directly if you advise them to speak only with your attorney and contact information is provided. 

· Contact you at work once the collector knows that the employer has prohibited this type of communication 

· Contact your employer except to verify employment, business location, medical insurance, garnish wages (but only with a court judgment), and when contact was first tried in writing with no response within 15 days 

· Contact third parties (e.g. family members) except to find out where you live. The collector may speak with your spouse. 

9. Unfair business practices. The following are violations of this section: 

· Collecting any amount above that which is expressly allowed by law or the agreement which created the debt 

· Taking or threatening to take any non-judicial action to attach on property 

· Communicating with a consumer by postcard regarding a debt 

· Using any language or symbol, other than the debt collector's address, on an envelope when communicating with a consumer by mail. The name of the business may be used only if it does not indicate that the debt collection business 

· Sending papers that look like legal documents but are not 

· Using any false, deceptive or misleading representation of a debt 

· Representing that nonpayment will result in the arrest of a person or the seizure of property unless that action is lawful and the agency intends to take that action. 

10. Credit reporting agency laws that may apply: 

· You are entitled to see a copy of your credit report (at a cost of up to $8.50) 

· Get a free copy of your credit report if you are on welfare, denied credit, a victim of fraud or unemployed and looking for work 

· You are entitled to learn who has received a copy of your report 

· You have the right to learn why credit was denied 

· You have the right to dispute inaccurate information and require the credit reporting agency to conduct an investigation within 30 days of receiving written notice of the inaccuracy 

Complaints and Worse-Case Scenarios: If you believe that a creditor or collector is breaking the law, you are unable to resolve the "claim of identity theft" with the agency, or your "closed" account has been resold to yet another collection agency, you may want to talk with the following groups: 

1. The collector's manager or the agency's owner who may not be aware of the collector's actions. 

2. Recontact the original credit issuer, as well as the new collection agency. In the case of a resold account, send the letter previously provided by the creditor showing it is a closed account. Request they immediately close the account and send you written verification of the action. 

3. The American Collectors Association, P.O. Box 39106, Minneapolis, MN 55439-0106, which has offered its assistance in resolving collection agency violations. You might also want to contact the state level association that maintains programs to connect a consumer with the collection agency's owner or manager. For example, in California, you can contact the California Association of Collectors at the Consumer Hotline number, 800-316-2262 

4. The Better Business Bureau in your area. They will take a complaint, can tell you about other complaints about that group, investigate and report unfair practices, and help to mediate a resolution. 

5. The Federal Trade Commission, the federal agency with the regulatory and enforcement power over collection agencies 

6. Your state Attorney General, especially if there has been a violation of state law. 

7. In California, the Office of Privacy Protection (Dept. of Consumer Affairs) 866-785-9663 

Section D: Resources

Federal Law: Fair Debt Collection Practices Act (15 U.S.C §§1692-1695) www4.law.cornell.edu/uscode/15/1692.html 



California Law: California Civil Code (§1788 et seq.) www.ca.leginfo.ca.gov/ 

FTC Facts: Fair Debt Collection www.ftc.gov/bcp/menu-credit.htm

California law also includes the following: Civil Code 1785.16.2

(a) No creditor may sell a consumer debt if the consumer's file with the consumer reporting agency is blocked with respect to that debt pursuant to subdivision (k) of Section 1785.16 or if the consumer has provided the creditor with sufficient information in writing that the consumer is not obligated to pay the debt because he or she is a victim of identity theft, as defined in subdivision (d) of Section 1798.92 for the creditor to have reasonable ground to determine that consumer's statement of identity theft is not frivolous. 

Credit Reporting Agency Contact Information

TransUnion: 
800-888-4213
www.tuc.com 
To report fraud: 800-680-7289 
TDD- 877-553-7803 

Experian:
888-EXPERIAN
www.experian.com 
To report fraud: 888-397-3742 
TDD- 800-972-0322

Equifax: 
800-685-1111
www.equifax.com 
To report fraud: 800-525-6285 
Hearing impaired: Call 1-800-255-0056 AT&T hearing impaired line. Ask the operator to call the Auto Disclosure Line at 1-800-685-1111 to obtain a copy of your report. To dispute information or report a fraud, call the dispute 800# located on the top of your credit report.

To Report Problems with Checking Account Takeover

CheckRite: (800) 766-2748 
Chexsystems: (800) 428-9623 
CrossCheck: (800) 843-0760 
Certigy/Equifax: (800) 437-5120 
International Check Services: (800) 526-5380 
SCAN: (800) 262-7771 
TeleCheck: (800) 710-9898 

Identity Theft Resource Center. 
www.idtheftcenter.org 
A nonprofit specializing in identity theft and victim assistance, 858-693-7935

Privacy Rights Clearinghouse. 
www.privacyrights.org 
A nonprofit specializing in privacy and identity theft, 619-298-3396

Federal Trade Commission. 
www.consumer.gov/idtheft or 877-IDTHEFT

California residents only: The Office of Privacy Protection (Dept. of Consumer Affairs) 866-785-9663. They also have summaries of the California Debt Collection Practices Law. 

The information in this publication is the property of ITRC and not available for promotional purposes. Copyright 2002. All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC. PRC has permission to include this on their web site and has the same restrictions as found here. E-mail: voices123@sbcglobal.net 

Section E: Sample letter forms

SAMPLE LETTER TO MERCHANT

Your Name
Address
City/State/Zip
Phone Number
Email address if appropriate
Sent via certified, return receipt requested mail: Form #____________

RE: Claim of Identity Theft Case: 
Credit Card or Bank Acct #________
Check #_______
Date:

Dear Sirs:

This letter is provided as legal notice to inform you that on or about ______(date), the following occurred:
_____ Checks numbered xxx to xxx for ___ (bank name, acct #xxx, branch address) were 
stolen. Be advised that this account was closed on ____ (date) by the bank upon my request. 
_____ Checks numbered xxx to xxx for ___ (bank name, acct #xxx, branch address) have been fraudulently created by another person using my name and address as the account holder
_____ A credit card was opened without my authorization or knowledge, using my name,
social security number and other personal data. Card #_______, _______ (issuing card company name and address)
_____ Credit card # xxx (issuing card company name and address) was stolen and then 
used by the thief. Be advised that this account was closed on ___ (date) when I directly called the credit card company and told them of the theft

_____ Other (explain) ____________________________________________________

These checks/credit cards are now being fraudulently used to obtain goods and services from merchants.

Please be advised that appropriate agencies and companies have been notified. You are free to contact any of these agencies to verify this information. If available, a copy of the police report will be attached to this letter.

Name of police department fraud was reported to:__________________________
Contact person and phone number ______________________________________

Bank: _____________________________________________________________
Contact person and phone number ______________________________________

Credit Card company ________________________________________________
Contact person and phone number ______________________________________

I have also notified the three major credit reporting agencies, Equifax, Experian and TransUnion, placed a fraud alert on my account and notified them of possible fraudulent activity. Where appropriate, I have also notified the following check verification companies: __________________________________________ 

Please notify any collection agencies to which you may have sent this account as well as law enforcement should you have started criminal proceedings. I respectfully ask that once cleared, you do not sell, assign, distribute or share this account with others and that you remove my identifying data from this account. 

As of the date of this letter, these criminals have stolen approximately $______ by fraudulently using checks or credit charges in my name. We suspect there will be more until they are caught. 

Be advised that reporting these items to the credit bureaus as collection items or continuing to pursue these debts from me would be considered a violation of the state and federal level Fair Debt Collection Practices Act and the Fair Credit Reporting Act. 

I hereby request photocopies of any applications, application information or transaction information you may have on this account. (Required by law in CA and WA, federal law now pending) It will be turned over to law enforcement so that this criminal might be brought to justice. As a merchant, you can ask for restitution from the criminal to minimize loss. 

This has been a very frustrating experience for me. I have always maintained an impeccable credit history. I appreciate your circumstances and hope you can appreciate mine. It is my hope that the law enforcement agencies can apprehend this criminal(s) and put them in jail. Until that time, I will have to continue to deal with this unpleasant situation. Regrettably, so will the merchants who unknowingly accept these checks/credit cards. 

I declare under penalty of perjury that this declaration is true and correct to the best of my knowledge. 

Sincerely, 

Name 

Fact Sheet 17 A : Identity Theft: What to Do if It Happens to You
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This guide provides victims of identity theft with the major resources to contact. Unfortunately, at this time victims themselves are burdened with resolving the problem. You must act quickly and assertively to minimize the damage. 

In dealing with the authorities and financial institutions, keep a log of all conversations, including dates, names, and phone numbers. Note time spent and any expenses incurred, in case you are able to request restitution in a later judgment or conviction against the thief. Confirm conversations in writing. Send correspondence by certified mail, return receipt requested. Keep copies of all letters and documents. 

1. Credit bureaus. Immediately call the fraud units of the three credit reporting companies -- Experian (formerly TRW), Equifax and Trans Union. Report the theft of your credit cards or numbers and request a credit report (free to identity theft victims). Ask that your file be flagged with a fraud alert. Add a victim's statement to your report. ("My ID has been used to apply for credit fraudulently. Contact me at [your phone number] to verify all applications.") Fraud alerts are usually placed for 60 or 90 days. You will want to extend the time period to seven years. Do so in writing. You may cancel fraud alerts at any time. 

Be aware that these measures may not entirely stop new fraudulent accounts from being opened by the imposter. Request a free copy of your credit report every few months so you can monitor for fraud. 

Ask the credit bureaus for names and phone numbers of credit grantors with whom fraudulent accounts have been opened. Ask the credit bureaus to remove inquiries that have been generated due to the fraudulent access. You may also ask the credit bureaus to notify those who have received your credit report in the last six months in order to alert them to the disputed and erroneous information (two years for employers). When you provide your police report to the credit bureaus, they must remove the fraudulent accounts from your credit report (Calif. Civil Code 1785.16(k). (See #3 below.) 

2. Creditors. Contact all creditors immediately with whom your name has been used fraudulently, by phone and in writing. You may be asked to fill out fraud affidavits. (No law requires these to be notarized at your own expense.) The Federal Trade Commission provides a uniform affidavit form that most creditors accept. (Web: www.consumer.gov/idtheft/affidavit.htm ).Get replacement cards with new account numbers for your own accounts that have been used fraudulently. Ask that old accounts be processed as "account closed at consumer's request" (better than "card lost or stolen" because it can be interpreted as blaming you.) Ask the credit grantors to furnish you copies of the documentation showing the fraudulent transactions. In California, they are required by law to give you these copies (California Penal Code 530.8). Monitor your mail and bills for evidence of new fraudulent activity. Report it immediately to creditor grantors. 

3. Law enforcement. Report the crime to your local police or sheriff’s department. You might also need to report it to police departments where the crime occurred. Give them as much documented evidence as possible. Make sure the police report lists the fraud accounts. Get a copy of the report. Keep the phone number of your investigator handy and give it to creditors and others who require verification of your case. Credit card companies and banks may require you to show the report in order to verify the crime. It is a violation of federal law (18 USC 1028) and the laws of many states (such as Calif. Penal Code 530.5) to assume someone’s identity for fraudulent purposes. Some police departments don’t write reports on such crimes, so be persistent! Also report to the Federal Trade Commission (see end). 

4. Stolen checks. If you have had checks stolen or bank accounts set up fraudulently, report it to the appropriate check verification companies (see end). Put stop payments on any outstanding checks that you are unsure of. Cancel your checking and savings accounts and obtain new account numbers. Give the bank a secret password for your account (not mother's maiden name). If your own checks are rejected at stores where you shop, contact the check verification company that the merchant uses. 

5. ATM cards. If your ATM or debit card has been stolen or compromised, report it immediately. Get a new card, account number and password. Do not use your old password. When creating a password, don't use common numbers like the last four digits of your SSN or your birthdate. Monitor your account statement. You may be liable if fraud is not reported quickly. 

6. Fraudulent change of address. Notify the local Postal Inspector if you suspect an identity thief has filed a change of your address with the post office or has used the mail to commit fraud. (Call the U.S. Post Office to obtain the phone number, (800) 275-8777.) Find out where fraudulent credit cards were sent. Notify the local Postmaster for that address to forward all mail in your name to your own address. You may also need to talk with the mail carrier. 
(Web: www.usps.gov/websites/depart/inspect) 

7. Secret Service jurisdiction. The Secret Service has jurisdiction over financial fraud. But, based on U.S. Attorney guidelines, it usually does not investigate individual cases unless the dollar amount is high or you are one of many victims of a fraud ring. To interest the Secret Service in your case, you may want to ask the fraud department of the credit card companies and/or banks, as well as the police investigator, to notify the Secret Service agent they work with. 
(Web: www.usps.gov/websites/depart/inspect) 

8. Social Security Number (SSN) misuse. Contact the Social Security Administration to report fraudulent use of your SSN (see end). As a last resort, you might try to change your number, although we don’t recommend it except for very serious cases. The SSA will only change the number if you fit their fraud victim criteria. Also order a copy of your Personal Earnings and Benefits Statement and check it for accuracy. The thief might be using your SSN for employment purposes. 
(Web: www.ssa.gov) 

9. Passports. Whether you have a passport or not, write the passport office to alert them to anyone ordering a passport fraudulently. 
(Web: www.travel.state.gov/passport_services.html) 

10. Phone service. Provide a password which must be used any time your local, cell, and long distance accounts are changed. In California, SBC/Pacific Bell’s fraud hotline is (877) 202-4558. If your calling card has been stolen or there are fraudulent charges, cancel it and open a new account. 

11. Driver’s license number misuse. You may need to change your driver's license number if someone is using yours as ID on bad checks or for other types of fraud. Call the state office of the Department of Motor Vehicles (DMV) to see if another license was issued in your name. Put a fraud alert on your license. Go to your local DMV to request a new number. Fill out the DMV's complaint form to begin the investigation process. Send supporting documents with the completed form to the nearest DMV investigation office. Web: (Calif. DMV) www.dmv.ca.gov/consumer/fraud.htm. Calif. DMV fraud unit, (866) 658-5758.
E-mail: dlfraud@dmv.ca.gov.
Other states: www.aamva.org/links/mnu_linkJurisdictions.asp. 

12. Victim statements. If the imposter is apprehended by law enforcement and stands trial, write a victim impact letter to the judge handling the case. Contact the victim-witness assistance program in your area for further information on how to make your voice heard in the legal proceedings. 

13. False civil and criminal judgments. Sometimes victims of identity theft are wrongfully accused of crimes committed by the imposter. If a civil judgment is entered in your name for your imposter’s actions, contact the court where the judgment was entered and report that you are a victim of identity theft. If you are wrongfully arrested or prosecuted for criminal charges, contact the police department and the court in the jurisdiction of the arrest. Also contact the state Department of Justice and the FBI. Ask how to clear your name. See PRC Fact Sheet 17g, www.privacyrights.org/fs/fs17g-CrimIdTheft.htm. 

14. Legal help. You may want to consult an attorney to determine legal action to take against creditors and/or credit bureaus if they are not cooperative in removing fraudulent entries from your credit report or if negligence is a factor. Call the local Bar Association or Legal Aid office to find an attorney who specializes in consumer law, the Fair Credit Reporting Act and the Fair Credit Billing Act. 

15. Dealing with emotional stress. Psychological counseling may help you deal with the stress and anxiety commonly experienced by victims. Know that you are not alone. Contact the Identity Theft Resource Center for information on how to network with other victims. 
Web: www.idtheftcenter.org. 

16. Making change. Write to your state and federal legislators. Demand stronger privacy protection and prevention efforts by creditors and credit bureaus. 

17. Don’t give in. Do not pay any bill or portion of a bill that is a result of fraud. Do not cover any checks that were written or cashed fraudulently. Do not file for bankruptcy. Your credit rating should not be permanently affected. No legal action should be taken against you. If any merchant, financial company or collection agency suggests otherwise, restate your willingness to cooperate, but don't allow yourself to be coerced into paying fraudulent bills. Report such attempts to government regulators immediately. 

Resources

Credit reporting bureaus

Equifax: P.O. Box 105069, Atlanta, GA 30348.
Report fraud: Call (800) 525-6285 and write to address above.
Order credit report: (800) 685-1111. Web: www.equifax.com 

Experian (formerly TRW): P.O. Box 9595, Allen, TX 75013.
Report fraud: Call (888) EXPERIAN (888-397-3742) and write to address above. Fax: (800) 301-7196.
Order credit report: (888) EXPERIAN. Web: www.experian.com 

Trans Union: P.O. Box 6790, Fullerton, CA 92834.
Report fraud: (800) 680-7289 and write to address above.
Order credit report: (800) 888-4213. Web: www.transunion.com 
To opt out of pre-approved offers of credit for all three bureaus, call (888) 5OPTOUT. You may choose a two-year opt-out period or permanent opt-out status. 

Remember, you are entitled to a free credit report if you are a victim of identity theft, if you have been denied credit, if you receive welfare benefits, or if you are unemployed. 

Social Security Administration 
Order Earnings & Benefits Statement: (800) 772-1213. 
Report fraud: (800) 269-0271. E-mail: oig.hotline@ssa.gov Web: www.ssa.gov
Or write to: Social Security Administration, Office of the Inspector General, P.O. Box 17768, Baltimore, MD 21235.

To remove your name from mail and phone lists 

Direct Marketing Association 
Mail Preference Service, P.O. Box 643, Carmel, NY 10512. 
Telephone Preference Service, P.O. Box 1559, Carmel, NY 10512. 
(Web: www.dmaconsumers.org. Online opt-out program costs $5.00. It is free by mail.)

To report fraudulent use of your checks
CheckRite: (800) 766-2748 
Chexsystems: (800) 428-9623 
CrossCheck: (800) 843-0760 
Certigy/Equifax: (800) 437-5120 
International Check Services: (800) 526-5380 
SCAN: (800) 262-7771 
TeleCheck: (800) 710-9898 

Other useful resources

Federal Trade Commission (FTC). The FTC offers help to victims. File your case with the FTC Consumer Response Center. Include your police report number. Use the FTC uniform affidavit form. (877) IDTHEFT 
Web: www.consumer.gov/idtheft 

Privacy Rights Clearinghouse (PRC), 3100 - 5th Ave., Suite B, San Diego, CA 92103. Phone: (619) 298-3396. 
E-mail: prc@privacyrights.org. 
Web: www.privacyrights.org. 

CALPIRG, 3435 Wilshire Blvd., Suite 380, Los Angeles, CA 90010. (213) 251-3680 or (916) 448-4516. 
E-mail: calpirg@pirg.org. 
Web: www.calpirg.org. 

Identity Theft Resource Center. Lists local victim support groups on its web site. Offers many guides for victims. Web: www.idtheftcenter.org.
E-mail: voices123(at)sbcglobal.net.

California Office of Privacy Protection, (Dept. of Consumer Affairs), (866) 785-9663. Web: www.privacyprotection.ca.gov. 

FBI Internet Fraud Complaint Center, Web: www.ifccfbi.gov. 

U.S. Dept. Of Justice, identity theft information. Web: www.usdoj.gov/criminal/fraud/idtheft.html. 

Identity Theft Survival Kit. Phone: (800) 725-0807. Web: www.identitytheft.org. 

This guide is a project of CALPIRG and the Privacy Rights Clearinghouse, nonprofit consumer advocacy organizations.
SAMPLE LETTER TO COLLECTION AGENCY

Your Name
Address
City/State/Zip
Phone Number
Email address if appropriate

RE: Claim of Identity Theft Case:
Credit Card or Bank Acct #________
Check #_______

Date:

Dear Sirs:

This letter is provided as legal notice to inform you that on or about ______(date), the following occurred:
_____ Checks numbered xxx to xxx for ___ (bank name, acct #xxx, branch address) were 
stolen. Be advised that this account was closed on ____ (date) by the bank upon my request. 
_____ Checks numbered xxx, xxx, xxx xxx for (bank name, acct #xxx, branch address) have been fraudulently created by another person using my name and address as the account holder
_____ A credit card was opened without my authorization or knowledge, using my name,
SSN and other personal data. Card #_______(issuing card company name and address)
_____ Credit card # xxx was stolen and then used by the thief. Be advised that this 
account was closed on ___ (date) when I directly called the credit card company and told them of the theft._______ (issuing card company name and address)

_____ Other (explain) ____________________________________________________

These checks/credit cards are now being fraudulently used to obtain goods and services from merchants.

Please be advised that appropriate agencies and companies have been notified. You are free to contact any of these agencies to verify this information. If available, a copy of the police report will be attached to this letter. 

Name of police department fraud was reported to:__________________________
Contact person and phone number ______________________________________

Bank: _____________________________________________________________
Contact person and phone number ______________________________________

Credit Card company ________________________________________________
Contact person and phone number ______________________________________

I have also notified the three major credit reporting agencies, Equifax, Experian and TransUnion, placed a fraud alert on my account and notified them of possible fraudulent activity. Where appropriate, I have also notified the following check verification companies: __________________________________________ 

Please notify any other collection agencies to which you may have sent this account as well as law enforcement should you have started criminal proceedings. I respectfully ask that once cleared, you do not sell, assign, distribute or share this account with others and that you remove my identifying data from this account. 

Please advise your client or the assignor of this criminal activity and notify them to not reassign this account to another agency and to remove my identifying data from the account. As of the date of this letter, these criminals have stolen approximately $______ by fraudulently using checks or credit charges in my name. We suspect there will be more until they are caught. 

Be advised that reporting these items to the credit bureaus as collection items or continuing to pursue these debts from me would be considered a violation of the state and federal level Fair Debt Collection Practices Act and the Fair Credit Reporting Act. 

I hereby request photocopies of any applications, application information or transaction information you may have on this account. (Required by law in CA and WA, federal law now pending) It will be turned over to law enforcement so that this criminal might be brought to justice. 

This has been a very frustrating experience for me. I have always maintained an impeccable credit history. I appreciate your circumstances and hope you can appreciate mine. It is my hope that the law enforcement agencies can apprehend this criminal(s) and put them in jail. Until that time, I will have to continue to deal with this unpleasant situation. Regrettably, so will the merchants who unknowingly accept these checks/credit cards. 

I declare under penalty of perjury that this declaration is true and correct to the best of my knowledge. 

Sincerely, 

Name
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Almost 10 months after the World Trade Center attack, a widow found out that an identity clone had been living and working using her husband's information. He had died during the attack. 

A mother keeps receiving collection notices on her daughter's credit card accounts. Her daughter died 17 years ago. 

Still grieving their toddler's death, two young parents find out that the IRS has rejected their tax form, saying that someone else has already filed a return listing their child as a dependent. 

This guide will address several areas: 

· Steps to take to decrease identity theft risk when a loved one passes away 

· Information directly from the CRAs 

· Steps to take if you suspect that someone is fraudulently using the information of someone who has died 

· Letter forms 
· Requesting credit reports 

· Notification about an identity theft case
 

Identity thieves obtain information about deceased individuals in various ways. They may watch the obituaries, steal death certificates, or even get the information from websites that offer a Social Security Death Index file. These websites are supposed to be used for genealogy research but are sometimes used to steal an identity. Unfortunately, the thief may also be a family member who may be taking advantage of the situation or who has been using that identity for a long time already. This may be especially true if the deceased suffered from a lengthy illness, mental confusion, or there is arguing among family members prior to the death. 

The problem is that financial institutions are not immediately made aware that their customer is deceased. It takes time for the Social Security Administration to transmit the Death Master File to the financial industry. Until the institution receives word that the individual is deceased, the account remains active. As of this writing, that file is not complete. It is based on information provided by consumers and some governmental agencies. Unfortunately many deaths do not appear on the list. 

Until you notify the credit reporting agencies (CRAs) and creditors, they do not know of a death and accounts remain open. An active credit file will stay open for up to 10 years without activity. Thieves count on this and may try to attach onto the SSN of a deceased because of the length of time until discovery. 

Everyone with a SSN is a potential victim - from a newborn on. 

Steps to take when a loved one passes away to decrease identity theft risk 

The following steps are recommended by ITRC for all deaths, regardless of age. Specific requests by the CRAs are listed below as are sample letter forms that you may choose to use for corresponding with various entities. It is best to notify all entities by telephone and in writing. Send all correspondence certified, return receipt requested. Keep photocopies of all correspondence, including letters that you send. 

1. Obtain at least 12 copies of the official death certificate when it becomes available. In some cases you will be able to use a photocopy, but some businesses will request an original. Since many death records are public, a death certificate alone may not suffice. 

2. Immediately notify relevant (?) credit card companies, banks, stock brokers, loan/lien holders, and mortgage companies of the death. The executor or surviving spouse will need to discuss all outstanding debts and how they will be dealt with. You will probably either transfer the account to another person or close the account. If you close the account, ask them to list it as: "Closed. Account holder is deceased." 

3. Immediately contact the CRAs and request a "deceased" alert be placed on the report. You may need to do this in writing. You will follow-up with a letter, outlined below, requesting a copy of the credit report. 

4. If there is a surviving spouse or other joint account holders, make sure to notify the company that the account needs to be listed in that surviving person's name alone. They may require a copy of the death certificate to do this, as well as permission from the survivor. 

5. Contact the three credit reporting agencies using the procedures outlined for each one. The following is some general information and tips. 

A. Include the following on all letters sent to credit issuers, the CRAs, etc.: Name and SSN of deceased, last known address, last 5 years of addresses, date of birth, date of death. 

B. To speed up processing, include all requested documentation in the first letter. 

C. Send all mail as certified, return receipt requested. 

D. Keep copies of all correspondence, noting date sent and any response(s) you receive 

E. Contact the CRAs. Request a copy of the decedent's credit report. The report will let you know of any active credit cards that still need to be closed, or any pending collection notices. Be sure to ask for all contact information on accounts currently open in the name of the deceased (credit granters, collection agencies, etc) so that you can follow though with those entities. 

F. Request that the report is flagged with the following alert: "Deceased. Do not issue credit. If an application is made for credit, notify the following person(s) immediately: (list the next surviving relative, executor/trustee of the estate and/or local law enforcement agency- noting the relationship)." 

G. Friends, neighbors or distant relatives do not have the same rights as a spouse or executor of the estate. They are classified as a third party and a CRA may not mail out a credit report or change data on a consumer file upon their request. If you fall into this classification and are dealing with a very unique situation, you may write to the CRA and explain the situation. They are handled on a case-by-case basis. 

5. Other groups to notify: 

· Social Security Administration 

· Any membership programs- video rental, public library, fitness club, etc, 

· Insurance companies - auto, health, life, etc. 

· Veteran's Administration - if the person was a former member of the military 

· Immigration Services - if the decedent is not a U.S. citizen 

· Department of Motor Vehicles if the person had a driver's license or state ID card. Also make sure that any vehicle registration papers are transferred to the new owners 

· Agencies that may be involved due to professional licenses - bar association, medical licenses, cosmetician, etc. 

Specific Instructions from the 3 Credit Reporting Agencies 
Experian: PO Box 9595, Allen, TX 75013. 

· A spouse can obtain a credit report by simply making the request through the regular channels - mail, phone and Internet. The spouse is legally entitled to the report. 

· The executor of the estate can obtain a credit report but must write Experian with a specific request, a copy of the executor paperwork and the death certificate. 

Requesting changes or voicing concerns: 

· A spouse or executor may change the file to show the person as deceased via written request. A copy of the death certificate and in the case of the executor, the executor's paperwork must be included with the request. 

· After any changes, Experian will send out another copy of the credit report so that you can verify that the change was per the request. 

· If ID Theft is a stated concern, Experian will add a security alert after the file has been changed to reflect the person as deceased. 

· If there are additional concerns, Experian will add a general statement to the file at the direction of the spouse/executor. The spouse/executor must state specifically what they want the general statement to say, such as "Do not issue credit." 

Equifax: P.O. Box 105069, Atlanta, GA 30348 Ordering reports: 

· Equifax requests that the spouse, attorney or executor of the estate submit a written request to receive a copy of the deceased consumer's' file. 

· The request should include documentation of the death, proper ID for the consumer and their power of attorney or other official document that gives them a right to obtain the file. 

Requests or changes: 

· If a spouse, attorney or executor would like to place a deceased indicator on the deceased consumers' file, they may submit a copy of the death certificate and their request in written format. 

TransUnion (TU): PO Box 6790, Fullerton, CA 92834. 

Ordering reports: 

· TU requires proof of a power of attorney, executor of estate, conservatorship or other legal document giving the requestor the legal right to obtain a copy of the decedent's credit file. 

· If the requestor was married to the deceased and the address for which the credit file is being mailed to is contained on the decedent's credit file, then TU will mail a credit file to the surviving spouse. 

· If the deceased is a minor child of the requestor, TU will mail a credit file to the parent upon receipt of a copy of the birth certificate or death certificate naming the parent as requestor. 

Requesting changes or voicing concerns: 

· Placing a "decease alert" on reports: TU will accept a request to place a temporary alert on the credit file of a deceased individual from any consumer who makes such a request and identifies themselves as having a right to do so. 

· The requestor's phone number is added to the temporary, three month alert. Upon receipt of a verifiable death certificate, TU will entirely suppress the decedent's credit file and so note it as a deceased consumer. 

· TU will not mail out a copy of its contents without the requirements mentioned above. 

· If you suspect fraud, TU suggests a call to their fraud unit at 800-680-7289. It will place the temporary alert over the phone and advise the requestor of what needs to be sent to suppress the credit file and to disclose a copy of its contents. Requests can also be emailed to fvad@transunion.com. 

Steps to take if you suspect that someone is fraudulently using the information of someone who has died. 

1. Request a copy of the decedent's credit report as outlined above. (See form letter #1 below.) 

2. Place a "deceased alert" on the report as outlined above. (See form letter #1 below.) 

3. Notify the police in the decedent's jurisdiction if you have evidence of fraud (collection notice, bills, credit report). A suspicion (especially of ID theft by a family member) is best when backed with concrete evidence. You may want to read ITRC's guides about identity theft (17A, FS 107 and 113, formerly 17 B and J). Other guides of interest may include " FS 117- The Evidence Trail" and "FS 118- When You Personally Know the Imposter…" 

4. Notify any creditor, collection agency, credit issuer, utility company that the person is deceased and date of death. (See form letter #2.) Be sure to include a copy of the death certificate. Request an immediate investigation and that they contact you with the results of the investigation. Insist on letters of clearance, which you should keep with the other estate papers. 

5. In the event that the thief is a family member or relative, if the family is unable to decide on a course of action, it may be best to seek the advice of an attorney that specializes in estate or family law. 

The information in this publication is the property of the Identity Theft Resource Center and not available for promotional purposes. Copyright 2003 All rights reserved. Any requests to reproduce this material, other than by individual victims for their own use, should be directed to ITRC. ITRC thanks the CRAs in providing material for this guide and Ronnie Wilson, our dedicated editor.  

Form Letter #1: 

CREDIT REPORT REQUEST
Word Format

Sent via (include all that apply) email/ fax/ certified return receipt requested mail to:
Name of company:
Address:
Other contact info:
Date of request: 

Your Name:
Address:
City/State/Zip:
Phone Number: Daytime
Phone Number:Evening
Relationship to Deceased:

As the (relationship to deceased) _________________, I am notifying you that the following person died and making the following requests.

Name of deceased:
Date of death:
Date of birth:
Location of birth: Social Security number of deceased:
Five year address history (most current one first):

____ I request a current copy of (name of deceased)'s credit report be mailed to me at my address listed above.

____ I request that the following notice be placed on (name of deceased)'s credit report: "Deceased. Do not issue credit."

____ I request that the following notice also be added to the deceased flag: "If an application is made for credit, notify the following person(s) immediately:. (list the next surviving relative, executor/trustee of the estate and/or local law enforcement agency- noting the relationship)." 

Signed:


Note: This request is being sent via certified, return receipt request mail. 

Attachments: 
____ Death Certificate (or copy)- required
____ Power of Attorney - if necessary
____ Proof that requester is Executor or Trustee of estate - if appropriate
____ Proof of relationship - if necessary

Form Letter #2
NOTICE OF IDENTITY THEFT

Word Format
Affidavit of Fact: 

Sent via (include all that apply) email/ fax/ certified return receipt requested mail to:
Name of company:
Investigator:
Address:
Other contact info:
Today's Date: 

I have become aware that (deceased name) has become a victim of identity theft.

Person reporting the fraud: (documentation of relationship attached if appropriate)
My Name:
Address:
City/State/Zip:
Phone Number: Daytime-    Evening-
Email address:
Relationship to Deceased:

As the (relationship to deceased- i.e. surviving spouse) _________________, I am notifying you that the following person died and that they appear to have been a victim of identity theft, financial fraud or false personation.

Information about the deceased: (copy of death certificate attached)
Full legal name of deceased:
Date of death:
Time of death: 
Date of birth:
Location of birth:
Social Security number of deceased:
Five year address history (most current one first):

How I Became Aware of the Fraud: (Check all that apply) (delete underline after parentheses)

___ Received collection notice, bill, credit card for the deceased
___ Reviewed reports from credit reporting agencies
___ Notification from law enforcement, governmental agency
___ Information from family member/friend/attorney with direct knowledge of the crime 
___ Other: (be specific) __________

How the Fraud Occurred: (Check all that apply)

___ To my knowledge (name of deceased) did not authorize anyone to use his/her name or personal information while alive to seek employment or to seek the money, credit, loans, goods or services described in this report. 

___ (name of deceased) did not receive any benefit, money, goods or services as a result of the events described in this report.

___ (name of deceased) identification documents (i.e., credit cards; check; birth certificate; driver's license; Social Security card/number, etc.) ? were stolen ? were lost on or about _____________(day/month/year)

___ Credit was issued or checks were written after the time/date of death.

____ The crime occurred after the time/date of death.

___ The deceased was unable to (i.e., apply for credit, make a purchase, drive, work) on the indicated date as that person was (situation- in a coma, in the hospital in critical condition, mentally incapacitated, etc). Medical documentation of this condition is attached.

___ I have proof that the following person(s) may be involved in this false personation/identity theft (only fill out if you are certain).

_________________________________ 
Name (if known) 

_________________________________
Name (if known) 

_________________________________ 
Address (if known)

_________________________________ 
Phone number(s) (if known)

_________________________________________ 
Additional information (e.g. relationship) 

________________________________________ 
Additional information (e.g. relationship) 

A report has been made with the following police/sheriff's department. If you are unable to obtain a report or report number from the police, please indicate that by checking here _____. 

Name of agency: _________________________________________________
Name of investigator if known: ______________________________________
Contact information for law enforcement: _____________________________
Report Number: _______________________

Signature of provider of information: _______________________________ 
Date _______________

I declare under penalty of perjury that this declaration is true and correct to the best of my knowledge. I understand that submitting false information on this affidavit could subject me to criminal prosecution for perjury.

Attachments: 
____ Police report - if available
____ Death Certificate (or copy)- required
____ Power of Attorney - if appropriate
____ Proof that requester is Executor or Trustee of estate - if appropriate
____ Proof of relationship - if appropriate
____ Medical documentation.

Fraud Forms 
To make certain that you do not become responsible for the debts incurred by the identity thief, you must provide proof that you didn't create the debt to each of the companies where accounts were opened or used in your name. 

In an effort to simplify and standardize the reporting process, a working group composed of credit grantors, consumer advocates and the Federal Trade Commission (FTC) developed an ID Theft Affidavit. Use of this affidavit is optional. While many companies accept this affidavit, others require that you submit more or different forms. Before you send the affidavit, contact each company to find out if they accept it. 

ITRC would like to add the following advisories regarding fraud forms: 

1. There is NO law that requires you to have this form notarized. We suggest using witness signatures whenever possible, and to push companies to accept them. Victims should not be further burdened with notarizing costs. 

2. When you send the affidavit to the companies, attach copies (NOT originals) of any supporting documents you have (e.g., drivers license, police report). 

3. Send all correspondence by certified, return receipt requested mail. This provides you with valuable records of correspondence. 

Regarding Credit Reporting Agency Fraud Alerts:
Equifax, Experian and TransUnion allow consumers to place fraud or security alerts on credit reports. This is often done during the first phone contact. ITRC would like to remind you of the following: 

1. These phone-activated alerts are temporary in nature, lasting from 90 days to 6 months. In order to have a fraud/security alert that lasts 7 years, you must write them a letter requesting this service. 

2. Each CRA has a different requirement for the letter. Be sure to follow all directions and send your request certified, return receipt requested mail. 

3. You may customize your request. You have up to 100 words to state any specific instructions. Most people put: "Verify all applications with me personally. I can be reached at (phone numbers- may include cell phone)." You may want to add information about the imposter or addresses that are unacceptable, etc. 

4. To date, there is no law that says this alert must be respected. It is advisory only and some victims have had accounts opened after the placement of an alert. 

5. Will this cause you to be denied credit? Anything is possible and some victims report this problem. It will delay instant credit applications. That is the point. However, it should not lower your FICO score or cause you to be denied a loan, etc. Simply tell your lender of the alert when you submit an application. 

The following forms are currently available:

The FTC Fraud Form
This affidavit has two parts and is a PDF Format. You may also get the form at the FTC website (www.consumer.gov/idtheft), or by calling 877-IDTHEFT. 

1. Instructions on the use of the form.
2. The Fraudulent Account Statement, where you describe the fraudulent account(s) opened in your name. Use a separate Fraudulent Account Statement for each company you need to write.

Fraud Affidavit and Request for Application and Transaction Info 
This 3-page form was designed for California residents as part of Penal Code 530.8. However, it may be adjusted for individual use in other states. Whenever possible, we highly recommend that you request any information on the account that was opened in your name.
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