What is Internet Crime?

· Computer Network Break-ins. – This can comes from hackers who break in for “fun” to the thieves looking for things of value.

· Industrial Espionage – Companies do steal from each other, including vital information on what the competition is up to.

· Software Piracy – If you buy software at a greatly reduced price it could well be counterfeit. It’s the same as coping it without purchasing a legal copy.

· Child Pornography – They are out there, and in larger numbers then you could ever imagine. The vast majority of what is on the Internet is porn.  

· Mail Bombings – Email Trojan horse that could blow up or crash your computer.

· Password Sniffers – Hackers have developed programs to record every keystroke you do and report it back to them, thus giving them your passwords.

· Spoofing – Web Spoofing is a security attack that allows an adversary to observe and modify all web pages sent to the victim's machine, and observe all information entered into forms by the victim. Web Spoofing works on both of the major browsers and is not prevented by "secure" connections. The user sees no indication that anything is wrong.

· Credit Card Fraud – Hackers have broken in and stolen credit card number and run up large tabs on them. One just caught actually charged something to Bill Gates account. Funny until it happens to you, protect yourself. The U.S. Secret Service believes that half a billion dollars may be lost annually by consumers who have credit card and calling card numbers stolen from on-line databases.

Personal Information 

Be wary of sites that want more information than they should need such as 

· Bank Account Numbers

· Social Security Number

· Mother’s Maiden Name

· Pin Numbers

(personal note) I personally am leery of contest on the Internet that want my exact birth date. Those that want it just for entry I give a phony date.

Keeping it Personal

Always drop your mail off at the post office or in a U.S. Postal service box. It’s not always the mail carrier who collects them. 

Don’t give personal information out to just anyone

· Buy a shredder – best type is a cross cut.

· Mother’s maiden name – use a phony name unless to a proper credit agency.

· Don’t carry unnecessary id – Social Security card. If lost it provides thieves with a wealth of information.

· Don’t put your drivers license on your checks. It just makes it easier for the thief to steal your identity.   

Protect yourself on the Internet

· Stay away from companies you have never heard of.

· Stay away from a “PMB” (private mail box), suite #’s (176, 247, etc.)

· Never download items from an unknown source.

· Maintain and keep current virus protection of your computer.

Internet Purchases

· Understand the terms, conditions, and costs involved in the sale.

· Read the company’s security policies.

· Browser – Make sure you use a secure browser with Encryption ability. 

· Up to date – Update your browser, not only will it read the latest sites, but it has the latest security patches. Check for security updates.

· Purchase – make sure it is a secure site. Look for the lock on the bottom of the browser, or the web page is a https. 

· Understand what recourse you have if you run into problems with your purchase.

· Print or save a record of the transaction. 

General Tips 

· Be wary of extravagant claims about performance or earnings potential. Get all promises in writing and review them carefully before making a payment or signing a contract. 

· A professional-looking site doesn't necessarily mean a reputable company is behind it. Web sites are cheap and easy to produce so make sure there is some substance behind the digital bells and whistles. 

· Read the fine print and all relevant links. Fraudulent promoters sometimes bury the disclosures they're not anxious to share by putting them in small type or in a place where you're unlikely see them.

Checking it out

· Check you Credit Report yearly ($8 fee) with:

1)  EQUIFAX (800) 685-1111  http://www.equifax.com/ 

Simple report is $9.00.  For $29.95 you can get a 3-1 report -  With the 3-in-1 Credit Report You Can: 

· View your credit history as reported by the three major credit reporting agencies with just one order 

· See a line-by-line comparison of your credit information from all three agencies

· Access the report online within minutes

· Print the results for personal record keeping

· Access this snapshot of your information online for 30 days

· Use Intersections' exclusive 3-in-1 toll-free hotline

2)  EXPERIAN (888) 397-3747  http://www.experian.com/   

3) TRANS UNION (800) 888-4213 http://www.transunion.com 

California State Rights
Notification of Consumer Rights - California Civil Code Section 1785.10 requires that California consumers be given notice of their rights upon contact by phone, mail or in person. Under California Civil Code Sections 1785.11.1, 1785.15, 1785.19 and 1785.19.5, California residents have a right to receive a decoded, written copy of the file maintained on them by a consumer reporting agency that includes all information in the file at the time of the consumer's request. They may obtain a copy of that file by mail, in person, or in certain circumstances, by phone. If the consumer has been denied credit, insurance, employment, or a rental dwelling opportunity because of information provided by the consumer reporting agency within the last 60 days, the report will be free. Otherwise, there will be a charge of $8 to obtain the copy. 

California consumers have a right to bring an action for civil penalty of up to twenty-five hundred dollars against any person who knowingly and willfully obtains access to a file or obtains data from a file for a purpose not permitted by law, or who uses the data in a manner contrary to an agreement with the consumer reporting agency. If the consumer wins, the defendant may have to pay the civil penalty, court costs, and reimburse the consumer for any attorney fees. 

California consumers have a right to place a fraud security alert statement on their credit reports that alerts anyone who reviews their credit information that their identity may have been used without their consent and requests that the reviewer verifies the consumer’s identity before issuing credit. If an alert is added, approvals of credit, rental housing, insurance, employment, etc. requested by the consumer may be delayed or rejected. Consumers may request or renew a security alert at the conclusion of the 90-day alert by calling 1 888 EXPERIAN (1 888 397 3742) toll-free or at www.experian.com. Consumers also have a right to obtain a free copy of their credit report at the conclusion of the 90-day period by renewing their alert OR by writing to us at P.O. Box 9554, Allen, TX 75013 within 30 days after the alert expires. (Include full name, with middle initial and generation, such as JR, SR, II, III, etc.; current mailing address; Social Security number; date of birth; previous addresses for the past five years; date security alert was added and Report Number.) 

Avoid getting scammed 

· Know who you’re dealing with.

· Know what you’re buying.

· Read the fine print and all relevant links. 

· If you cannot find a privacy policy or you do not understand it, consider taking your business elsewhere. 

· Be skeptical of companies who do not clearly state their name, street address and telephone number. 

· If the business has an free email address such as hotmail, yahoo, etc. Then don’t do business with them. If they don’t have email service to their own website they are too easy to move on, and keep their real identity and information hidden.

Dot Scams include

· Investments 

· Web Cramming

· Internet Auctions

· Travel and Vacation

· Business Opportunities

· Internet Access Services

· International Modem Dialing

· Health Care Products/Services 

· Multilevel Marketing Plans/Pyramids 

Places to turn to
For tips on preventing identity theft check out http://www.identitytheft.org 

Federal Trade Commission 1-877-FTC-HELP (382-4357)
Federal Bureau of Investigation for Internet fraud https://www.ifccfbi.gov/ 

SANS Resources - 10 Most Critical Internet Security flaws http://www.sans.org/topten.htm 

Stop passing on those email calls for help, virus hoax, or others.

ScamBusters  http://www.truthorfiction.com/,   http://www.scambusters.org/  or http://www.nursehealer.com/Scam.htm 

National Fraud Watch http://www.fraud.org/internet/inttip/inttip.htm 800-876-7060

They have a number of tips about how to avoid being scammed such as.

· Basic Internet Tips 

· Online Auctions 

· Business Opportunities & Franchises 

· Credit Card Safety Online 

· Credit Card Protection Plan 

· Credit Repair 

· Magazine Solicitations 

· Online Travel Offers 

· Pyramid Schemes & Illegitimate Multi-Level Marketing 

· Sweepstakes & Prize Offers 

· Work At Home

Check out a company through the Better Business Bureau http://www.bbbonline.org/ 

How to Minimize Your Risk of Identity Theft
How do you protect yourself? Since criminals are slick and clever, it's difficult to stay on top of every scenario. But there are several things you can do to minimize your risk. 

· Carry with you only the ID and cards you need at any given time 

· Sign all new credit cards immediately with permanent ink 

· Do not make Internet purchases from sites that are unsecured (check for a padlock icon on the site to ensure its safety) 

· Avoid writing a PIN number, Social Security number or passcode on any of your credit cards or on anything you are planning to discard 

· Try to memorize your password(s) instead of recording them on paper or computer 

· While making a purchase in person, keep your eye on the cashier - never look away while your card is being processed 

· If you have applied for a new credit card and it does not arrive within a reasonable time, contact the issuer 

· Be sure someone you trust collects your mail in your absence; if you are leaving town for a week or more, ask the post office to hold your mail until your return 

· Secure your Social Security card in a safe place at home; do not carry it in your wallet 

· Don't give out personal or account information to anyone without verifying their identity; never give personal information to telephone or door-to-door solicitors 

· Create passwords or codes that are not obvious; avoid using your birth date, your mother's maiden name or your pet's name 

· Destroy all carbons 

· Never leave your receipts behind after making a purchase 

· Be aware of "shoulder surfers!" Shield your numbers when using an ATM 

· Avoid providing your social security number or other personal information to prospective employers until you have verified the legitimacy of the organization and their need to verify your background 

· Check your credit file periodically for accuracy by contacting Equifax for a copy of your Equifax Credit Report™. Or subscribe to Equifax's Credit Watch™ credit report monitoring service that alerts you to new activity on your report and gives you $2,500 (after $250 deductible) in Identity Theft Insurance. 

What to Do When Your Identity Has Been Stolen

Act fast to minimize the consequences. Notify all three credit reporting agencies and ask that your file be flagged with a fraud alert.

Stolen Credit Card 

· Contact your local police or sheriff's offices to report the theft 

· Notify creditors immediately, and request that your accounts be closed 

· Ask the card company to furnish copies of documents that show any fraudulent transactions 

· Refuse to pay any bill or portion of any bill that is a result of identity theft 

· Report the theft or fraud to Equifax and the other credit reporting agencies 

Stolen Check 

· Report the crime to your local police or sheriff's department 

· Notify your financial institution to stop payment on any outstanding checks that you are unsure of and give them any missing check numbers. 

· Cancel all your accounts, both checking and savings, and set up new ones with new account numbers 

· Give your bank a password for your account 

· Report the theft or fraud to Equifax 

· Report the problem to the check verification company used by the store where a fraudulent check has been written 

· Refuse to cover any checks that were written or cashed fraudulently. (If you pay, you compromise your opportunity to prosecute.) 

· Report the theft or fraud to Equifax and the other credit reporting agencies 

Stolen ATM Card 

· Report the crime IMMEDIATELY to your bank and to the local police or sheriff's department 

· Get a new card and change your password 

· Avoid using pets' names, your mother's maiden name, birth dates, Social Security numbers or other obvious information for your new password 

Social Security Number 

· Contact the Social Security Administration immediately at www.ssa.gov or call (800) 772-1213 

· Order your Earnings & Benefits Statement from the Social Security Administration to verify its contents 

Driver's License Number 

· Notify the state office of the Department of Motor Vehicles and place a fraud alert on your license 

· Request a new Driver's License number 

· Avoid using your Social Security Number as your Driver's License number 

Stolen Address Information or Fraudulent Change of Your Address 

· Call the U.S. Post Office at (800) 275-8777 for your local Postal Inspector's phone number 

· Notify the Postal Inspector that the mail has been used to commit fraud 

· If you know where fraudulent credit cards or other material has been sent, ask that all mail sent to the fraudulent address be forwarded to your own address. 

Phone Service 

· Notify your long distance carrier about any calls that you or members of your household did not make. (Most phone companies have fraud hotlines for this purpose.) 

· Cancel your account and open a new one, using a secure password 

Passports 

· Contact the passport office immediately. 

Contact Information to Report Fraud

	Government Agencies

	Federal Trade Commission (FTC)
	877-438-4338

	U. S. Postal Inspection Service
	800-275-8777

	Social Security Administration 
	800-772-1213

	To Report Check Fraud

	Check Rite
	800-766-2748

	Chex Systems
	800-328-5121

	NPC
	800-526-5380

	Tele-Check
	800-366-2425

	Credit Reporting Agencies' Fraud Departments

	Equifax Consumer Fraud Division
	888-766-0008

	Experian's National Consumer Assistance
	888-397-3742

	TransUnion Fraud Victim Assistance Dept.
	800-680-7289


Basic Internet Tips

 Do business with companies you know and trust. Be sure you know who the company is and where it is physically located. Businesses operating in cyberspace may be in another part of the country or in another part of the world. Resolving problems with companies that are unfamiliar can be more complicated in long-distance or cross-border transactions. 

 Understand the offer. Look carefully at the information about the products or services the company is offering, and ask for more information, if needed. A legitimate company will be glad to provide it; a fraudulent marketer won't. Be sure you know what is being sold, the total price, the delivery date, the return and cancellation policy, and the terms of any guaranty. The federal telephone and mail order rule, which also covers orders by computer, requires goods or services to be delivered by the promised time or, if none was stated, within thirty days. Print out the information so that you have documentation if you need it.  

 Check out the company's track record. Ask your state or local consumer protection agency if the company has to be licensed or registered, and with whom, and check to see if it is. You can also ask consumer agencies and the Better Business Bureau in your area about the company's complaint record. But keep in mind that fraudulent companies can appear and disappear quickly, especially in cyberspace, so lack of a complaint record is no guarantee that a company is legitimate. 

 Be careful to whom you give your financial or other personal information. Don't provide your bank account numbers, credit card numbers, social security number or other personal information unless you know the company is legitimate and the information is necessary for the transaction. Even with partial information, con artists can make unauthorized charges, deduct money from your account, and impersonate you to get credit in your name. 

 Take your time to decide. While there may be time limits for special offers, high-pressure sales tactics are often danger signs of fraud. 

 Be aware that there are differences between private sales and sales by a business. All sorts of goods and services are sold or traded by individuals through unsolicited e-mails, newsgroups postings, chat room discussions, web auctions and online classified advertisements. While most people are honest, your legal rights against the seller may not be the same as with a business, and you could have difficulty pursuing your complaint if the merchandise is misrepresented, defective or never delivered. 

 You may be better off paying by credit card than with a check, cash or money order, as long as you know with whom you're doing business. When you use your credit card for a purchase and there is a problem, you have the right to notify your card issuer that you are disputing the charge, and you don't have to pay it while your dispute is being investigated. It's easier to resolve a problem if you haven't already paid. Also, unless you are purchasing through a secured site (preferably using the new Secured Encryption Technology), it may be safer to provide your payment information by phone or mail rather than online. 

 Don't judge reliability by how nice or flashy a website may seem. Anyone can create, register and promote a website; it's relatively easy and inexpensive. And just like any other forms of advertising, you can't assume that someone has screened and approved it. 

 Know that people in cyberspace may not always be what they seem. Someone who is sharing a "friendly" tip about a money-making scheme or great bargain in a chat room or on a bulletin board may have an ulterior motive: to make money. And sometimes those friendly people turn out to be crooks! 

 Know that unsolicited e-mail violates computer etiquette and is often used by con artists. It also violates most agreements for Internet service. Report "spamming," as unsolicited e-mail is called, to your online or Internet service provider. 

 Don't download programs to see pictures, hear music, or get other features from websites you're not familiar with. You could unwittingly download a virus that wipes out your computer files or even hijacks your Internet service, reconnecting you to the Net through an international phone number, resulting in enormous phone charges.  

common Web scams: 

Internet Auctions 
When bidding through an Internet auction, particularly for a valuable item, find out as much about the seller as possible and insist on paying with a credit card or using an escrow service. 

Internet Access Services 
If a check arrives at your home or business offering free or extremely cheap Web access, read both sides carefully and look inside the envelope to find the conditions you're agreeing to if you cash the check. Then read your phone bill carefully for unexpected or unauthorized charges. 

Credit Card Fraud and Identity Theft 
Share credit card information only when buying from a company you trust. Dispute unauthorized charges on your credit card bill with the bank that issued the card. Federal law limits your liability to $50 in charges if your card is misused. 

Also, only give out the minimum amount of information required to complete a transaction. There is no reason to give your social security number or mother's maiden name to make a simple purchase. 

Pyramid Schemes 
Some multi-level marketing programs are actually illegal cons that promise big profits for selling the distribution rights to a product. If the products or services are sold only to distributors like yourself, and not to actual consumers, there's no way to make money. 

Avoid plans that require you to recruit distributors, buy expensive inventory or commit to a minimum sales volume. 

Travel and Vacation 
Get references on any travel company you're planning to do business with. Then, get details of the trip in writing - including the cancellation policy - before signing on. 

Business Opportunities 
Talk to other people who started businesses through the same company, get all the promises in writing, and study the proposed contract carefully before signing. Get an attorney or an accountant to take a look at it, too. 

Investments 
Check out the promoter with state and federal securities and commodities regulators, and talk to other people who invested through the program to find out what level of risk you're assuming. 

Health Care Products and Services 
Consult a health care professional before buying any "cure-all" that claims to treat a wide range of ailments. 


Email Address Harvesting: How Spammers Reap What You Sow 

Is your in-box clogged with junk email messages from people you don't know? Are you overwhelmed by unsolicited email offering products or services you don't want?
It's no wonder. According to research by the Federal Trade Commission (FTC) and several law enforcement partners, it's harvest time for spammers. But, the consumer protection agency says, the good news for computer users is that they can minimize the amount of spam they receive.
According to the investigators, spammers typically use computer programs that search public areas on the Internet to compile, capture, or otherwise "harvest" lists of email addresses from web pages, newsgroups, chat rooms, and other online destinations.
To find out which fields spammers consider most fertile for harvesting, investigators "seeded" 175 different locations on the Internet with 250 new, undercover email addresses. The locations included web pages, newsgroups, chat rooms, message boards, and online directories for web pages, instant message users, domain names, resumes, and dating services. During the six weeks after the postings, the accounts received 3,349 spam emails. The investigators found that:
86 percent of the addresses posted to web pages received spam. It didn't matter where the addresses were posted on the page: if the address had the "@" sign in it, it drew spam. 
  

86 percent of the addresses posted to newsgroups received spam. 
  

Chat rooms are virtual magnets for harvesting software. One address posted in a chat room received spam nine minutes after it first was used. 

Addresses posted in other areas on the Internet received less spam, the investigators found. Half the addresses posted on free personal web page services received spam, as did 27 percent of addresses posted to message boards and nine percent of addresses listed in email service directories. Addresses posted in instant message service user profiles, "Whois" domain name registries, online resume services, and online dating services did not receive any spam during the six weeks of the investigation.
In almost all instances, the investigators found, the spam received was not related to the address used. As a result, consumers who use email are exposed to a variety of spam - including objectionable messages - no matter the source of the address. Some email addresses posted to children's newsgroups received a large amount of spam promoting adult web sites, pitching work-at-home schemes, and even advertising hallucinogenic drugs.
Slowing the Email Harvest
The investigators indicate that email address harvesting usually is automated, because spam can hit the addresses soon after they are used publicly the first time; the spam was not targeted; and some addresses were picked up off web pages even when they weren't visible to the eye. Still, they say, consumers can protect their email addresses from harvesting programs. Here's how:
1. Consider "masking" your email address. Masking involves putting a word or phrase in your email address so that it will trick a harvesting computer program, but not a person. For example, if your email address is "johndoe@myisp.com," you could mask it as "johndoe@spamaway.myisp.com." Be aware that some newsgroup services or message boards won't allow you to mask your email address and some harvesting programs may be able to pick out common masks.
2. Use a separate screen name for chatting. If you use chat rooms, use a screen name that's not associated with your email address. Consider using the screen name only for online chat.
3. Set up disposable addresses. Decide if you want to use two email addresses - one for personal messages and one for posting in public. Consider using a disposable email address service that creates separate email addresses that forwards to your permanent account. If one of the disposable addresses begins to receive spam, you can shut it off without affecting your permanent address.
4. Use two email accounts. If you work for a business or organization that wants to receive email from the public, consider creating separate accounts or disposable email addresses for that purpose, rather than having an employee's address posted in public.
5. Use a unique email address, containing both letters and numbers. Your choice of email address may affect the amount of spam you receive because some spammers use "dictionary attacks" to email many possible name combinations at large ISPs or email services, hoping to find a valid address.
Meanwhile, what can you do with the spam in your in-box? Report it, making sure that you include the full email header. The information in the header makes it possible to follow up on your complaint. Send your spam to:
The Federal Trade Commission, at uce@ftc.gov. The FTC uses the emails in this database to pursue law enforcement actions against people who send deceptive spam. 
  

Your ISP's abuse desk. Often the email address is abuse@yourispname.com or postmaster@yourispname.com. Forwarding your spam to your ISP lets them know about the spam problem on their system and helps them to stop it. Include a copy of the spam, along with the full email header, and at the top of the message, state that you're complaining about being spammed.
  

The sender's ISP. Most ISPs want to cut off spammers who abuse their system. Include a copy of the message and header information and state that you're complaining about spam. 

  In a recently released Consumer Alert (http://www.ftc.gov/bcp/conline/pubs/alerts/spamalrt.htm), the Federal Trade Commission (FTC) suggests using a Disposable Email Address Service as a way for individuals to prevent the harvesting of their Real Email Addresses by spammers.


When your ID becomes an alias 

For identity theft victims who suddenly discover they have a criminal record, there's an initial sense of shock and violation. But it's important to keep a cool head and get to work immediately clearing your name. Similar to those combating the financial consequences of identity theft, there's a lot victims can do to improve their chances of limiting the damage.  

Step 1: Find a calm friend

The only way to combat the problem is with diligent record-keeping.

    It may be years before a victim even knows what's happened. The false criminal record won't be discovered until someone runs a criminal background check -- not until the victim applies for a job that requires one, or is pulled over for a traffic violation. 

    "If you know there are warrants out for your arrest because of an impostor, do not get in trouble with police," said Jay Foley, director of consumer and victim services for the Identity Theft Resource Center. "Quite simply, find a calm, cool, collected, level-headed friend and go down to the local law enforcement station ... Say this is who I am, and this is what I think is going on."

    Even better, approach a friend or family member in law enforcement with the problem, if that’s possible, Foley said. 

Step 2: If you are arrested

Victims who find out the hard way -- when they are faced with a false arrest -- are best served by remaining calm, polite, and cooperative during the incident. Many cops still don't understand the extend of the identity theft epidemic, and they are immune to pleas like "You have the wrong Bill Smith," says Sgt. Bob Berardi, head of the Identity Theft task force in Los Angeles. "There's no good way to say 'It's not me.'" 

    During the arrest, diplomatically ask the officer to check the warrant carefully, said Paul Johnsen, deputy district attorney for San Diego County. "Ask police to check what's in the description on the warrant," he said. "Sometimes it doesn't match. I've seen cases where someone takes over another person's identity, and the warrant says it's a white female but the victim is a black female."

    That won't always work. Sometimes police will just think it’s a typographical error, so contacting an identity theft advocacy group like the Identity Theft Resource Center is advised. And learn the name of a nearby police officer or district attorney who's sympathetic to the ID theft issue.

Step 3: Clear the record

Once the immediate crisis is resolved, victims should do what they can about their criminal records. That usually means convincing local police to amend the file. There is generally no way to convince law enforcement officials to delete the fact that your name was used as an alias by the suspect, since detectives track various aliases used by criminals. 

    "Most people don't ever really clear their record," Foley said. "You will be an alias for that perpetrator." But victims should insist that their name be removed from the "primary name" field of police records and moved to an "alias" line instead. 

    It might also be necessary to get a court order declaring your innocence. Victims are advised to keep certified copies of court documents with them at all times, Johnsen said.

    But even that isn't foolproof, particularly if the impostor is still roaming free and committing crimes. 

But remember, said Beth Givens, executive director of the Identity Theft Resource Center, “the person who is using you for their identification could put you on a shelf for a few years and then start in again a year later."
	Top consumer fraud complaints

	Top categories of consumer fraud complaints compiled by the Federal Trade Commission in 2002

	Identity theft
	43 percent

	Internet auctions
	13 percent

	Internet services and computer complaints
	6 percent

	Advance fee loans and credit protection
	5 percent

	Shop-at-home and catalog sales
	5 percent

	Foreign money offers
	4 percent

	Prizes sweepstakes and lotteries
	4 percent

	Business opportunities and work-at-home plans
	3 percent

	Telephone services
	2 percent

	Health care
	2 percent

	Magazines and buyers clubs
	2 percent


Your ID's been stolen. Now what? 

Step 1: Protect your finances

Contact the fraud departments of each of the three major credit bureaus. 

Get a copy of your credit report, which is free to ID theft victims. Ask that your file be flagged with a "fraud alert tag" and a "victim's statement." That will limit the thief’s ability to open new credit accounts, as new creditors will call you before granting credit, generally. Insist, in writing, that the fraud alert remain in place for seven years, the maximum, according to PrivacyRights.org.

Credit bureaus

Equifax   800-525-6285  www.equifax.com 

Experian  888-397-3742  www.experian.com 

TransUnion  800-680-7289 www.transunion.com 

Step 2: File a police report

You will need a police report to dispute unauthorized charges and for any insurance claims. Be persistent; your local police department may suggest that this isn’t necessary, because they don’t want the paperwork hassle. Also, fill out an online ID Theft complaint with the Federal Trade Commission or call 1-877-ID-THEFT.

That enters your case in the FTC’s “Consumer Sentinel” database, a nationwide list of ID theft cases which can be used by law enforcement officers to find patterns and catch criminals.

Step 3: Close all compromised accounts 

The list may be wider than you realize. This includes accounts with banks, credit card companies and other lenders, and phone companies, utilities, ISPs, and other service providers. Dispute all unauthorized charges – The FTC offers a sample dispute letter on its Web site. Disputes may require a sworn statement and a police report. The FTC also offers a form affidavit which can be used for the sworn statement at www.consumer.gov/idtheft/affidavit.htm. 

“When bad things happen to your good name” – FTC document full of sample dispute letters and other recovery procedures.

www.ftc.gov/bcp/conline/pubs/credit/idtheft.htm

U.S. Department of Justice ID Theft kit

www.usdoj.gov/criminal/fraud/idtheft.html

Identity Theft Resource Center

www.idtheftcenter.org

Organizing your ID theft case – good paperwork is key

www.privacyrights.org/fs/fs17b-org.htm

ID theft laws vary by state – here’s a list of state laws

www.consumer.gov/idtheft/statelaw.htm

Michigan State University School of Criminal Justice ID Theft page

www.cj.msu.edu/~outreach/identity



Coping with Identity Theft:
Reducing the Risk of Fraud

Note: 

· This guide lists steps you can take to reduce your risk of fraud. If you are a victim of identity theft, please read our Fact Sheet 17a, "Identity Theft: What to Do if It Happens to You," on our website at www.privacyrights.org/fs/fs17a.htm. 

· If your wallet or your Social Security number has been lost or stolen, be sure to place fraud alerts on your three credit reports right away. Instructions for establishing fraud alerts are provided in step one of Fact Sheet 17a. 

Contents:

· The crime of identity theft 

· Fraud reduction tips: 

· Reducing access to your personal data 

· Credit cards and credit reports 

· Passwords and PINs 

· Social Security numbers 

· Internet and computer safeguards 

· Responsible information-handling 

· For more information 

The crime of identity theft

It can happen to anyone. The phone rings and a collection agency demands that you pay past-due accounts for goods you never ordered. The supermarket refuses your checks because you have a history of bouncing them. But you have always paid bills on time. What has happened?

The crime of identity theft is on the rise. An estimated 500,000 or more persons fall victim each year. Using a variety of methods, criminals steal Social Security numbers, driver's license numbers, credit card numbers, ATM cards, telephone calling cards, and other pieces of individuals' identities such as date of birth. They use this information to impersonate their victims, spending as much money as they can in as short a time as possible before moving on to someone else's name and identifying information. 

There are two types of identity theft. "Account takeover" occurs when a thief acquires your existing credit account information and purchases products and services using either the actual credit card or simply the account number and expiration date. "Application fraud" is what some experts call "true name fraud." The thief uses your SSN and other identifying information to open new accounts in your name. Victims are not likely to learn of application fraud for some time, because the monthly account statements are mailed to an address used by the imposter. In contrast, victims learn of account takeover when they receive their monthly account statement. This guide discusses strategies for reducing the risk of both types of fraud. 

Generally, victims of credit and banking fraud are liable for no more than the first $50 of the loss. (15 USC sec. 1643) In many cases, the victim will not be required to pay any part of the loss. 

Even though victims are usually not saddled with paying their imposters' bills, they are often left with a bad credit report and must spend months and even years regaining their financial health. In the meantime, they have difficulty getting credit, obtaining loans, renting apartments, and even getting hired. Victims of identity theft find little help from the authorities as they attempt to untangle the web of deception that has allowed another person to impersonate them. 

Stealing wallets used to be the best way identity thieves obtained SSNs, driver’s licenses, credit card numbers and other pieces of identification. While still employed, identity thieves now use more sophisticated means: 

· "Dumpster diving" in trash bins for unshredded credit card and loan applications and documents containing SSNs. 

· Stealing mail from unlocked mailboxes to obtain newly issued credit cards, bank and credit card statements, pre-approved credit offers, investment reports, insurance statements, benefits documents, or tax information. Unfortunately, even locked mailboxes may not stop the most determined thief. 

· Accessing your credit report fraudulently, for example, by posing as an employer, loan officer, or landlord. 

· Obtaining names and SSNs from personnel or customer files in the workplace. 

· "Shoulder surfing" at ATM machines and phone booths in order to capture PIN numbers. 

· Finding identifying information on Internet sources, via public records sites and fee-based information broker sites. 

Take these steps to reduce your risk of becoming a victim of identity theft:

You cannot prevent identity theft. Criminals can commit identity theft relatively easily because of lax credit industry practices and the ease of obtaining SSNs. But you can reduce your risk of fraud by following the tips in this guide. The most important advice we can give you is to check your credit report at least once a year. If you are a victim of identity theft, you will catch it early by checking your credit report regularly. 

Reducing access to your personal data:

1. To minimize the amount of information a thief can steal, do not carry extra credit cards, your Social Security card, birth certificate or passport in your wallet or purse, except when needed. At work, store your wallet in a safe place. 

2. If possible, do not carry other cards in your wallet that contain the Social Security number (SSN), except on days when you need them. 

3. To reduce the amount of personal information that is "out there," consider the following:

· Remove your name from the marketing lists of the three credit reporting bureaus -- Equifax, Experian (formerly TRW) and Trans Union. Call 888-5OPTOUT. This will limit the number of pre-approved offers of credit that you receive. These, when tossed into the garbage, are a potential target of identity thieves who use them to order credit cards in your name. (See PRC Fact Sheet 6 for more information about credit reporting, www.privacyrights.org/fs/fs6-crdt.htm.) 

· Sign up for the Direct Marketing Association's Mail Preference Service and the Telephone Preference Service. Your name is added to name deletion lists used by nationwide marketers. Register for your state’s "do not call" list, if it has one. 

· Mail Preference Service, PO Box 643, Carmel, NY 10512 

· Telephone Preference Service, PO Box 1559, Carmel, NY 10512 

· List of state "do not call" lists: www.ftc.gov/bcp/conline/pubs/alerts/dncalrt.htm. 

· Have your name and address removed from the phone book and reverse directories. (See PRC Fact Sheet 4 on tips for reducing junk mail, www.privacyrights.org/fs/fs4-junk.htm.) 

· Opt-out of the sale or sharing of your financial information when given the opportunity by your bank, credit card companies, insurance companies, and investment firms. (Read PRC Fact Sheet 24, www.privacyrights.org/fs/fs24-finpriv.htm.) 

4. Install a locked mailbox at your residence to deter mail theft. Or use a post office box or a commercial mailbox service. When you are away from home for an extended time, have your mail held at the Post Office, or ask a trusted neighbor to pick it up. 

5. When ordering new checks, pick them up at the bank. Don’t have them mailed to your home. If you have a post office box, use that address on your checks rather than your home address so thieves will not know where you live. 

6. When you pay bills, do not leave the envelopes containing your checks at your mailbox for the postal carrier to pick up, or in open boxes at the receptionist’s desk in your workplace. If stolen, your checks can be altered and then cashed by the imposter. It is best to mail bills and other sensitive items at the drop boxes inside the post office rather than neighborhood drop boxes.

Credit cards and credit reports:

7. Reduce the number of credit cards you actively use to a minimum. Carry only one or two of them in your wallet. Consider canceling unused accounts. Even though you do not use them, their account numbers are recorded in your credit report, providing a tempting target for identity thieves. But be aware that reducing the number of credit card accounts might lower your credit score. Part of your score is determined by having credit cards and installment loans and making timely payments. (For more information on credit scoring, visit www.myfico.org.) 

8. Keep a list or photocopy of all your credit cards, bank accounts, and investments -- the account numbers, expiration dates and telephone numbers of the customer service and fraud departments -- in a secure place (not your wallet or purse) so you can quickly contact these companies in case your credit cards have been stolen or accounts are being used fraudulently.

9. Never give out your SSN, credit card number or other personal information over the phone, by mail, or on the Internet unless you have a trusted business relationship with the company and you have initiated the call. Identity thieves have been known to call their victims with a fake story that goes something like this. "Today is your lucky day! You have been chosen by the Publishers Consolidated Sweepstakes to receive a free trip to the Bahamas. All we need is your Social Security number, credit card number and expiration date to verify you as the lucky winner."

10. Always take credit card receipts with you. Never toss them in a public trash container. When shopping, put receipts in your wallet rather than in the shopping bag. 

11. Never permit your credit card number to be written onto your checks. It's a violation of California law (Civil Code sec. 1725) and laws in many other states, and puts you at risk for fraud.

12. Watch the mail when you expect a new or reissued credit card to arrive. Contact the issuer if the card does not arrive.

13. Order your credit report once a year, or better twice, from each of the three credit bureaus to check for errors and fraudulent use of your accounts. Credit reports cost $8-$9 in most states. If you are on a budget, order from one credit bureau now, from another in six months, and the third six months later. In one year you will have checked all three. For more information on credit reports, read PRC Fact Sheet 6, www.privacyrights.org/fs/fs6-crdt.htm. 

14. You do not have to be an identity theft victim to place a "fraud alert" on your three credit reports. With the alerts, you place a statement on your files requesting credit issuers to call you at your phone number before issuing credit. In theory, anyway, if an imposter attempts to open credit in your name, the credit grantor will contact you first. But they do not always pay attention to fraud alerts, so this strategy does not ensure that you’ll prevent identity theft. When you place fraud alerts by phone, the credit bureaus give you a temporary alert, good for only a few months. If you wish to extend the fraud alert, you must write the three credit bureaus and request a seven-year fraud alert. For information on how to establish fraud alerts, read "step one" of the PRC’s Fact Sheet 17a, www.privacyrights.org/fs/fs17a.htm. 

15. Californians are now able to "freeze" their credit reports, a stronger alternative to fraud alerts. (California Civil Code 1785.11.2, implemented January 1, 2003) This law enables individuals to prevent others from accessing their credit files and thereby prevents thieves from opening up new credit card and loan accounts. Security freezes are available at no charge to identity theft victims and for an annual fee for non-victims. The California Office of Privacy Protection provides a guide on security freezes, www.privacy.ca.gov/financial/cfreeze.htm. 

16. Several companies, including the three credit bureaus, offer credit monitoring services for an annual fee ranging from $50-$120 a year. They notify you when there is any activity on your credit report, thus alerting you to possible fraud. We do not endorse credit monitoring services because we believe that individuals should not have to pay a fee to track their credit. At the very least, consumers should be able to obtain one free credit report a year from each bureau, a provision which is law in six states: Colorado, Georgia, Massachusetts, Maryland, New Jersey, and Vermont. 

Passwords and PINS:

17. When creating passwords and PINs (personal identification numbers), do not use the last four digits of your Social Security number, mother’s maiden name, your birthdate, middle name, pet's name, consecutive numbers or anything else that could easily be discovered by thieves. It’s best to create passwords that combine letters and numbers. 

18. Ask your financial institutions to add extra security protection to your account. Most will allow you to use an additional code or password (a number or word) when accessing your account. Do not use your mother's maiden name, SSN, or date or birth, as these are easily obtained by identity thieves.

19. Memorize all your passwords. Don't record them on anything in your wallet.

20. Shield your hand when using a bank ATM machine or making long distance phone calls with your phone card. "Shoulder surfers" may be nearby with binoculars or video camera.

Social Security numbers:

21. Protect your Social Security number (SSN). Release it only when absolutely necessary (like tax forms, employment records, most banking, stock and property transactions). The SSN is the key to your credit and banking accounts and is the prime target of criminals.

If a business requests your SSN, ask if it has an alternative number that can be used instead. Speak to a manager or supervisor if your request is not honored. Ask to see the company's written policy on SSNs. If necessary, take your business elsewhere. If the SSN is requested by a government agency, look for the Privacy Act notice. This will tell you if your SSN is required, what will be done with it, and what happens if you refuse to provide it. If your state uses your SSN as your driver’s license number, ask to substitute another number. 

If possible, do not provide the SSN on job applications. Offer to provide it when you are interviewed. (For more tips, read PRC Fact Sheet 10, www.privacyrights.org/fs/fs10-ssn.htm.)

22. Do not have your SSN or driver’s license number printed on your checks. Don't let merchants hand-write the SSN onto your checks because of the risk of fraud. There is no law against this, so you may need to be assertive.

23. Examine your Social Security Personal Earnings and Benefits Estimate Statement each year to check for fraud. The Social Security Administration mails it to adult-age SSN holders about three months before the birthday. The SSA web site has additional information, www.ssa.gov/mystatement. Reach them by phone at (800) 772-1213. 

24. Do not carry your SSN card in your wallet except for situations when it is required, the first day on the job, for example. If possible, do not carry wallet cards that display the SSN, such as insurance cards, except when needed to receive healthcare services. A California law places restrictions on the display and transmission of SSNs by companies. It is being phased in through 2005. For more information, read the California Office of Privacy Protection guide on SSN "recommended practices," at www.privacy.ca.gov/recommendations/ssnrecommendations.pdf.

25. If you live in a state that uses the SSN as the driver’s license number, we recommend that you contact your Department of Motor Vehicles and request a different number. 

Internet and computer safeguards:

26. Install a firewall on your home computer to prevent hackers from obtaining personal identifying and financial data from your hard drive. This is especially important if you connect to the Internet by DSL or cable modem. 

27. Install and update virus protection software to prevent a worm or virus from causing your computer to send out files or other stored information. 

28. Password-protect files that contain sensitive personal data, such as financial account information. Create passwords that combine 6-8 numbers and letters, upper and lower case.

29. When shopping online, do business with companies that provide transaction security protection, and that have strong privacy and security policies. For more online shopping tips, read PRC Fact Sheet 23, www.privacyrights.org/fs/fs23-shopping.htm. 

30. Before disposing of your computer, remove data by using a strong "wipe" utility program. Do not rely on the "delete" function to remove files containing sensitive information. 

Responsible information handling:

31. Each month, carefully review your credit card, bank and phone statements, including cellular phone bills, for unauthorized use. (For more information on cell phone fraud, see PRC Fact Sheet 2, www.privacyrights.org/fs/fs2-wire.htm.)

32. Do not toss pre-approved credit offers in your trash or recycling bin without first tearing them into small pieces or shredding them. They can be used by "dumpster divers" to order credit cards in your name and mail them to their address. Do the same with other sensitive information like credit card receipts, phone bills, bank account statements, investment account reports, and so on. Home shredders can be purchased in many office supply stores. We recommend cross-cut shredders.

33. Demand that financial institutions adequately safeguard your data. Discourage your bank from using the last four digits of the SSN as the PIN number they assign to customers. If you have been given the last four SSN digits as a default PIN, change it to something else. Insist they destroy paper and magnetic records before discarding them. By not adopting responsible information-handling practices, they put their customers at risk for fraud. 

34. When you fill out loan or credit applications, find out how the company disposes of them. If you are not convinced that they store them in locked files and/or shred them, take your business elsewhere. Some auto dealerships, department stores, car rental agencies, and video stores have been known to be careless with customer applications. When you pay by credit card, ask the business how it stores and disposes of the forms. Avoid paying by credit card if you think the business is not careful. When paying with credit cards on the Internet, be sure the company uses secure transmission and storage methods. (See PRC Fact Sheet 23 on safe online shopping tips, www.privacyrights.org/fs/fs23-shopping.htm.)

35. Store canceled checks in a safe place. In the wrong hands, they could reveal a lot of information about you, including the account number, your phone number and driver's license number. 

36. Store personal information securely in your home, especially if you have roommates, employ outside help, or have service work done in your home. 

37. Any entity that handles personal information should train all its employees, from top to bottom, on responsible information-handling practices. Persuade the companies, government agencies, and nonprofit agencies with which you are associated to adopt privacy policies and conduct privacy training. (See PRC Fact Sheet 12, "Checklist of Responsible Information-Handling Practices," www.privacyrights.org/fs/fs12-ih2.htm)

Remember, if you are a victim of identity theft, or if your wallet or SSN has been lost or stolen, please read our Fact Sheet 17a, "Identity Theft: What to Do if It Happens to You," on our website at www.privacyrights.org/fs/fs17a.htm. If your wallet or your Social Security number has been lost or stolen, place fraud alerts on your three credit reports right away. Instructions are provided in step one of Fact Sheet 17a.

For More Information

Credit Reporting Agencies (see also PRC Fact Sheet 6, www.privacyrights.org/fs/fs6-crdt.htm)

Order credit report Report fraud

· Equifax (800) 685-1111 (800) 525-6285 

· Experian (888) EXPERIAN (888-397-3742) (888) EXPERIAN (888-397-3742) 

· TransUnion (800) 916-8800 (800) 680-7289 

Federal Trade Commission Identity Theft Clearinghouse

· Phone: (877) IDTHEFT (877-438-4338) 

· Web: www.consumer.gov/idtheft 
· FTC’s free 34-page identity theft guide, "When Bad Things Happen to Your Good Name," available by phone and www.ftc.gov/bcp/conline/pubs/credit/idtheft.htm 

California Office of Privacy Protection

· Phone: (866) 785-9663 or (916) 323-0637 

· Web: www.privacy.ca.gov 

· Guide to California identity theft and privacy laws, www.privacy.ca.gov/laws.htm. See also the state’s official web site on legislative bills and statutes, www.leginfo.ca.gov. 

Identity Theft Resource Center

· Phone: (858) 693-7935 

· Web: www.idtheftcenter.org 

Privacy Rights Clearinghouse

· Phone: (619) 298-3396 

· Web: www.privacyrights.org 

· Test your identity theft risk factor, www.privacyrights.org/itrc-quiz1.htm 

Additional web sites:

· U.S. Dept. Of Justice, identity theft info, www.usdoj.gov/criminal/fraud/idtheft.html 
· U.S. FBI, identity theft information, http://norfolk.fbi.gov/1999/ident.htm 

· Identity Theft Survival Kit. Phone: (800) 725-0807. Web: www.identitytheft.org 

· Fight Identity Theft, www.fightidentitytheft.org 
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